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Abstract

A rootkit enablesan attacler to stay unnoticedon a compromisedystemandto
useit for his purposes. This paperreviews techniquescurrently usedby attaclers
on UNIX andLinux systemswith a focuson kernelrootkits. Examplerootkits are
classi edaccordingto codeinjectionandhow the o w of executionis divertedwithin
thekernel. Theef ciency of differentcountermeasurésdiscussedor theseexamples.
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1 Motivation

An attackon a systemconnectedo theinternettypically shavs thefollowing pattern:The
talgetis scannedor potentiallyinsecureservices.The attacled systemis calledcompbp-
misedas soonasa vulnerability hasbeenexploited and the attaclers are able to execute
commandsLocal vulnerabilitiesaresubsequentlytiliseduntil the attaclershave thesame
privilegesasthe systemadministratar The administratomwill try to regain controlassoon
he realiseshe compromise.This canbe doneby eliminatingthe vulnerability afull rein-
stallof thesystempr simply by takingit of ine. Thereforeijf theattaclkerswantto maintain
their accesdso the systemthey have to take measuresotto benoticed.

Thetypical attacler usescollectionsof programgo hide his presenceandactvities on
compromisedsystems so calledrootkits This article discusseshe techniquesemplged
by the attacler to stayinvisible on the compromisedystemusingrootkits.

1.1 The history of rootkits

Rootkits rst appearedt the end of the 80's [Ditt2002] and consistedof tool collections
usedto manipulatdJNIX log les in orderto hidethe presencef certainuserdBTA1989].
Lateron, attaclers startedto substituteprogramdike s , ps or netstat  to hide their ac-
tivities. Suchprogramsweresoonpackagedogethemwith manipulatedversionsof login
and similar programsto secretlylog passwerds. Snifers were usedto readunencrypted
passwerdsfrom thelocal network.

In the mid 90's kernel rootkits appearedn Linux systemgHalf1997. Thesewere
loadedas modulesat runtimeto manipulatethe core of the operatingsystemitself. This



techniqueallowed very thoroughobfuscatiorof the attacler's actiities e.g. by redirecting
systemcalls insteadof exchangingsingle programs. By the end of the 90's kernelroot-
kits existed for practically all modernUNIX-lik e operatingsystems. At the sametime
rootkitsfor Microsoft Windows appearedHogl1999. Althoughattaclershadto copewith
alack of documentatiornthey wereableto replaythe developmentof rootkitsin the UNIX-
world within a few years. CurrentWindows rootkits are kernel-base@ndprovide similar
functionalityastheir UNIX counterparts.

In recentyearsthe methodsusedby attaclers have beenre ned. New waysof code
injection have beendeveloped,allowing to patcha rootkit into the runningkernelwithout
the usageof modules.Otherrootkitsmanipulateexisting modulesor kernelimageson disk
to installthemseles. While manipulationof thekernelby theredirectionof systemcallsis
relatively easyto detectmoderrrootkitshave becomeamoresophisticate@ndmoredif cult
to detect. The o w of executionis divertedat differentplacesandat deepeifevels within
the kernel. Furthermore obfuscationtechniquesare employed in the rootkit binariesto
preventanalysisf therootkit is found. In responsethe countermeasurdsve alsoevolved.
Aside from simple checksumbasedapproachesiev methodsof detection,like runtime
measuremenof systemcalls, have beendeveloped. Critical resourcef the operating
systemare checled for consisteng to discover the diversionof the execution o w by the
rootkit.

1.2 Technicalterms

The conceptsof userandkernelmodeaswell assystemcalls arebrie y introducedin a
generaimannerfor UNIX-lik e operatingsystemsn orderto beableto characteriseootkits.
More informationon the subjectconcerningdNIX [Bach1986 andLinux [BC2003 can
befoundin theliterature.

1.2.1 Userand kernel mode

UNIX-lik e operatingsystemdlistinguishbetweemrocessesunningwithin thekernel(run-
ning in kernelmodg andprocessestartedby users(runningin usermodg including the
specialuserroot . Memory belongingto the kernel canbe accessedia the device les
/devikmem and/dev/imem . Dependingon the con guration, datacanbe readand maybe
alsowritten. Very few programausethis interfaceandaccesss generallyrestrictedto the
userroot . Eventhoughaccesgso kernelmemaoryis possiblethis way, therearenot neces-
sarily symboltablesor similar mechanismsyhichwill giveary help nding particulardata
structureor functions.

Functionsinside the kernel can only be accessedy the use of systemcalls, which
provide a well-de ned andstaticinterface. Eventhe userroot cannot run arbitrarycode
in kernelmode. Though,mostmodernoperatingsystemsare ableto load kernel modules
at runtime. Specialsystemcalls areusedto bring the codeof the moduleinto the kernel.
Modulesareoftenusedfor driversof multimediaor hotplughardware.

1.2.2 Execution of a systemcall

The command'ls /tmp ' givesa listing of all les locatedin the directory/tmp . The
programls usesthe systemcall open() to accesghe directoryfor reading. The o w of
executioncanbeseenin gure 1. Thebasicstepsare:



Theprogramls makesacall to open(/tmp,  O_RDONLY) To do this, parameterare
loadedin the correspondingegistersandthe interruptresered for systemcalls is
triggered.

The systemswitchesinto kernelmodeto handletheinterrupt. Theinterruptdescrip-
tor table (IDT) is referencedndthe correspondingnterrupt handleris called.

Theinterrupthandlereferenceghesyscalltableto nally callthefunctionsys_open()
with theparametergrovidedby s .

call open()
user mode flow of execution
kernel mode
choose interrupt handler choose system call sys_open()
o 4
i v
interrupt descriptor table (IDT) syscall table

Figurel: The systemcall open() is used. The o w of executionis transferedo kernel
mode,wherethe IDT andthe syscalltableareusedto determinewhich functionto call.

A le handlewill be returnedto the calling programls , which will thenusemore
systemcallslike getdents()  to actuallyreadall the entriesof the directoryandto print
themout. It is notevorthy thatafew centralresourcedike theIDT andthe syscalltableare
usedto determinevhatfunctioninsidethekernelis called.

2 Usermoderootkits

The rst rootkits worked in usermode and have mostly beenabandoned.However, old
rootkitsarestill foundwhile analysingcompromisedanachinesEspeciallyonunusuahard-
warewhereportsof currentrootkitsarenot available.

2.1 Techniquesusedby early rootkits

To give thefull picture,examplesarebrie y presentedor log le ltering andfor rootkits,
which exchangesystembinaries.

2.1.1 Manipulation of log les

The programgfor the manipulationof log les usedin earlyrootkits[BTA1989 arestill in
use- thoughin more sophisticatedrersions. Typically log les are Itered automatically
Theattacler providesafew keywordsandthe programscansrariouslog les anddeletesall
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lines containingthe keywords. Sucha keyword might be the IP of the attackingmachine.
Figure2 shavs thelastlinesof alog les beforeandafterusageof suchatool.

linux:/home/rks # tal -3 /varllog/messages

Jan 13 14:16:10 linux kernel:  VFS: Disk change detected on device fd(2,0)

Jan 13 14:19:39 linux sshd[1517]:  WARNING: /etc/ssh/primes does not exist,\
using old prime

Jan 13 14:19:43 linux sshd[1517]:  Accepted password for seg from\
192.168.1.17  port 36262 ssh2

linux:/home/rks # sh tOrnsb  seg
* sauber by socked [07.27.97]

*

* Cleaning logs.. This may take a bit depending on the size of the logs.
* Cleaning messages (414 lines)...1 lines  removed!

* Cleaning bootlog  (7mlines)...0 lines  removed!

-]

* Alles sauber mein Meister !

linux:/home/rks # tal -3 Ivarllog/messages

Jan 13 14:16:10 linux kernel:  VFS: Disk change detected on device fd(2,0)

Jan 13 14:19:39 linux sshd[1517]:  WARNING: /etc/ssh/primes does not exist\
using old prime

Jan 13 14:20:21 linux syslogd 1.3-3: restart.

Figure2: Thelastthreelinesof alog le areshavn beforeandafterthetooltOrnsb s used
to deleteall lines containingthe keyword 'seg’.

All lines denotingthe login of userseg are deletedfrom the log le using the pro-
gramtOrnsb  from the rootkit tOrkit . The programsearchewariouslog les for the
given keyword. However, the limitations of this approachbecomeobvious at a closer
look. On this systemevery login is accompaniedby an error messageoncerningthe le
letc/ssh/primes . Thisline wasnotdeletedsinceit did not containthekeyword. Further
morethedaemorresponsibldor thelogginghasbeenrestartedwhichis alsoatelltalesign
of intrusion. A systemadministratorcloselyinspectingthelog les will alwayshave good
chancedo nd tracesaventhoughthelog les weremanipulated.

2.1.2 Exchangingsystembinaries

In orderto hidetheprocesseand les of theattacler, earlyrootkitsstartedo substitutesys-
tembinariesfor manipulated/ersions.ThemanipulatedrersionofIs doesnotshaw all les
arymore,ps will forgetaboutsomeprocesseandnetstat dropssomenetwork connec-
tionsfrom the output.In theyear2000therootkit tOrnkit ~ waswidely used[CERT2000].
It canstill sometimeshe found on compromisedsystems. The rootkit replaceshe pro-
gramslogin , ifconfig , ps,du,lIs , netstat ,in.fingerd ,find andtop by manipulated
versions.Thecon guration (andsniffer logs) arestoredin /usr/src/.puta . Whenama-
nipulatedversionof oneof thebinariesis called, les containingkeywordsarereadandthe
outputis Itered accordingly

2.2 Detection

As the needarose mechanismsvereinventedto identify manipulatedsystembinariesby
theuseof checksum®r by othermeans.



2.2.1 Checksums

The manipulatedbinariesmight have the samelength andtimestampasthe original pro-
gramsbut will differ in their checksums.Programdlike tripwire  or aide [Aide2004
automatdhetaskof generatinghecksumsor systembinariesandimportantcon guration
les. Thesetoolsallow to checkthecurrentsystemagainsthesechecksumstalatertime,
in orderto uncoreracompromise.

linux:/home/rks # aide -C

AIDE found differences between database and filesystem!!

Start timestamp:  2003-01-13 21:32:11

Summary:

Total number of files=17520,added files=16,removed files=0,changed files=43

(-]

changed:/bin
changed:/bin/ls
changed:/bin/netstat
changed:/bin/ps
changed:/bin/login

(-]

linux:/home/rks # rpm -Vva

(]

S5.T fbin/ls
S5.... [bin/netstat
SM5..... lbin/ps
M5..T Ibin/login

Figure3: Aide is run andthe checksumsf seseral programshave changed. The paclet
systemrpm canprovide the sameinformation. The '5' in its outputstandsfor a changed
MD5 checksum.

Thedravbackof this methodis thetime-consumingverheadf maintainingsucha set
of checksumsAccordingly this approachs unfeasiblgor mary administratorsNaturally
the checksumandthe binariesneededor the testshouldbe storedof ine to be safefrom
manipulation A pacletsystemlike rpm canprovide alimited alternatve sinceit alsomain-
tainsa setof checksums$o managesoftwareupdatesFigure3 shavsaide andrpm nding
tracesof a usermoderootkit.

2.2.2 Specialrootkit detectors

Programdike chkrootkit ~ [Chk2004 or Rootkit ~ Hunter [Rkh2004 automatethe task
to look for signaturesof known rootkits. The signaturesoften consistof con guration
directorieswith a x ed pathor certainstringsappearingn the manipulatedversionof a
binary If e.g. the directory/ust/src/.puta exists, it is very probablethat the rootkit
tornkit  (version6.66)hasbeeninstalled.Thesignaturesvill not matchif avery recentor
aslightly modi ed versionof arootkitis in use.The problemis knowvn from othersignature
basedmethodsn intrusiondetectionsystemsandvirus scannersTo Il this gap,thetools
alsolook for generaltracesleft by rootkits. Figure 4 shavs the outputof chkrootkit
detectingarootkit.
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linux:/homeftools/chkrootkit-0.38 # .Ichkrootkit
(]

Checking “login'... INFECTED

Checking Is'... not infected

Checking ‘lsof... not infected

Checking “mail... not infected

Checking “mingetty"... not infected

Checking “netstat'... not infected

Checking “named'... not found

Checking “passwd'... not infected

Checking “pidof'... not infected

Checking “pop2'... not found

Checking “pop3'... not found

Checking “ps'... INFECTED

[]

Searching for tOrn's  default files and dirs... Possible  tOrn  rootkit installed

(-]

Figure4: Chkrootkit  is runandknown stringsfrom therootkittOrnkit — areidenti ed in
theprogramdogin  andps.

2.2.3 Manual search

Thereare numerouswvays of looking for rootkits manually Two examplesare shovn in
gure 5. Thecontentof adirectorycanbelistedin mary waysanddifferencego the output
of Is shouldraisesuspicion. Looking at the systemcalls doneby Is , anopen() of the

le /usr/srcl.puta/.1fi le attractsattention.The le is known to be partof therootkit
tornkit
linux:/usr/src #1s -al
total 8
drwxr-xr-x 3 root root 4096 Jan 13 21:34
drwxr-xr-x 25 root root 4096 Jan 13 21:34
linux:/usr/src # echo *

.puta
linux:/usr/src # tar -cf - . | tar -tvf - | grep "\d"
drwxr-xr-x root/root 0 2003-01-13 21:34551 ./
drwxr-xr-x root/root 0 2003-01-13 20:19:24  .[.puta/
linux:/usr/src # strace  /hin/ls | 2> Iltmpltracefile
linux:/usr/src # cat /tmpltracefile | grep open
[]
open("/usr/src/.putal.1file", O_RDONLY)= 3

Figure5: Variousmeansareusedto displaythe les in thecurrentdirectoryandit contains
morethanls displays.Strace is usedto shav all systencallsdonebyls toopen() les.
Strangelythe le [ust/srcl.puta/. 1fi le isaccessed.



3 Kernel Rootkits

Today most rootkits found on compromisedsystemsare kernel-based.The rst kernel
rootkitswereprobablywrittenfor Linux [Half1997], but thetechniquesverequickly trans-
feredto otheroperatingsystemdik e Solarig[PIT1999 andmodernBSD system¢$PrT1999.

Maliciouscodeis transferednto thekernele.g. asloadablekernelmodulesusingthe meth-
ods provided by the operatingsystemto load driversat runtime (cf. 1.2.1). Oncein the
kernel, systemcalls are manipulatedto hide the attacler. A kernelrootkit by de nition

manipulatesheinnermostoreof the operatingsystemandcanthereforechangeary infor-

mationprocessedby the system.While this, in theory allows a perfectsimulationof the
original system,beingin fact compromisedit is nearto impossibleto realisein practice
[Skou2003.

A classi cation of kernelrootkits canbe implementedby assessingheir methodsto
inject codeinto the kernelandby the way the o w of executionis manipulatedwithin the
kernel. The following threeexamplespresenthe mostcommonmethodsfoundin kernel
rootkits.

3.1 AdoreBSDO0.34

Therootkit Adore waswritten for Linux andmodernBSD systemdike FreeBSD.It was
oneof the rst kernelrootkits, but canstill be found on compromisednachines.Adore
allows anattacler to hide les, processeandnetwork connectionsCon gurationis done
by auserspac#ool calledava. Neithera mechanisnio reloadtherootkit whenthe system
is restartednor a backdoorare part of the rootkit. An attacler hasto solve thesetasks
by himself, e.g. by installing a manipulatedSSHdaemonand hiding the processandits
network connectionsisingAdore .

3.1.1 Codeinjection

Therootkit is loadedinto the kernelasa moduleandtheregularinterfaceprovided by the

operatingsystemis used.A secondnoduleis usedto deleteAdore from the datastructures
usedby the kernelto storemoduleinformation. This makesthe rootkit invisible for the

regularsystemadministratiortools. To preventtheinjectionof codeby thismeansmodule

supportcanbe switchedoff on a givensystem.

3.1.2 Flow of execution

Therootkit manipulateshesyscalltableto divertthe executionof 15 systencallsto its own
code.Thisis themostwidely usedmethodof the attaclersto changehe o w of execution
in thekernel. A schematioziew canbeseenin gure 6.

3.2 SucKIT 1.3b

The rootkit SuckIT waspublishedandwell documentedn 2001[SD200]. It runsunder
Linux andis widely used. The rootkit is very easyto useandalreadyincludesa reload-
mechanisnfior systenrebootsandabackdoar Thebackdootis only activatedafteracertain
paclet wassendto the system.

The mechanismo reloadthe rootkit works asfollows. A UNIX-lik e systemexecutes
Isbin/init at systemstart. SucKIT replacesghis le with it's own loader The loader
injectsthe rootkit into the kernelandexecutesthe original init , which wasrenamed.To



call open()

—_—

user mode flow of execution

kernel mode

choose interrupt handler | choose system call | rootkit sys_open()

i 4 i 4 el

| I s —

interrupt descriptor table (IDT) syscall table

Figure6: The syscalltableis manipulatecandthe rootkit is called rst whenary process
useghesystemcall open() .

hidethis manipulationtherenamedriginal is hiddenusingthe mechanismsf therootkit.
Furthermoreary accesdo the le /shinfinit is redirectedto the renamedand hidden
original. Whenthe systemadministratogenerates checksunof the le, it will matchthe
onecalculatedbeforetherootkit wasinstalledasseenn gure 7.

System starting / rootkit is loaded ...
open( /sbin/init ) . = /sbin/init [rootkit]

/shin/init_XY [renamed & hidden originz
System running / rootkit is active

open( /shinfinit) ... e S Qe [SDINYINIL [rootkit]
erererseesinee = /shin/init_XY [renamed & hidden origine

Figure7: Therootkit SucKIT replacedshin/init with its own loader To hidethis fact
therootkit divertsevery accesso the le [shin/init to the hiddenandrenamedbriginal.

The easeof useof SucKIT includesnot having to know the exactversionof the operat-
ing system.A compiledbinary of SuckIT canbeinstalledon systemgunningary Linux
versionfrom the2.2 or 2.4 releasdrees.

3.2.1 Codeinjection

The rootkit transferdtself into the kernel by the useof /dev/kmem . The methodis more
complicatedhanusingkernelmodules but cannot aseasilybe blocked. The codeof the
rootkitis injectedin seseralstages:

The addressesf the syscalltableandof the functionkmalloc()  within the kernel
arefoundby searchingernelmemoryfor certainpatterns.

Thefunctionkmalloc()  isinternalto thekernelandneededo resere spacen kernel
memory Theaddres®f kmalloc() is putinto anunusedentryof thesyscalltable.



kmalloc() is executedasasystemcall andmemoryin thekernelis allocated.
Therootkit is written to the freshlyresered spacean thekernel.

Theaddres®f therootkit is putinto theunusedentryof the syscalltable,overwriting
theaddres®f kmalloc()

Therootkit is calledasa systemcall and nally runningin kernelmode.

3.2.2 Flow of execution

The rootkit SucKIT manipulateghe syscalltable and diverts the executionof 24 system
calls to its own code. In contrastto the methodusedby Adore , the syscalltableis rst
copiedandthenthe copy is modi ed. This way the original staysuntouchedand tools
designedo checkthe consisteng of critical kernelresourcesvill nd notraceslooking at
the syscalltablealone. Theinterrupthandlerusedfor systemcallsis thenmanipulatedo
usethemaliciouscopy of thesyscalltable. Themanipulations shavn in gure 8.

call open()
user mode flow of execution
kernel mode
choose interrupt handler | choose system call | rootkit sys_open()
i = A
2 : F —" :

Al

interrupt descriptor table (IDT) syscall table (copy) syscall table (original

Figure8: TherootkitSucKIT rst copiesthesyscalltableandthenonly modi es thecopied
version. The interrupthandlerfor systemcalls is changedo usethe manipulatectopy of
thesyscalltable.

3.3 Adore-NG1.41

Therootkit Adore-NG is arecodeof the original Adore andwill sene asthethird example
in versionl.41for Linux. Therootkit usesmoresophisticatedechniqueghanAdore , but
is notyetin widespreadise. Therootkit providesneitherbackdoomor reload-mechanism
by itself. Theattacler hasto solve thesetaskshimselfasis the casewith Adore . In addition
to the usualfeatures,Adore-NG automatically lters log messagegieneratedy hidden
processesThisgreatlyimprovestheeaseof use sincetheattaclerwill notgive hispresence
away aseasilyby little mistales. Child processearehiddenautomaticallyif theparentwas
hidden.Thehiding of les andprocesseblasalsobeenimproved.
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3.3.1 Codeinjection

The rootkit is loadedinto the kernelasa moduleusingthe interface provided by the op-
eratingsystem. The injection canbe preventedby turning off modulesupport. Adore-NG
comeswith tools for the infection of existing kernelmodules[tr2003 and potentiallythe
kernelitself [Jbtz2002 like avirus. Sinceaninfectedregularkernelmoduleis recognised
aslegitimate,theattacler doesnot needto hideit.

3.3.2 Flow of execution

Thevirtual lesystem layer (VFS) is a layer of abstractionresidingbetweenthe system
callinterfaceandtheactualimplementatiorof different lesystems.Adore-NG redirectghe

o w of executionin the VFS anddoesnot manipulatecentralresourcedik e the interrupt
descriptortableor the syscalltable. Sinceon a UNIX-lik e systempracticallyeverythingis

handledasa le, Adore-NG candoarythingatraditionalkernelrootkit candoby controlling

the VFS. Detectionof therootkit becomesnoredif cult, sincemonitoringa singlecritical

resources notenough.

4 Countermeasules

Countermeasureshouldform a closedchainfrom preventionanddetectiorto reaction In

the following someaspect®f preventionanddetectionwill be presentedvhich have to be
the basisof ary appropriataeaction. The latteris an extensve topic by itself which goes
beyondthe scopeof this article.

4.1 Prevention

Many guidelineson bestpractiseconcerningthe protectionof systemsconnectedo the
internetexist. In thefollowing two methodswill brie y bedescribedwhichspeci cally try
to preventtheinjectionof codeinto thekernel.

4.1.1 Deactiation of loadablemodules

Marny rootkitswill simply fail to operatejf the dynamicloadingof driversvia the module
interfaceis deactvated. But, sinceno drivers can be loadedinto the kernel at runtime
arnymore,administratie overheads createdat the sametime. Its amountdependsn the
systemin question. On sener systemswhich seldomlyget new hardware this might be
feasible but a workstationwith multimediahardware might becomeunmanageableésome
rootkitscanstill beloadedvia /dev/kmem .

4.1.2 Protecting/dev/ikmem

Sincetherearemary waysto accesghe device le /devikmem , the only effective protec-
tion canbe provided by mandatoryaccesscontiols. Thesecanbe usedto limit theaccess
evenfor theuserroot . OnLinux mandatoryaccesgontrolscanbeaddedoy speciakernel
patchesandarealreadyincludedin someDistributionslike TrustedDebian(akaAdaman-
tix) and SE Linux. On somesystemdike TrustedSolarisor somemodernBSD systems,
mandatonaccesgontrolsarealreadyincluded.Very few programslepenconwrite access
to /devikmem . Dependingon the hardware con gurationthe X-sener XFree86 might be
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oneof them.Deactvation of modulesupportcombinedwith mandatoryaccessontrolsfor
/devikmem will effectively keepmostrootkitsoutsidethekernel.

4.1.3 Anti-r ootkit modules

Several kernel moduleshave beendevelopedwith the only purposeof stoppinga kernel

rootkit fromloading. To dothis, systencallsaremanipulatedn thesamemanneasrootkits

do. In addition,integrity checlersmight beincluded,which testif the anti-rootkitmodule
is still working or if it hasbeensabotagethy a kernelrootkit. An examplesof thisapproach
is the Linux kernelmoduleStMichael . Somerootkits have speci cally beenadaptedo

dealwith StMichael , though.

4.2 Detection

Minor malfunctionsoftenraisesuspicionandthe administratomight wantto checkfor an
installedrootkit. Sincenothingde nite is knowvn yet, taking a crucial sener of ine is not
anoption at this point. Furthermorethereis usuallya strict timelimit. Theseconstraints
limit the possibilitiesof the investigatorseverely The main methodsusedto detectkernel
rootkitsarebrie y introducedn thefollowing.

4.2.1 Checksumsand specialrootkit detectors

Programdgo generateand verify checksumsave beenintroducedfor usermoderootkits
in section2.2.1, but arestill usefulwith respectio kernelrootkits even thoughthesecan
redirectaccesso ary le. Mary attaclersarestartlinglyinaptandevenif therootkitis used
properly it will never createa perfectsimulationof the uncompromiseaystem. Rootkit
detectorsasmentionedn section2.2.2,canbeusedto searchor tracesof kernelrootkits.
Though,they will rely stronglyon signaturegor known rootkits.

4.2.2 Critical kernel structures

Saving critical kernel structuresand comparingof ine copieswith currentversionswill
detectmary kernelrootkits. A tool for Linux to do this is KSTAT [Fusy2002. Sample
outputis seenin gure 9.

[..  before installation of the rootkit  ..]

linux:/home/tools/KSTAT24/2.4.16 # Jkstat -s 0
No System Call Address Modified

[..  after installation of the rootkit  ..]

linux:/home/tools/KSTAT24/2.4.16 # Jkstat s 0

sys_fork 0xf880c7a0 WARNING! should be at 0xc01058fc
Sys_write 0xf880ca30 WARNING! should be at 0xc013193c
()

sys_ni_syscall 0xf880c5b0 WARNING! should be at Oxc013ec5c
linux:/home/tools/KSTAT24/2.4.16 # Jkstat s 1

Restoring  system calls addresses...

Figure9: ThesyscalltablehasbeenrecordedbeforehandThenKSTAT is usedto checkfor
changesn the syscalltableoncebeforeandonceaftertheinstallationof a rootkit.
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Unfortunatelythereare mary resourceswhich needto be monitored. A rootkit may
stayunnoticedassoonasit manipulatesa differentresourceor no centralstructuresat all
(cf. 3.2).

4.2.3 Runtime measuementsof systemcalls

Marny rootkitsemploy complex algorithmsto hidethe presencef the attacler. Therefore,
the numberof instructionsexecutedn a given systemcall might differ widely betweerthe

original systemanda compromiseaystemon which arootkit hasbeeninstalled.Counting
the numberof instructionsusedto executea certainsystemcall is a very generalapproach
to rootkit-detectionRutk2003. The outputof sucha testdonewith the referencemple-

mentationby JanRutkowski canbeseenin gure 10. At thebest,measurementsave been
donebeforehandn the original system.Though,often genericvaluesfor differentkernel

versionsare sufcient to identify a rootkit, sincethe overheadcreatedby somerootkitsis

largeenough.

linux:/homel/tools/rktest # ./patchfinder -c referenz_2.4.16
* FIFO scheduling policy has been set.

* each test will take 1000 iteration

* testing... done.

* dropping realtime  schedulng policy.

test name | current | clear | diff | status
open_file | 7110] 1442|  5668| ALERT!
stat_file | 7050] 1255| 5795 ALERT!
read_file | 608| 608| 0] ok
open_kmem | 7124| 1510] 5614| ALERT!
readdir_root | 6497| 2750] 3747| ALERT!
readdir_proc | 14422 2401]  12021] ALERT!
read_proc_net_tcp | 11750 11750 0] ok
Iseek_kmem | 220| 220| 0 ok
read_kmem | 327 327 0] ok

Figure 10: The numberof executedinstructionsfor certainsystemcalls hasbeenmea-
suredbeforehandcolumn’clear’) andis nowv comparedo currentvalues.Thevaluesdiffer
widely for somesystencallswhich raisesanalert.

4.2.4 Forensicanalysis

A forensicanalysiswill theoreticallyby ableto detectarything thatwaswrittento disk and
memorydumpscanalso be investigated.Suchan analysisdoesnot qualify asanad hoc
countermeasursinceit is very time-consumingandthe systemhasto be taken of ine at
leastshortly If checksumexist, the analysismight be donefasterandtheinvestigatorcan
muchmoreeasilydiscover the courseof events.

4.2.5 Controlling the network

The compromisedsystemwill mostly be usedto do things, which generatenew trafc.
Passve monitoringof the network might revealthis unusualtrafc. Active scangfor open
ports canbe usedto detectsomebackdoors.Intrusion detectionsystemqIDS) might be
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ableto detectthe rootkit in transitor actiity generatedy it. Intrusiondetectionsystems
areahugeresearcheld by theirown right andwill notbediscussedherein furtherdetail.

4.2.6 Manual search

Thereis no perfectrootkit andthe attaclersthemselestendto make mistales. A manual
searchfor tracesin log les andin the lesystem might always generataiseful evidence.
E.g. therootkit SucKIT usesadwncedtechniquedo hideitself, but is trivial to reveal as
soonas/shin/init is checled for the existenceof the rootkit loaderasseenin gure 11.
The le /shin/init is simply renamedusingthe commandnv which usesthe systemcall
rename() . The systemcall rename() is not one of the 24 systemcalls manipulatedby
SucKIT andis hencenotredirectedo thehiddenandrenamedbriginal le. Anotherhelpful
methodof rootkit discovery is a careful searchin the /proc  directory which will often
exposehiddenprocesses.

linux:/shin #Is -al init*

~TWXF-XT-X 1 root root 392124 Jan 6 2003 init
linux:/shin # mv init  init.bak

linux:/shin #Is -al init*

~[WXF-XT-X 1 root root 28984 Jan 6 2003 init.bak
linux:/shin # .finit.bak

/devinull

Detected version: 1.3b
use:

Jinit.bak <uivfp>  [args]

u - uninstall

i - make pid invisible
v - make pid visible

f [0/1] - toggle file  hiding
p [0/1] - toggle pid hiding
linux:/shin #

Figure 11: The investigatoris speci cally checkingfor the rootkit SucKIT : The le
[shin/init is listed, renamedand listed again. By renaming,the lesize haschanged.
Executingthe binaryrevealsit to bethe usermodefrontendof the rootkit.

5 Applying the countermeasues

Theabore methoddor preventionanddetectionof kernelrootkitsareappliedto the exam-
ple rootkitsintroducedn section3. In orderto usea singletestplatform(Linux 2.4.16on
Intel 32 bit) the Linux versionof Adore wasusedinsteadof Adore BSD, which provides
thesamefeatures.

For athoroughevaluationof thepreventionmethodgresentedh sectiord.1,local con-
guration andpolicieshave to betakeninto account.Sincethis is beyondthe scopeof this
papey table? lists the theoreticaimpactof mandatoryaccessontrolsandthe deactvation
of modulesupportto give a basicovervien. An entry of 'ok’ implies properusageof the
method whichis by no meandrivial in the caseof mandatoryaccesgontrols.

Table4 lists how successfuthe differentdetectiontoolsarewith referenceo the exam-
ple rootkits. The testwaslimited to the methodswhich canbe appliedat runtime. Check-
sumshave beencreatedrom crucial les anddirectoriesof the systembeforehand After
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| Measure | Adore0.34 | SucKIT1.3b | Adore-NG1.41 |
Deactvatemodule | ok notenough ok
support
Mandatoryaccess ok ok ok
controllists

Table2: Theidealimpactof preventionmethodonthe examplerootkits. It is assumedhat
the methodsareappliedproperlyandcorrespondingisagepoliciesexist andareobsered.

the rootkit was installed,a directory was createdand hiddenin one of the crucial direc-
tories. Rootkitswhich do not provide a backdoorthemseles have beenprovided with a
manipulatedsSHdaemonwhich wasthenhiddenusingthe mechanismsef therootkit.

| Measure | Adore0.34 | SuckIT1.3b | Adore-NG1.41 |
Checksumsestedwith ok ok ok
aide 0.7 (/sbin/init )
Critical structureswith ok notdetected notdetected
kstat 2.4
Rootkitdetector ok ok ok
chkrootkit 0.43 (hiddenprocess)| (/sbin/init )
Runtimemeasurement | ok moduledid not | systemcrashed
with patchfinder load
Manualsearchn /proc ok ok notdetected

Table4: Applying the runtimedetectiormethodgo the examplerootkits.

Table4 is brie y discussedy the column. Therootkit Adore canbefoundusingary
detectiormethodproposedChkrootkit  only nds SucKIT whenaprocesss hidden.The
rootkit is found by aide becausdhe inode numberof /shin/init changesmeedlessly
This might easilybe changedy the authorof the rootkit. KSTAT doesnot detectSucKIT
becausé only checkgheoriginal syscalltableeventhoughit is notusedarymore(cf.3.2).
Chkrootkit  detectgthe rootkit. Again, becausehe rootkit loaderin /shin/init is easy
to nd. Thekernelmoduleneededor the runtimemeasuremertouldnot beloadedwhile
SucKIT isactive. This mightraisesuspiciorandleadto thedetectiorof therootkit. A man-
ual searcHor hiddenprocesses /proc  revealsthe hiddenprocessTherootkit Adore-NG
is alsofoundby checksumsSinceno centralresourcesremodi ed, KSTATdoesnotdetect
therootkit. Chkrootkit  detectgherootkit for the samereasorthechecksumsaresuccess-
ful: les arehiddeninsidea crucial directory The systemcrashesvery time the module
for runtime measuremeris loadedwhile Adore-NG is active. As above, this might raise
suspicion. A manualsearchn /proc  doesnotrevealthe hiddenprocessesf Adore-NG .

Thetool KSTATis alsoableto producea procesdist from theinternalkernelstructures
andto comparethis list with the outputof ps. Hiddenprocessesf all rootkits discussed
above canbedetectedhatway.
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6 Summary and futur e dir ections

The developmentof rootkits hasbeenpresentedvith a focuson kernelrootkits. Example
rootkits have beenclassi ed accordingto codeinjection and how the ow of execution
is divertedwithin the kernel. The ef ciency of differentcountermeasurdsasbeentested
discusseavith referenceo theseexamples.

Theassessmemf the preventionmethods impactshavn in table2 looksencouraging.
However, mandatoryaccessontrolsare not only the mostsuccessfupreventve measure,
but alsocreatea large administratie overheadandaredif cult to con gure correctly Even
if appliedproperly avulnerabilityin the kernelitself canstill be usedto circumwentthem.
An administratie error, e.g. notreactvating accessontrolsafter patching,might provide
ampleopportunitiedor the attacler. This shawvs thatmandatoryaccesontrolsarean ef-
fective, thoughnot ultimate, protectionagainstrootkits. In section5 the task of rootkit
detectionwasaidedby checksumsheadministratohascreatecbeforehandln casecheck-
sumsarenot availableAdore-NG is very hardto nd. Generallyif noprocessesr les are
hidden,theinvestigatothasto nd therootkit itself in thekernel.For rootkitswhich do not
rely on obvious centralresourcedik e the syscalltableor theinterruptdescriptortable (e.qg.
Adore-NG ) thisis very dif cult.

With the notableexceptionof runtime analysisthe methodsof detectiondiscussedn
section4 arenot universalenoughto copewith the nev mechanismemplo/ed by current
rootkits. Any rootkit canbedetectedn theory if enougheffort is dedicatedo thetask. Yet,
investigatorsaareusuallyboundby constraintdik e thetime availableto spenton the search
andtheneedto keepthe systemonline. Hence moregeneraddetectiormethodsareneeded
which caneasilybeappliedatruntime.Onepossibilityis a consisteng checkof thekernel,
basedn abstracdescriptionsnsteadof comparingsaved copiesof somekernelstructures
with thecurrentversions.Theauthorsof Adore-NG follow suchanapproachtheexecution

o w of thekernelis examinedat runtimeto hide the rootkit in the VFS layer [Teso2003
Ontheonehandthis exempli es thatcurrentrootkitsaremoreadwancedhanthetoolsused
to detectthem. But on the otherhandthis alsoshaws directionsto be taken towardsmore
generictoolsfor theinvestigator I.e. theanalysisof the execution o w couldalsobe used
to de ne consisteng checksof the running kernel at an abstractevel. While still topic
for future researchsuchtools andmethodsshouldcombinegenericrootkit detectionwith
applicabilityfor a systemadministratar
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