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Abstract

A rootkit enablesan attacker to stayunnoticedon a compromisedsystemandto
useit for his purposes. This paperreviews techniquescurrently usedby attackers
on UNIX andLinux systemswith a focuson kernel rootkits. Examplerootkits are
classi�edaccordingto codeinjectionandhow the�o w of executionis divertedwithin
thekernel.Theef�ciency of differentcountermeasuresis discussedfor theseexamples.
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1 Moti vation

An attackon a systemconnectedto theinternettypically shows thefollowing pattern:The
target is scannedfor potentiallyinsecureservices.The attacked systemis calledcompro-
misedassoonasa vulnerability hasbeenexploited andthe attackersareable to execute
commands.Localvulnerabilitiesaresubsequentlyutiliseduntil theattackershave thesame
privilegesasthesystemadministrator. Theadministratorwill try to regaincontrolassoon
herealisesthecompromise.This canbedoneby eliminatingthevulnerability, a full rein-
stallof thesystem,or simplyby takingit of�ine. Therefore,if theattackerswantto maintain
their accessto thesystemthey have to take measuresnot to benoticed.

Thetypical attacker usescollectionsof programsto hidehis presenceandactivities on
compromisedsystems- socalledrootkits. This articlediscussesthe techniquesemployed
by theattacker to stayinvisible on thecompromisedsystemusingrootkits.

1.1 The history of rootkits

Rootkits�rst appearedat the endof the 80's [Ditt2002] andconsistedof tool collections
usedto manipulateUNIX log�les in orderto hidethepresenceof certainusers[BTA1989].
Lateron, attackersstartedto substituteprogramslike ls , ps or netstat to hide their ac-
tivities. Suchprogramsweresoonpackagedtogetherwith manipulatedversionsof login
andsimilar programsto secretlylog passwords. Sniffers wereusedto readunencrypted
passwordsfrom thelocalnetwork.

In the mid 90's kernel rootkits appearedon Linux systems[Half1997]. Thesewere
loadedasmodulesat runtimeto manipulatethe coreof the operatingsystemitself. This
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techniqueallowedvery thoroughobfuscationof theattacker's activities e.g. by redirecting
systemcalls insteadof exchangingsingleprograms.By the endof the 90's kernel root-
kits existed for practically all modernUNIX-lik e operatingsystems. At the sametime
rootkitsfor MicrosoftWindows appeared[Hogl1999]. Althoughattackershadto copewith
a lackof documentationthey wereableto replaythedevelopmentof rootkitsin theUNIX-
world within a few years.CurrentWindows rootkitsarekernel-basedandprovide similar
functionalityastheirUNIX counterparts.

In recentyearsthe methodsusedby attackers have beenre�ned. New waysof code
injectionhave beendeveloped,allowing to patcha rootkit into therunningkernelwithout
theusageof modules.Otherrootkitsmanipulateexistingmodulesor kernelimageson disk
to install themselves.While manipulationof thekernelby theredirectionof systemcallsis
relatively easyto detect,modernrootkitshavebecomemoresophisticatedandmoredif�cult
to detect.The �o w of executionis divertedat differentplacesandat deeperlevelswithin
the kernel. Furthermore,obfuscationtechniquesare employed in the rootkit binariesto
preventanalysisif therootkit is found.In response,thecountermeasureshavealsoevolved.
Aside from simple checksumbasedapproachesnew methodsof detection,like runtime
measurementof systemcalls, have beendeveloped. Critical resourcesof the operating
systemarechecked for consistency to discover thediversionof theexecution�o w by the
rootkit.

1.2 Technicalterms

The conceptsof userandkernelmodeaswell assystemcalls arebrie�y introducedin a
generalmannerfor UNIX-lik eoperatingsystemsin orderto beableto characteriserootkits.
More informationon the subjectconcerningUNIX [Bach1986] andLinux [BC2002] can
befoundin theliterature.

1.2.1 Userand kernel mode

UNIX-lik eoperatingsystemsdistinguishbetweenprocessesrunningwithin thekernel(run-
ning in kernelmode) andprocessesstartedby users(runningin usermode) including the
specialuserroot . Memory belongingto the kernelcanbe accessedvia the device �les
/dev/kmem and/dev/mem . Dependingon the con�guration, datacanbe readandmaybe
alsowritten. Very few programsusethis interfaceandaccessis generallyrestrictedto the
userroot . Eventhoughaccessto kernelmemoryis possiblethis way, therearenot neces-
sarilysymboltablesor similarmechanisms,whichwill giveany help�nding particulardata
structuresor functions.

Functionsinside the kernel can only be accessedby the useof systemcalls, which
provide a well-de�ned andstaticinterface. Eventheuserroot cannot run arbitrarycode
in kernelmode. Though,mostmodernoperatingsystemsareableto loadkernelmodules
at runtime. Specialsystemcalls areusedto bring thecodeof themoduleinto thekernel.
Modulesareoftenusedfor driversof multimediaor hotplughardware.

1.2.2 Executionof a systemcall

The command' ls /tmp ' gives a listing of all �les locatedin the directory /tmp . The
programls usesthe systemcall open() to accessthe directoryfor reading. The �o w of
executioncanbeseenin �gure 1. Thebasicstepsare:
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� Theprogramls makesacall to open(/tmp, O_RDONLY). To do this,parametersare
loadedin the correspondingregistersandthe interrupt reserved for systemcalls is
triggered.

� Thesystemswitchesinto kernelmodeto handletheinterrupt.Theinterruptdescrip-
tor table(IDT) is referencedandthecorrespondinginterrupthandleris called.

� Theinterrupthandlerreferencesthesyscalltableto �nally call thefunctionsys_open()
with theparametersprovidedby ls .

sys_open()choose system call

interrupt descriptor table (IDT) syscall table

choose interrupt handler

call open()

flow of execution

kernel mode

user mode

Figure1: The systemcall open() is used. The �o w of executionis transferedto kernel
mode,wheretheIDT andthesyscalltableareusedto determinewhich functionto call.

A �le handlewill be returnedto the calling programls , which will then usemore
systemcalls like getdents() to actuallyreadall the entriesof the directoryandto print
themout. It is noteworthy thata few centralresourceslike theIDT andthesyscalltableare
usedto determinewhatfunctioninsidethekernelis called.

2 Usermoderootkits

The �rst rootkits worked in usermodeandhave mostly beenabandoned.However, old
rootkitsarestill foundwhile analysingcompromisedmachines.Especiallyonunusualhard-
warewhereportsof currentrootkitsarenotavailable.

2.1 Techniquesusedby early rootkits

To give thefull picture,examplesarebrie�y presentedfor log�le �ltering andfor rootkits,
whichexchangesystembinaries.

2.1.1 Manipulation of log�les

Theprogramsfor themanipulationof log�les usedin earlyrootkits[BTA1989] arestill in
use- thoughin moresophisticatedversions. Typically log�les are�ltered automatically.
Theattackerprovidesafew keywordsandtheprogramscansvariouslog�les anddeletesall
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linescontainingthekeywords. Sucha keyword might bethe IP of theattackingmachine.
Figure2 shows thelastlinesof a log�les beforeandafterusageof sucha tool.

linux:/home/rks # tail -3 /var/log/messages
Jan 13 14:16:10 linux kernel: VFS: Disk change detected on device fd(2,0)
Jan 13 14:19:39 linux sshd[1517]: WARNING: /etc/ssh/primes does not exist,\

using old prime
Jan 13 14:19:43 linux sshd[1517]: Accepted password for seg from\

192.168.1.17 port 36262 ssh2

linux:/home/rks # sh t0rnsb seg
* sauber by socked [07.27.97]
*
* Cleaning logs.. This may take a bit depending on the size of the logs.
* Cleaning messages (414 lines)...1 lines removed!
* Cleaning boot.log (7mlines)...0 lines removed!

[...]
* Alles sauber mein Meister !

linux:/home/rks # tail -3 /var/log/messages
Jan 13 14:16:10 linux kernel: VFS: Disk change detected on device fd(2,0)
Jan 13 14:19:39 linux sshd[1517]: WARNING: /etc/ssh/primes does not exist,\

using old prime
Jan 13 14:20:21 linux syslogd 1.3-3: restart.

Figure2: Thelastthreelinesof a log�le areshown beforeandafterthetool t0rnsb is used
to deleteall linescontainingthekeyword 'seg'.

All lines denotingthe login of userseg are deletedfrom the log�le using the pro-
gram t0rnsb from the rootkit t0rnkit . The programsearchesvariouslog�les for the
given keyword. However, the limitations of this approachbecomeobvious at a closer
look. On this systemevery login is accompaniedby an errormessageconcerningthe �le
/etc/ssh/primes . This line wasnotdeletedsinceit did notcontainthekeyword. Further-
morethedaemonresponsiblefor thelogginghasbeenrestarted,which is alsoatelltalesign
of intrusion. A systemadministratorcloselyinspectingthe log�les will alwayshave good
chancesto �nd traceseventhoughthelog�les weremanipulated.

2.1.2 Exchangingsystembinaries

In orderto hidetheprocessesand�les of theattacker, earlyrootkitsstartedto substitutesys-
tembinariesfor manipulatedversions.Themanipulatedversionof ls doesnotshow all �les
anymore,ps will forget aboutsomeprocessesandnetstat dropssomenetwork connec-
tionsfrom theoutput.In theyear2000therootkit t0rnkit waswidely used[CERT2000].
It can still sometimesbe found on compromisedsystems.The rootkit replacesthe pro-
gramslogin , ifconfig , ps , du, ls , netstat , in.fingerd , find andtop by manipulated
versions.Thecon�guration(andsniffer logs)arestoredin /usr/src/.puta . Whena ma-
nipulatedversionof oneof thebinariesis called,�les containingkeywordsarereadandthe
outputis �ltered accordingly.

2.2 Detection

As the needarose,mechanismswereinventedto identify manipulatedsystembinariesby
theuseof checksumsor by othermeans.
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2.2.1 Checksums

The manipulatedbinariesmight have the samelengthandtimestampasthe original pro-
gramsbut will differ in their checksums.Programslike tripwire or aide [Aide2004]
automatethetaskof generatingchecksumsfor systembinariesandimportantcon�guration
�les. Thesetoolsallow to checkthecurrentsystemagainstthesechecksumsata latertime,
in orderto uncover a compromise.

linux:/home/rks # aide -C
AIDE found differences between database and filesystem!!
Start timestamp: 2003-01-13 21:32:11
Summary:
Total number of files=17520,added files=16,removed files=0,changed files=43
[...]
changed:/bin
changed:/bin/ls
changed:/bin/netstat
changed:/bin/ps
changed:/bin/login
[...]

linux:/home/rks # rpm -Vva
[...]
S.5....T /bin/ls
S.5..... /bin/netstat
SM5..... /bin/ps
.M5....T /bin/login
[...]

Figure3: Aide is run andthe checksumsof several programshave changed.The packet
systemrpm canprovide the sameinformation. The '5' in its outputstandsfor a changed
MD5 checksum.

Thedrawbackof thismethodis thetime-consumingoverheadof maintainingsuchaset
of checksums.Accordingly, thisapproachis unfeasiblefor many administrators.Naturally,
thechecksumsandthebinariesneededfor thetestshouldbestoredof�ine to besafefrom
manipulation.A packetsystemlike rpm canprovidea limited alternative sinceit alsomain-
tainsasetof checksumsto managesoftwareupdates.Figure3 shows aide andrpm �nding
tracesof ausermoderootkit.

2.2.2 Specialrootkit detectors

Programslike chkrootkit [Chk2004] or Rootkit Hunter [Rkh2004] automatethe task
to look for signaturesof known rootkits. The signaturesoften consistof con�guration
directorieswith a �x ed pathor certainstringsappearingin the manipulatedversionof a
binary. If e.g. the directory /usr/src/.puta exists, it is very probablethat the rootkit
t0rnkit (version6.66)hasbeeninstalled.Thesignatureswill notmatchif avery recentor
aslightly modi�ed versionof arootkit is in use.Theproblemis known from othersignature
basedmethodsin intrusiondetectionsystemsandvirus scanners.To �ll this gap,thetools
also look for generaltracesleft by rootkits. Figure 4 shows the output of chkrootkit
detectinga rootkit.
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linux:/home/tools/chkrootkit-0.38 # ./chkrootkit
[...]
Checking `login'... INFECTED
Checking `ls'... not infected
Checking `lsof'... not infected
Checking `mail'... not infected
Checking `mingetty'... not infected
Checking `netstat'... not infected
Checking `named'... not found
Checking `passwd'... not infected
Checking `pidof'... not infected
Checking `pop2'... not found
Checking `pop3'... not found
Checking `ps'... INFECTED
[...]
Searching for t0rn's default files and dirs... Possible t0rn rootkit installed
[...]

Figure4: Chkrootkit is run andknown stringsfrom therootkit t0rnkit areidenti�ed in
theprogramslogin andps .

2.2.3 Manual search

Therearenumerouswaysof looking for rootkits manually. Two examplesareshown in
�gure 5. Thecontentof adirectorycanbelistedin many waysanddifferencesto theoutput
of ls shouldraisesuspicion. Looking at the systemcalls doneby ls , an open() of the
�le /usr/src/.puta/.1fi le attractsattention.The�le is known to bepartof therootkit
t0rnkit .

linux:/usr/src # ls -al
total 8
drwxr-xr-x 3 root root 4096 Jan 13 21:34 .
drwxr-xr-x 25 root root 4096 Jan 13 21:34 ..

linux:/usr/src # echo .*
. .. .puta

linux:/usr/src # tar -cf - . | tar -tvf - | grep "^d"
drwxr-xr-x root/root 0 2003-01-13 21:34:51 ./
drwxr-xr-x root/root 0 2003-01-13 20:19:24 ./.puta/

linux:/usr/src # strace /bin/ls / 2> /tmp/tracefile
linux:/usr/src # cat /tmp/tracefile | grep open
[...]
open("/usr/src/.puta/.1file", O_RDONLY) = 3

Figure5: Variousmeansareusedto displaythe�les in thecurrentdirectoryandit contains
morethanls displays.Strace is usedto show all systemcallsdoneby ls to open() �les.
Strangely, the�le /usr/src/.puta/.1fi le is accessed.
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3 Kernel Rootkits

Today, most rootkits found on compromisedsystemsare kernel-based.The �rst kernel
rootkitswereprobablywrittenfor Linux [Half1997], but thetechniqueswerequickly trans-
feredtootheroperatingsystemslikeSolaris[PlT1999] andmodernBSDsystems[PrT1999].
Maliciouscodeis transferedinto thekernele.g.asloadablekernelmodulesusingthemeth-
odsprovided by the operatingsystemto load driversat runtime(cf. 1.2.1). Oncein the
kernel, systemcalls aremanipulatedto hide the attacker. A kernel rootkit by de�nition
manipulatestheinnermostcoreof theoperatingsystemandcanthereforechangeany infor-
mationprocessedby the system.While this, in theory, allows a perfectsimulationof the
original system,beingin fact compromised,it is nearto impossibleto realisein practice
[Skou2003].

A classi�cation of kernel rootkits canbe implementedby assessingtheir methodsto
inject codeinto thekernelandby theway the�o w of executionis manipulatedwithin the
kernel. The following threeexamplespresentthe mostcommonmethodsfound in kernel
rootkits.

3.1 Adore BSD 0.34

The rootkit Adore waswritten for Linux andmodernBSD systemslike FreeBSD.It was
oneof the �rst kernel rootkits, but canstill be found on compromisedmachines.Adore
allows anattacker to hide�les, processesandnetwork connections.Con�guration is done
by a userspacetool calledava . Neithera mechanismto reloadtherootkit whenthesystem
is restarted,nor a backdoorarepart of the rootkit. An attacker hasto solve thesetasks
by himself, e.g. by installing a manipulatedSSHdaemonandhiding the processandits
network connectionsusingAdore .

3.1.1 Codeinjection

Therootkit is loadedinto thekernelasa moduleandtheregular interfaceprovidedby the
operatingsystemis used.A secondmoduleis usedto deleteAdore from thedatastructures
usedby the kernel to storemoduleinformation. This makes the rootkit invisible for the
regularsystemadministrationtools.To preventtheinjectionof codeby thismeans,module
supportcanbeswitchedoff on agivensystem.

3.1.2 Flow of execution

Therootkit manipulatesthesyscalltableto divert theexecutionof 15systemcallsto its own
code.This is themostwidely usedmethodof theattackersto changethe�o w of execution
in thekernel.A schematicview canbeseenin �gure 6.

3.2 SucKIT 1.3b

Therootkit SucKIT waspublishedandwell documentedin 2001[SD2001]. It runsunder
Linux andis widely used. The rootkit is very easyto useandalreadyincludesa reload-
mechanismfor systemrebootsandabackdoor. Thebackdoorisonly activatedafteracertain
packet wassendto thesystem.

Themechanismto reloadthe rootkit worksasfollows. A UNIX-lik e systemexecutes
/sbin/init at systemstart. SucKIT replacesthis �le with it' s own loader. The loader
injectsthe rootkit into thekernelandexecutestheoriginal init , which wasrenamed.To
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user mode

kernel mode

flow of execution

call open()

choose interrupt handler choose system call rootkit sys_open()

interrupt descriptor table (IDT) syscall table

Figure6: Thesyscalltableis manipulatedandtherootkit is called�rst whenany process
usesthesystemcall open() .

hidethismanipulation,therenamedoriginal is hiddenusingthemechanismsof therootkit.
Furthermore,any accessto the �le /sbin/init is redirectedto the renamedandhidden
original. Whenthesystemadministratorgeneratesa checksumof the�le, it will matchthe
onecalculatedbeforetherootkit wasinstalledasseenin �gure 7.

open( /sbin/init )

System starting / rootkit is loaded ...

System running / rootkit is active

open( /sbin/init ) /sbin/init         [rootkit] 
/sbin/init_XY  [renamed & hidden original]

/sbin/init         [rootkit]
/sbin/init_XY  [renamed & hidden original]

Figure7: The rootkit SucKIT replaces/sbin/init with its own loader. To hide this fact
therootkit divertseveryaccessto the�le /sbin/init to thehiddenandrenamedoriginal.

Theeaseof useof SucKIT includesnothaving to know theexactversionof theoperat-
ing system.A compiledbinaryof SucKIT canbe installedon systemsrunningany Linux
versionfrom the2.2or 2.4releasetrees.

3.2.1 Codeinjection

The rootkit transfersitself into the kernelby the useof /dev/kmem . The methodis more
complicatedthanusingkernelmodules,but cannot aseasilybeblocked. Thecodeof the
rootkit is injectedin severalstages:

� The addressesof thesyscalltableandof the function kmalloc() within the kernel
arefoundby searchingkernelmemoryfor certainpatterns.

� Thefunctionkmalloc() is internalto thekernelandneededto reservespacein kernel
memory. Theaddressof kmalloc() is put into anunusedentryof thesyscalltable.
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� kmalloc() is executedasasystemcall andmemoryin thekernelis allocated.

� Therootkit is written to thefreshlyreservedspacein thekernel.

� Theaddressof therootkit is put into theunusedentryof thesyscalltable,overwriting
theaddressof kmalloc() .

� Therootkit is calledasasystemcall and�nally runningin kernelmode.

3.2.2 Flow of execution

The rootkit SucKIT manipulatesthe syscalltableanddiverts the executionof 24 system
calls to its own code. In contrastto the methodusedby Adore , the syscalltable is �rst
copiedand then the copy is modi�ed. This way the original staysuntouchedand tools
designedto checktheconsistency of critical kernelresourceswill �nd no traceslooking at
thesyscalltablealone. The interrupthandlerusedfor systemcalls is thenmanipulatedto
usethemaliciouscopy of thesyscalltable.Themanipulationis shown in �gure 8.

user mode

kernel mode

flow of execution

call open()

choose interrupt handler choose system call rootkit sys_open()

syscall table (original)syscall table (copy)interrupt descriptor table (IDT)

Figure8: Therootkit SucKIT �rst copiesthesyscalltableandthenonly modi�es thecopied
version. The interrupthandlerfor systemcalls is changedto usethemanipulatedcopy of
thesyscalltable.

3.3 Adore-NG 1.41

Therootkit Adore-NG is a recodeof theoriginal Adore andwill serve asthethird example
in version1.41for Linux. Therootkit usesmoresophisticatedtechniquesthanAdore , but
is not yet in widespreaduse.Therootkit providesneitherbackdoornor reload-mechanism
by itself. Theattacker hasto solve thesetaskshimselfasis thecasewith Adore . In addition
to the usual features,Adore-NG automatically�lters log messagesgeneratedby hidden
processes.Thisgreatlyimprovestheeaseof use,sincetheattackerwill notgivehispresence
awayaseasilyby little mistakes.Child processesarehiddenautomaticallyif theparentwas
hidden.Thehidingof �les andprocesseshasalsobeenimproved.
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3.3.1 Codeinjection

The rootkit is loadedinto the kernelasa moduleusingthe interfaceprovided by the op-
eratingsystem.The injectioncanbepreventedby turningoff modulesupport.Adore-NG
comeswith tools for the infectionof existing kernelmodules[tr2003] andpotentiallythe
kernelitself [Jbtz2002] like a virus. Sinceaninfectedregularkernelmoduleis recognised
aslegitimate,theattacker doesnotneedto hideit.

3.3.2 Flow of execution

The virtual �lesystem layer (VFS) is a layer of abstraction,residingbetweenthe system
call interfaceandtheactualimplementationof different�lesystems.Adore-NG redirectsthe
�o w of executionin the VFS anddoesnot manipulatecentralresourceslike the interrupt
descriptortableor thesyscalltable.Sinceon a UNIX-lik e systempracticallyeverythingis
handledasa�le, Adore-NG candoanythingatraditionalkernelrootkit candoby controlling
theVFS.Detectionof therootkit becomesmoredif�cult, sincemonitoringa singlecritical
resourceis notenough.

4 Countermeasures

Countermeasuresshouldform a closedchainfrom preventionanddetectionto reaction. In
thefollowing someaspectsof preventionanddetectionwill bepresentedwhich have to be
thebasisof any appropriatereaction.The latter is an extensive topic by itself which goes
beyondthescopeof thisarticle.

4.1 Prevention

Many guidelineson bestpractiseconcerningthe protectionof systemsconnectedto the
internetexist. In thefollowing two methodswill brie�y bedescribed,whichspeci�cally try
to preventtheinjectionof codeinto thekernel.

4.1.1 Deactivation of loadablemodules

Many rootkitswill simply fail to operate,if thedynamicloadingof driversvia themodule
interface is deactivated. But, sinceno drivers can be loadedinto the kernel at runtime
anymore,administrative overheadis createdat thesametime. Its amountdependson the
systemin question. On server systemswhich seldomlyget new hardware this might be
feasible,but a workstationwith multimediahardwaremight becomeunmanageable.Some
rootkitscanstill beloadedvia /dev/kmem .

4.1.2 Protecting /dev/kmem

Sincetherearemany waysto accessthedevice �le /dev/kmem , theonly effective protec-
tion canbeprovidedby mandatoryaccesscontrols. Thesecanbeusedto limit theaccess
evenfor theuserroot . OnLinux mandatoryaccesscontrolscanbeaddedby specialkernel
patchesandarealreadyincludedin someDistributionslike TrustedDebian(akaAdaman-
tix) andSE Linux. On somesystemslike TrustedSolarisor somemodernBSD systems,
mandatoryaccesscontrolsarealreadyincluded.Veryfew programsdependonwrite access
to /dev/kmem . Dependingon thehardwarecon�guration theX-server XFree86 might be
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oneof them.Deactivationof modulesupportcombinedwith mandatoryaccesscontrolsfor
/dev/kmem will effectively keepmostrootkitsoutsidethekernel.

4.1.3 Anti-r ootkit modules

Several kernelmoduleshave beendevelopedwith the only purposeof stoppinga kernel
rootkit from loading.Todothis,systemcallsaremanipulatedin thesamemannerasrootkits
do. In addition,integrity checkersmight beincluded,which testif theanti-rootkitmodule
is still workingor if it hasbeensabotagedby akernelrootkit. An examplesof thisapproach
is the Linux kernelmoduleStMichael . Somerootkits have speci�cally beenadaptedto
dealwith StMichael , though.

4.2 Detection

Minor malfunctionsoftenraisesuspicionandtheadministratormight wantto checkfor an
installedrootkit. Sincenothingde�nite is known yet, takinga crucial server of�ine is not
an option at this point. Furthermore,thereis usuallya strict timelimit. Theseconstraints
limit thepossibilitiesof the investigatorseverely. Themainmethodsusedto detectkernel
rootkitsarebrie�y introducedin thefollowing.

4.2.1 Checksumsand specialrootkit detectors

Programsto generateandverify checksumshave beenintroducedfor usermoderootkits
in section2.2.1,but arestill usefulwith respectto kernel rootkits even thoughthesecan
redirectaccessto any �le. Many attackersarestartlinglyinaptandevenif therootkit is used
properly, it will never createa perfectsimulationof the uncompromisedsystem.Rootkit
detectors,asmentionedin section2.2.2,canbeusedto searchfor tracesof kernelrootkits.
Though,they will rely stronglyon signaturesfor known rootkits.

4.2.2 Critical kernel structures

Saving critical kernel structuresand comparingof�ine copieswith currentversionswill
detectmany kernel rootkits. A tool for Linux to do this is KSTAT [Fusy2002]. Sample
outputis seenin �gure 9.

[... before installation of the rootkit ...]

linux:/home/tools/KSTAT24/2.4.16 # ./kstat -s 0
No System Call Address Modified

[... after installation of the rootkit ...]

linux:/home/tools/KSTAT24/2.4.16 # ./kstat -s 0
sys_fork 0xf880c7a0 WARNING! should be at 0xc01058fc
sys_write 0xf880ca30 WARNING! should be at 0xc013193c
(...)
sys_ni_syscall 0xf880c5b0 WARNING! should be at 0xc013ec5c
linux:/home/tools/KSTAT24/2.4.16 # ./kstat -s 1
Restoring system calls addresses...

Figure9: Thesyscalltablehasbeenrecordedbeforehand.ThenKSTATis usedto checkfor
changesin thesyscalltableoncebeforeandonceaftertheinstallationof a rootkit.
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Unfortunatelytherearemany resources,which needto be monitored. A rootkit may
stayunnoticedassoonasit manipulatesa differentresourceor no centralstructuresat all
(cf. 3.2).

4.2.3 Runtime measurementsof systemcalls

Many rootkitsemploy complex algorithmsto hidethepresenceof theattacker. Therefore,
thenumberof instructionsexecutedin a givensystemcall might differ widely betweenthe
originalsystemandacompromisedsystemonwhicharootkit hasbeeninstalled.Counting
thenumberof instructionsusedto executea certainsystemcall is a very generalapproach
to rootkit-detection[Rutk2002]. The outputof sucha testdonewith the referenceimple-
mentationby JanRutkowski canbeseenin �gure 10. At thebest,measurementshave been
donebeforehandon theoriginal system.Though,oftengenericvaluesfor differentkernel
versionsaresuf�cient to identify a rootkit, sincetheoverheadcreatedby somerootkits is
largeenough.

linux:/home/tools/rktest # ./patchfinder -c referenz_2.4.16
* FIFO scheduling policy has been set.
* each test will take 1000 iteration
* testing... done.
* dropping realtime schedulng policy.

test name | current | clear | diff | status
------------------------------------------------------
open_file | 7110| 1442| 5668| ALERT!
stat_file | 7050| 1255| 5795| ALERT!
read_file | 608| 608| 0| ok
open_kmem | 7124| 1510| 5614| ALERT!
readdir_root | 6497| 2750| 3747| ALERT!
readdir_proc | 14422| 2401| 12021| ALERT!
read_proc_net_tcp | 11750| 11750| 0| ok
lseek_kmem | 220| 220| 0| ok
read_kmem | 327| 327| 0| ok

Figure 10: The numberof executedinstructionsfor certainsystemcalls hasbeenmea-
suredbeforehand(column'clear') andis now comparedto currentvalues.Thevaluesdiffer
widely for somesystemcallswhich raisesanalert.

4.2.4 Forensicanalysis

A forensicanalysiswill theoreticallyby ableto detectanything thatwaswritten to diskand
memorydumpscanalsobe investigated.Suchan analysisdoesnot qualify asan ad hoc
countermeasuresinceit is very time-consumingandthe systemhasto be taken of�ine at
leastshortly. If checksumsexist, theanalysismight bedonefasterandtheinvestigatorcan
muchmoreeasilydiscover thecourseof events.

4.2.5 Controlling the network

The compromisedsystemwill mostly be usedto do things, which generatenew traf�c.
Passive monitoringof thenetwork might reveal this unusualtraf�c. Active scansfor open
portscanbe usedto detectsomebackdoors.Intrusiondetectionsystems(IDS) might be
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ableto detectthe rootkit in transitor activity generatedby it. Intrusiondetectionsystems
areahugeresearch�eld by theirown right andwill notbediscussedherein furtherdetail.

4.2.6 Manual search

Thereis no perfectrootkit andtheattackersthemselvestendto make mistakes. A manual
searchfor tracesin log�les andin the �lesystem might alwaysgenerateusefulevidence.
E.g. the rootkit SucKIT usesadvancedtechniquesto hide itself, but is trivial to reveal as
soonas/sbin/init is checkedfor theexistenceof therootkit loaderasseenin �gure 11.
The�le /sbin/init is simply renamedusingthecommandmv which usesthesystemcall
rename() . The systemcall rename() is not oneof the 24 systemcalls manipulatedby
SucKIT andis hencenotredirectedto thehiddenandrenamedoriginal �le. Anotherhelpful
methodof rootkit discovery is a careful searchin the /proc directory, which will often
exposehiddenprocesses.

linux:/sbin # ls -al init*
-rwxr-xr-x 1 root root 392124 Jan 6 2003 init
linux:/sbin # mv init init.bak
linux:/sbin # ls -al init*
-rwxr-xr-x 1 root root 28984 Jan 6 2003 init.bak
linux:/sbin # ./init.bak
/dev/null
Detected version: 1.3b
use:
./init.bak <uivfp> [args]
u - uninstall
i - make pid invisible
v - make pid visible
f [0/1] - toggle file hiding
p [0/1] - toggle pid hiding
linux:/sbin #

Figure 11: The investigator is speci�cally checking for the rootkit SucKIT : The �le
/sbin/init is listed, renamedand listed again. By renaming,the �lesize haschanged.
Executingthebinaryrevealsit to betheusermodefrontendof therootkit.

5 Applying the countermeasures

Theabove methodsfor preventionanddetectionof kernelrootkitsareappliedto theexam-
ple rootkits introducedin section3. In orderto usea singletestplatform(Linux 2.4.16on
Intel 32 bit) theLinux versionof Adorewasusedinsteadof AdoreBSD, which provides
thesamefeatures.

For athoroughevaluationof thepreventionmethodspresentedin section4.1,localcon-
�guration andpolicieshave to betakeninto account.Sincethis is beyondthescopeof this
paper, table2 lists thetheoreticalimpactof mandatoryaccesscontrolsandthedeactivation
of modulesupportto give a basicoverview. An entryof 'ok' impliesproperusageof the
method,which is by no meanstrivial in thecaseof mandatoryaccesscontrols.

Table4 listshow successfulthedifferentdetectiontoolsarewith referenceto theexam-
ple rootkits. Thetestwaslimited to themethodswhich canbeappliedat runtime. Check-
sumshave beencreatedfrom crucial �les anddirectoriesof thesystembeforehand.After
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Measure Adore0.34 SucKIT1.3b Adore-NG1.41

Deactivatemodule
support

ok notenough ok

Mandatoryaccess
controllists

ok ok ok

Table2: Theidealimpactof preventionmethodsontheexamplerootkits. It is assumedthat
themethodsareappliedproperlyandcorrespondingusagepoliciesexist andareobserved.

the rootkit was installed,a directorywascreatedandhiddenin oneof the crucial direc-
tories. Rootkitswhich do not provide a backdoorthemselves have beenprovided with a
manipulatedSSHdaemon,whichwasthenhiddenusingthemechanismsof therootkit.

Measure Adore0.34 SucKIT1.3b Adore-NG1.41

Checksumstestedwith
aide 0.7

ok ok
(/sbin/init )

ok

Critical structureswith
kstat 2.4

ok notdetected notdetected

Rootkitdetector
chkrootkit 0.43

ok
(hiddenprocess)

ok
(/sbin/init )

ok

Runtimemeasurement
with patchfinder

ok moduledid not
load

systemcrashed

Manualsearchin /proc ok ok notdetected

Table4: Applying theruntimedetectionmethodsto theexamplerootkits.

Table4 is brie�y discussedby thecolumn. Therootkit Adore canbefoundusingany
detectionmethodproposed.Chkrootkit only �nds SucKIT whenaprocessis hidden.The
rootkit is found by aide becausethe inode numberof /sbin/init changesneedlessly.
This might easilybe changedby theauthorof the rootkit. KSTATdoesnot detectSucKIT
becauseit only checkstheoriginalsyscalltableeventhoughit is notusedanymore(cf.3.2).
Chkrootkit detectsthe rootkit. Again, becausethe rootkit loaderin /sbin/init is easy
to �nd. Thekernelmoduleneededfor theruntimemeasurementcouldnot beloadedwhile
SucKIT is active. Thismightraisesuspicionandleadto thedetectionof therootkit. A man-
ual searchfor hiddenprocessesin /proc revealsthehiddenprocess.Therootkit Adore-NG
is alsofoundby checksums.Sincenocentralresourcesaremodi�ed, KSTATdoesnotdetect
therootkit. Chkrootkit detectstherootkit for thesamereasonthechecksumsaresuccess-
ful: �les arehiddeninsidea crucialdirectory. Thesystemcrashesevery time themodule
for runtimemeasurementis loadedwhile Adore-NG is active. As above, this might raise
suspicion.A manualsearchin /proc doesnot revealthehiddenprocessesof Adore-NG .

Thetool KSTATis alsoableto producea processlist from theinternalkernelstructures
andto comparethis list with the outputof ps . Hiddenprocessesof all rootkitsdiscussed
above canbedetectedthatway.
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6 Summary and futur edir ections

Thedevelopmentof rootkitshasbeenpresentedwith a focuson kernelrootkits. Example
rootkits have beenclassi�ed accordingto codeinjection and how the �o w of execution
is divertedwithin the kernel. The ef�ciency of differentcountermeasureshasbeentested
discussedwith referenceto theseexamples.

Theassessmentof thepreventionmethod's impactshown in table2 looksencouraging.
However, mandatoryaccesscontrolsarenot only themostsuccessfulpreventive measure,
but alsocreatea largeadministrative overheadandaredif�cult to con�gure correctly. Even
if appliedproperly, a vulnerabilityin thekernelitself canstill beusedto circumvent them.
An administrative error, e.g. not reactivatingaccesscontrolsafterpatching,might provide
ampleopportunitiesfor theattacker. This shows thatmandatoryaccesscontrolsareanef-
fective, thoughnot ultimate,protectionagainstrootkits. In section5 the task of rootkit
detectionwasaidedby checksumstheadministratorhascreatedbeforehand.In casecheck-
sumsarenotavailableAdore-NG is veryhardto �nd. Generally, if no processesor �les are
hidden,theinvestigatorhasto �nd therootkit itself in thekernel.For rootkitswhichdo not
rely on obviouscentralresourceslike thesyscalltableor theinterruptdescriptortable(e.g.
Adore-NG ) this is verydif�cult.

With the notableexceptionof runtimeanalysisthe methodsof detectiondiscussedin
section4 arenot universalenoughto copewith thenew mechanismsemployedby current
rootkits.Any rootkit canbedetectedin theory, if enougheffort is dedicatedto thetask.Yet,
investigatorsareusuallyboundby constraintslike thetime availableto spenton thesearch
andtheneedto keepthesystemonline.Hence,moregeneraldetectionmethodsareneeded
whichcaneasilybeappliedatruntime.Onepossibilityis aconsistency checkof thekernel,
basedon abstractdescriptionsinsteadof comparingsavedcopiesof somekernelstructures
with thecurrentversions.Theauthorsof Adore-NG follow suchanapproach:theexecution
�o w of thekernelis examinedat runtimeto hide therootkit in theVFS layer [Teso2003].
Ontheonehandthisexempli�es thatcurrentrootkitsaremoreadvancedthanthetoolsused
to detectthem. But on theotherhandthis alsoshows directionsto betaken towardsmore
generictoolsfor theinvestigator. I.e. theanalysisof theexecution�o w couldalsobeused
to de�ne consistency checksof the runningkernelat an abstractlevel. While still topic
for futureresearch,suchtoolsandmethodsshouldcombinegenericrootkit detectionwith
applicabilityfor asystemadministrator.
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