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Abstract: Every day, CSIRTs regpond to vulnerablity reports, judging which are
importart enough to publish. For the thousands of reports received eachyear,
CSIRTs must aralyze the vulnerahlity to determine the software systems it
affects, the acions an attacker must take to successfully exploit it, and the
reaulting impact After amalysis, CSIRTs too often formulate their regponse using
an ad-hoc, informal decision-making proces based solely on individual ard
organizatonal experience. Vulnerallity Regponse Decision Assistance (VRDA)
is dedgned to compile analysis efforts between organizaions and to help
raionally structure decisions. VRDA first allows organizaions to tap into
structured vulnerahlity information previously aralyzed elsewhere It then
emdoys matematcal models to filter out irrelevart vulnerahlities and
recanmerds products or acions to regpond to the vulnerahlity. VRDA consists
of a data exchange format, a decision making model, a decision model creation
technique, ard atool embodying thes concepts. VRDA enabesorganizations to
sperd less time aralyzing immaterial vulnerahlities to make decisions more
consistertly, and to structure decisions to better align with goals.

Overview

Each year, CSIRTs mug process alarge volume of vulnerability information. CERT/CC*
recorded 8,064 vulnerabilities[CERT 06] and CVE recorded 6,604 vulnerabilities[NVD
06] in 2006 CSIRTs andyze each oneto determine which software systems are affected,
thedegree of difficulty for an attacker to successfully exploit thevulnerability, andits
impact. Once this andysisis complete, the CSIRT mug determinewhether or notthe
vulnerability warrants further action, whether tha means produang an advisory, doing
further andysis, or responding to thevulnerability in some other way. This expengve
andysisisreplicated at multiple CSIRTs aroundthe world, resulting in consderable
duplication of effort.

In additionto this redundant effort, many organizationsmake decisionsabout
vulnerabilitiesin an ad hocmanne, usudly meaning tha resident experts use thar
experience to guidethar decison-making. Theexperts may be able to explain thegenera
guiddines they follow, butexperts at the same organization can and often do disagree

! CERT and CERT Coordination Center are registered in the U.S. Patent and Trademark Office by
Carnegie Mellon University.
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aboutwha actionsa vulnerability warrants. Moreover, thedecisonsof individuds at a
CSIRT may notrepresent the policies of the CSIRT or the conaernsof its condituency.

We propos the VRDA system to reduce duplication of effort, improve efficiency, and
provide structure to decision-making. This system indudes an interchangemodd, a
modd for computer-assisted decision-making, and atool embodying those concepts. The
system isdesigned so that a CSIRT need only employ the system features that meet ther
needs

Tasks

Tasks, in this system, are defined as actionsaVRDA user paformsin respon® to a
vulnerability report. Tasks are amajor component of VRDA output DVRDA hdpsauser
decide which tasks make up an appropriate resporse. Examples of tasksindude
publishing an advisory, notifying select groups or initiating a patching process. One
important task isto intentionally take no action, so as to ignote vulnerability reports tha
do not affect a CSIRT@ condituency or are otherwise not severe enoughto warrant
further effort.

Facts

Facts, as defined here, are propeties of vulnerabilities. A vulnerability report is
represented in VRDA by a set of facts. VRDA proposes a set of core facts, however, any
propetty of avulnerability tha informs theresponse decision can (and should) be
recorded. Examples of core VRDA factsindudeimpact, access and authentication
requirements, exploit activity, and patch availability.

Lightweight affected produd tags (LAPTS) areidentifiers for produdstha are affected
by vulnerabilities. LAPTs consst of LAPT names and sets of produd-related facts.
LAPT names are shared amongall VRDA users, but LAPT facts are specific to
individud users. A LAPT nameistypicaly avendor, produd, or technology (e.g.
Microsoft-Windows, Apple-QuickTime, or ICMP). Two examples of LAPT facts arethe
popuktion and importance of affected systems. VRDA users providevaluesfor LAPT
facts, since userstypically know ther inventories and asset values better than CSIRTS. In
practice, a CSIRT labds a vulnerability report with an LAPT andaVRDA user provides
thevalues for popuation and importance assodated with the LAPT name.

Default Fact Sets (DFS) are sets of facts with preset values. Similar vulnerabilities or
classes of vulnerabilities have similar propeties, and this should bereflected by VRDA
fact values. DFS provides away to definewhich facts and values are common to certain
types of classes of vulnerabilities. Like LAPTSs, DFS condst of a DFS name and oneor
more fact values. Unlike LAPTs, DFSfacts are nat tied to produd identity and are not
necessarily provided by the VRDA user. An andyst can use a DFS to quickly and
accurately record facts that are generally applicable to a class of vulnerability reports.
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DFS facts are notfixed, they are set when the DFSis applied and can be modified by an
andyst as needed. The name of a DFSisalso recorded as afact. An example DFSis
cross-site scripting (XSS. For an XSSvulnerability report, a DFS applies the default
values for attacker access and impact facts, and then labds thereport with the DFS name,
XSS An andyst can modify facts set by the DFS as necessary.

Data Exchange

Rather than attempting to enumerate all possible structured vulnerability information one
may want to represent, thedaa exchangeformat is generic and flexible, allowing each
organization to decidewhat daait wishes to publish and conume. Althoughthereisa
core set of facts, it may be extended or omitted to better serve the needsof organizations

Theformat is based on VULDEF [VULDEF]. However, VRDA differsfrom VULDEF in
tha fieldsrequired by VULDEF that are not centra to the exchangeof structured
information are optiond fieldsin VRDA. Theformat congsts of alabd for the
vulneability, atitle, alist of affected software, and a set of facts with values.

The process modd we describe starts with oneorganization publishing structured
vulnerability information usng the VUL DEF format. Other organizationscan then use
tha information, combining it with ther own andyses to produe an enhanced set of
facts uponwhich they will base thar decisions After ther additionsand refinements, the
organization can then share the structured information further.

For example, a CSIRT at alarge company might download information published that
day by the CERT/CC. It can then cross-reference thelist of affected software with its

inventory information to determinewhich internd systems are affected. Based on tha
evaludion, it can determinewhich busness units need to be notfied. It republishesto
tho=e units, which may then, in turn, employ a similar process to make decisions

Model for Decision Making

Thedecision making modd is based on decision trees. (An example of adecisiontreeis
shown in Figure 1.) Theevauaion of adecison tree beginsat theroot At each node
alongthe evaluaion pah, the pah follows the GhildOcorresponding to the value of the
attribute assoaated with that node In the example decision tree, if the popuktionis high,
then you follow theleft child, at which point the difficulty of exploit is consdered. If the
difficulty of exploit islow, then the decision tree points to Gnugt.O

We used decision trees because recommended behaviors are clearly ind cated and can be
easily modified. Althoughwe expect thedecision trees to be computed based on recorded
decisionsfor past vulnerabilities, these computed trees might need to berefined.
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Figure 1 - Sample Decision Tree for VRDA

For example, an organization may not, as a matter of policy, need to independently verify
reports from a certain source. Or, it may aways respondin the same way to other types
of reports. In adecision tree, modifying thetree to represent these policies can bedone
clearly and smply. Alternative decison modds, such as neura nes or regression, might
be beter able to capture theintricacies of the decision making process, but these modds
lack any ability to convey what pdicy they implement other than by example. They also
do not provide the ability to smply thandtuneOthe modd.

We expect theresulting decisionsto beimperfect. However, we compensate for tha by
giving gradients of decisions rather than Boolean values. In particular, we use four
levels: mug, should, might, and won®. Thegod isthat theresulting decision level should
not differ more than onefromthe GorrectOvalue Since, in our expeience, experts often
disagree more widdy than tha anyway, this accuracy may be ambitious In any case, the
decisonsserve as aguiddine, rather than arule, for vulnerability handlers. Thisallows
for automated prioritization, induding deciding to ignore vulnerabilities whose
evauaioniswon®for all decisions This reduces theload on handlers within a CSIRT.

Future Direction

The CERT/CC employsa basic form of this system. Using this decision modd, dighty
more than hdf of the vulnerabilities recorded by our public monitoring team are not
assigned to avulnerability andyst. Thisreduaes theworkload, both perceived and actud,
of thevulnerability andysts, improves morale, and makes them more efficient. Of the
thousndsof vulnerabilities discarded thusfar, less than five vulnerabilities were later
foundto warrant assignment. Each of these errors resulted from a public monitor not
beng aware of the prevalence of the software product.
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That is, the decision-making was wrong because the inputwas wrong To reduce such
errors, the CERT/CC is developing an independent QJbiquityOsystem to better estimate
popuktionsof software produds.

JPCERT/CC? developed atod called KENGINEOtha implements the concepts
described here. KENGINE manages vulneability handling decison modds, indudes
andysis parameters, values, decisonrules, LAPTSs, and vulnerability handling workflow.
KENGINE hdpsJPCERT/CC vulneability andysts make more congstent and effective
vulnerability respons decisons KENGINE indudes the ability to import data from
externd sources, record facts, cross-reference inventory information with lists of systems
affected, decision making, decision recording, an interface to thetask tracking workflow
system, and modd development. KENGINE can aso produce statistical reports, such as
vulnerability handling progress, handling workload, decision trends, decision review, and
deviationsbetween actud actionsand VRDA suggestions JPCERT/CC plansto release
KENGINE to thepuMic.
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