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Caveat

Theopinions expressed in this presentation are
those of the authors (or at least the one talking)
and do not reflect the opinions of o@mployers.

Any resemblance to real persons living, dead or undead is purely coincidental.
No animals were harmed in the making of this presentation or program.
Any resemblance to any place in cyberspace is entirely coincidental.
No other warranty expressed or implied.
Contents may settle during shipment.
Void where prohibited by law.
Some assembly required.

Batteries not included.

Use only as directed.




Agenda

A Brief Explanation: What is RAPIER

A Establishing a RAPIER results repository
A Coffee Break

A RAPIER Module Writing 101

A Module Analysis Deep Dive

A Feature Requests / Feedback




IR 101

To avoid redundancy and for the sake of
time we are avoiding explaining things:
I Order of Volatility
i 5STAYAUGAZ2Y A 2F aF2NB\

Hopetully you all had the opportunlty to
FGU0SYR t I NQa YR w d.
Monday; they did a great job covering this
content. Yes they stole my thundér




WHAT IS RAPIER




RAPIEF

A Modular

A Stand Alone
A Client / Serve
A Automated
A Configurable
A Expandable
A CLI

A FREE

3 RAPIER
Help

B SA-M ity Analyzer 2.1 Beta 2
Met-Runs varous net exe commands
Metwark-Captures hosts fle and wns nbestat, netstat, fport and promagry netwaork query tools
Regstry-Dumps all local registy hives
ScreerShot-Captures & bt
SecCheck-Runs SecCheck, exe
] : a st of all zervices

File

Description of |BugCheck
RAFIER Run:

&l memony dump
e exe's of the running processes
Eh‘l‘u}fﬂbﬁ‘F“H Finds files that are potentially executable [excluding known executable extensions)
HidderFiles-Finds hidden files on the spstemn dive

Select Fast Scan I
Run RAPIER [T Remate
Select Slow Scan I
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Why would | need it?

A The worst time to learn how to acquire
Information from a system @uring the
Incident.

A Expertise does not scale (to most enterprise
environments)

A Not everyone knows how to acquire the
requested information

A Not everyone acquires it in the same fashion

A Common (1) responses may trample valuable
Information

I Run Scanners, Patch System, Update Apps
i




RAPIER Output

Volatile Information

complete list of running processes
locations of those processes on disk
ports those processes are using
Checksums for all running processes

Dump memory for all running
processes

All DLLS currently loaded and their
checksum

Capture last Modify/Access/Create
times for designated areas

All files that are currently open
Net (start/share/user/file/session)
Output fromnbtstat and netstat

Document all open shares/exports on
system

Capture current routing tables
list of all network connections
Layer3 traffic samples
capture logged in users

To o To To  PoTo Do Do To Do Io Do Do Do I

Static Information
System Name

Basic system info (peripherals, BIOS,
drivers, etc)

System Startup Commands

MAC address

List of installed services

Local account and policy information
Current patches installed on system
Current AV versions

Files with alternate data streams
Discover files marked as hidden

List of all installed software on system
(known to registry)

Capture system logs
Capture of AV logs

Copies of application caches (temporary
internet files)c IE, FF, Opera

Export entire registry

Search/retrieve files based on search
criteria.

To Po T To To Do Do Bo Bo Do To To To Io Do Do

woa. Conference = =

/\M=

A b

;q FIRST

'VANCOUVER British Columbia
Canada June 22-272008



GC2NByanro
Topic has come up.
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Some say HELL NO!
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option exists.
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RAPIER Workflow

Step 2:
Run
. RAPIER
-

u

Q&\%,
S~ Step 3:
Suspect Machine Results
Upload

Step 1: A
Download
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Considerations

A Audience has fundamental understanding of
system administration and web server setup Is
| & & dzY SR X

A Non-denominational OS Disclaimer

I The following configuration focuses on a Windows
server running WAMP

I Doesnot have to be Windows/\WAMP!
I Web serveis necessary (WAMP, LAMP, I1S)
I Web written in PHP, can be done in .NET

A Web Server with at least 20GB




Storage

A RAPIER results size depends on modules run
I Average Fast Scan dump ~ 15MB
I Add File capturéd/NebCache- 1GB
I Physical Memory Dumgsize of memory ~1 GB+
I Recommend at least 20 GB for typical usage
I Need to size according to site use

A Website
I Small size ~300 MB
I RAPIER executables, web support files




AcCcessS

A RAPIER_Analysisoup access to
RAPIER Resudsectory

A RAPIER_Deayoup access for module
configsand updates




Notifications

A Client and Server utilize blat to send email

A RAPIER Results Notification
I Sent from Client, configured RAPIER.conf
I Notification that Results file was uploaded

A Upload Notification
I Sent from Server, configured in index.php

I Notification that Malware sample was
uploaded

by

ANNY




Firewall

A Web server
I Port 80¢ RAPIER Zip download

I Defined port (8010 RAPIER to server communications
(Results file upload)

A Separate port configured to provide functionality during port 80
malware outbreak

A Results
I File shareport 445
I SFTPport 22

A Notifications
I SMTPport 25

A RDP
I Port 3389




Web Functionality

A RAPIER Zip File
I Provides download of Zip file

A RAPIER User guides
I Provides download of User guides

A RAPIER Results Uploads
I Provides upload support tBAPIER_Results

A Sample Uploads

I Provides upload support for Malware found
during RAPIER analysis

annuaL LONTErENCe i




Web Site

RAPIER - Microsoft Internet Explorer
File Edit WVew Favorites Tools Help

Qo - © HEAG O oo @ 2% 5 -[JE B

Address |@ http: ffrapier / v| Go Links *

RAPIER
Rapid Assessment & Potential Incident Examination Report

RAPIER For Windows RAPIER For Unix
Download EAPIER 3.1 Engine Onlv (1.3 MB) Download RAPIEER for UNIX 3.1 (7.9 MB)

Download RAPTER 3.1 Engine + all current mo% es (22 MB) RAPTER for UNIX 3.1 User's Guide in MS PowerPoint Format
RAPIER 3.1 User Training in Microsoft PowerP Format

Download NET Framework 1.1 SP1 Installer for all platforms (39.6 MB)
Feeling daring? Trv RAPIER. 3.2 Alpha 3 Engine + all current modules (18 MB)

Please report Bugs, Issues and Enhancements using rapier-dev(@

If vou need to upload non-RAPIER malware samples, please use the following:

Fﬂe:l |[ Browse._. |

@ http: /frapier releases /RAPIER._3.1_Full.zip &) Trusted sites
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Web Site Directory Structure

= ) releases
= [ RAPIER 3.1
) conf
= [ Moddles
) Fast
) Slow
) Spedial
) tools
) RAPIER 3.2
) LN

) Resuls

Marme =

Size | Tvpe

CIreleases
e Results

Ehlat.exe

blak.log

@ checksum.php
CurrentersionSHAL Ext

E3 DoathietF_Instalzip
GenerateFuIIEIF'.n:md
@GenerateFullzIF‘.vbs

3 index.php

RAPIER 3.1 User Training. ppt
FAPIER. 3.2 Server Sefup.bxt
FAPIER. 3.2 User Training. ppt
RAPIER For UMIX 3.1 Users Guide.ppt
| RAPIER. jpg

Eshalsum.exe

£ test.hbml

@ wersion.php

475 KB
94 KB
11 KB

2 KB

1 KB
40,512 KB
1 KB

16 kB
13KB

691 KB

4 KB
721KB

513 KB
14 KB
74 KB

1 KB
Z KB

File: Foldzr

File: Folder
Application
Application

Text Document
PHF File

Texst Document
WinZip File
Windows Cammand ..
WEScript Script File
PHP File

PPT File

Text Document
PPT File

PPT File

JPEG Image
Application

HTML Dacument
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Web Server Setup

A Install Web Server

A Install RAPIER Web Site

A Create/Share Results directory
A Configure Web Server

A Configure RAPIER

A Scheduled Tasks

A Testing




Web Server/Site Install

A Install WAMP/LAMP/IIS
I WAMPS Server 1.7.x or newer
I MySQLs disabled!
A Install RAPIER Web site files
I Web page, releases, user guides




Results Directory

A Create results directory
b i DAwampwww\RAPIER results
‘ A Configure acce$sharing for
RAPIER _Analysts
I Windows File Sharing
I Secure FTP

I Secure Web hosting /directory browsing
enabled




Configurenttpd.conf

A Listening Ports
I "Listen" line includes port 80 and port 8010

A Add results directory paths below web root
I Alias /results "D:/wamp/www/results"
I <Directory "D:/wamp/www/results">

A Change Web Root defaults
I Allow/Deny for the web root to "Allow from all"
i wSY20S bLYRSESadq«

A DAV Support

I Uncomment the following two modules:
A LoadModuledav_modulemodules/mod_dav.so
A LoadModuledav_fs modulenodules/mod_dav_fs.so




Configure index.phr

A Target Path
I S$target_path="d:\\wamp\\www\\ Results";

A SMTP Server
I $StrSMTPServetmy.smtp.servet,

A Upload Notifications
I $StrEmailAddressFroriMalware.Samples@myatyg
I $StrEmailAddressFIRAPIER.Results.Notifications@myprg
$StrEmailAddressCGC;
$StrEmailAddressBEC;
$StrSubject"Malware Sample Upload Notification”;

:
;
j

A Embedded Notification Information
j
:

$StrSampleLocatioi\\\\RAPIERSernyeRAPIER_Resuk,
$StrHelpContact™;




ConfigureRAPIER.conf

A Configuration oRAPIER.cowh server copy
I Zip file created for distribution

A URLs
I Define Base URL
A RAPIERBaseUfiitp:// RAPIERUE010
I Define Results URL
A UploadURE<RAPIERBaseURResults/

A SMTP Server

I Define SMTP server
A SMTPServemy.smtp.server
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A Results Notifications

I Required values
A EmailFrormRAPIER.Results@org

A EmailTeRAPIER.Results.Notification@org
I EmailTaneeds to be a valid address

T OAptionaI values
EmailCE
A EmailBCE

A Embedded Results Information

I Where results were loaded

A SampleLocatiod\RAPIERSern\&®APIER_Results
I Who to contact for help

A HelpContact




Configureproxy.conf

A Modules that require a connection to the
network

A AutoProxyURthttp://autoproxy:nnnn
A ProxyServemproxynnn




Scheduled Task

A Need to keep AV DAT and MBSA CAB file
updated

I Modules SpecidlClamAVScaModule.cmd
updateDATonly, 2 hours

I Modules SpecidlMcAfeeVirusScamModule.c
md updateDATonlY- 2 hours

I Modules FastMBSAModule.cmd
updateCABonlyc Daily

' ANeed to keep RAPIER Zip file current
I GenerateFullZIP.cmg10 minutes

J0FIRST =
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A Results share

I Determine policy/retention time for results
A Monitor Scheduled tasks

I Tasks run as requiretDATs get updated
A Other Server tasks

I Monitor disk space, server availability
I Patching, etc




Server Testing

A http:// RAPIERserveURL available?
I Web server running, port blocked?

A Download RAPIER ZIP
I ZIP file in releases directory?

A Run RAPIER with a few modulesis with no errors?
I CheckNetpackage, files extracted from ZIP

A Results upload with no errors
I Web Server configuration

A Verify Results emadresults email received?
I SMTP/Notification settings, port blocked?

A Scheduled Tasksdo they run?

I Proxy settings




Digression




