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Caveat

The opinions expressed in this presentation are 
those of the authors (or at least the one talking) 
and do not reflect the opinions of our employers.

Any resemblance to real persons living, dead or undead is purely coincidental.

No animals were harmed in the making of this presentation or program. 

Any resemblance to any place in cyberspace is entirely coincidental.

No other warranty expressed or implied.

Contents may settle during shipment.

Void where prohibited by law. 

Some assembly required. 

Batteries not included. 

Use only as directed. 



Agenda

ÅBrief Explanation: What is RAPIER 

ÅEstablishing a RAPIER results repository 

ÅCoffee Break

ÅRAPIER Module Writing 101

ÅModule Analysis Deep Dive 

ÅFeature Requests / Feedback 
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IR 101

To avoid redundancy and for the sake of 
time we are avoiding explaining things:
ïOrder of Volatility

ï5ŜŦƛƴƛǘƛƻƴǎ ƻŦ άŦƻǊŜƴǎƛŎŀƭƭȅ ǎƻǳƴŘέ

Hopefully you all had the opportunity to 
ŀǘǘŜƴŘ tŀǊΩǎ ŀƴŘ wǳǎǎΩ ǇǊŜǎŜƴǘŀǘƛƻƴ ƻƴ 
Monday; they did a great job covering this 
content. Yes they stole my thunder J



WHAT IS RAPIER
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RAPIER

ÅModular 

ÅStand Alone 

ÅClient / Server

ÅAutomated

ÅConfigurable

ÅExpandable

ÅCLI

ÅFREE
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Why would I need it?

ÅThe worst time to learn how to acquire 
information from  a system is during the 
incident.
ÅExpertise does not scale (to most enterprise 

environments)
ÅNot everyone knows how to acquire the 

requested information
ÅNot everyone acquires it in the same fashion
ÅCommon (1st) responses may trample valuable 

information
ïRun Scanners, Patch System, Update Apps
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RAPIER Output
Volatile Information
Å complete list of running processes
Å locations of those processes on disk
Å ports those processes are using
Å Checksums for all running processes
Å Dump memory for all running 

processes
Å All DLLS currently loaded and their 

checksum
Å Capture last Modify/Access/Create 

times for designated areas
Å All files that are currently open
Å Net (start/share/user/file/session)
Å Output from nbtstat and netstat
Å Document all open shares/exports on 

system
Å Capture current routing tables
Å list of all network connections 
Å Layer3 traffic samples
Å capture logged in users

Static Information
Å System Name
Å Basic system info (peripherals, BIOS, 

drivers, etc)
Å System Startup Commands
Å MAC address
Å List of installed services
Å Local account and policy information
Å Current patches installed on system
Å Current AV versions
Å Files with alternate data streams
Å Discover files marked as hidden
Å List of all installed software on system 

(known to registry)
Å Capture system logs 
Å Capture of AV logs
Å Copies of application caches (temporary 

internet files) ςIE, FF, Opera
Å Export entire registry
Å Search/retrieve files based on search 

criteria.



άCƻǊŜƴǎƛŎŀƭƭȅ {ƻǳƴŘΚέ

Topic has come up.

{ƻƳŜ ǎŀȅ ȅŜǎΧ

{ƻƳŜ ǎŀȅ ƴƻΧ

Some say HELL NO!

άCƻǊŜƴǎƛŎǎ LƴǘŜƎǊƛǘȅ /ƘŜŎƪέ 
option exists.



RAPIER SERVER 



RAPIER Workflow

RAPIER Server

RAPIER Analyst

`

Suspect Machine

RAPIER Results 

Storage

Step 1: 

Download 

RAPIER Zip File

RAPIER 

Report

Step 3: 

Results 

Upload

Step 4: 

Analyst 

retrieves 

Results

Step 2: 

Run 

RAPIER

Step 5: 

Results 

Analysis
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Considerations

ÅAudience has fundamental understanding of 
system administration and web server setup is 
ŀǎǎǳƳŜŘΧ

ÅNon-denominational OS Disclaimer

ïThe following configuration focuses on a Windows 
server running WAMP

ïDoes not have to be Windows/WAMP!

ïWeb server is necessary (WAMP, LAMP, IIS)

ïWeb written in PHP, can be done in .NET

ÅWeb Server with at least 20GB
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Storage

ÅRAPIER results size depends on modules run

ïAverage Fast Scan dump ~ 15MB

ïAdd File capture, WebCache~ 1GB

ïPhysical Memory Dump ςsize of memory - ~1 GB+

ïRecommend at least 20 GB for typical usage

ïNeed to size according to site use

ÅWebsite

ïSmall size ~300 MB

ïRAPIER executables, web support files

13



Access

ÅRAPIER_Analystsgroup access to 
RAPIER_Resultsdirectory

ÅRAPIER_Devgroup access for module 
configsand updates
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Notifications

ÅClient and Server utilize blat to send email

ÅRAPIER Results Notification

ïSent from Client, configured in RAPIER.conf

ïNotification that Results file was uploaded

ÅUpload Notification

ïSent from Server, configured in index.php

ïNotification that Malware sample was 
uploaded
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Firewall

ÅWeb server
ïPort 80 ςRAPIER Zip download

ïDefined port (8010) ςRAPIER to server communications 
(Results file upload)
ÅSeparate port configured to provide functionality during port 80 

malware outbreak 

ÅResults
ïFile share- port 445

ïSFTP- port 22

ÅNotifications
ïSMTP- port 25

ÅRDP
ïPort 3389
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Web Functionality

ÅRAPIER Zip File
ïProvides download of Zip file

ÅRAPIER User guides
ïProvides download of User guides

ÅRAPIER Results Uploads
ïProvides upload support to RAPIER_Results

ÅSample Uploads
ïProvides upload support for Malware found 

during RAPIER analysis
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Web Site
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Web Site Directory Structure
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Web Server Setup

ÅInstall Web Server

ÅInstall RAPIER Web Site

ÅCreate/Share Results directory

ÅConfigure Web Server

ÅConfigure RAPIER

ÅScheduled Tasks

ÅTesting
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Web Server/Site Install

ÅInstall WAMP/LAMP/IIS

ïWAMP5 Server 1.7.x or newer

ïMySQLis disabled!

ÅInstall RAPIER Web site files

ïWeb page, releases, user guides
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Results Directory

Å Create results directory

ïD:\wamp\www\RAPIER_results

Å Configure access\sharing for 
RAPIER_Analysts

ïWindows File Sharing

ïSecure FTP

ïSecure Web hosting /directory browsing 
enabled
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Configure httpd.conf

ÅListening Ports 
ï"Listen" line includes port 80 and port 8010

ÅAdd results directory paths below web root 
ïAlias /results "D:/wamp/www/results"
ï<Directory "D:/wamp/www/results">

ÅChange Web Root defaults
ïAllow/Deny for the web root to "Allow from all"
ïwŜƳƻǾŜ ϦLƴŘŜȄŜǎά

ÅDAV Support
ïUncomment the following two modules:
ÅLoadModuledav_modulemodules/mod_dav.so
ÅLoadModuledav_fs_modulemodules/mod_dav_fs.so
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Configure index.php

ÅTarget Path
ï$target_path="d:\ \wamp\ \www\\Results";

ÅSMTP Server
ï$StrSMTPServer="my.smtp.server";

ÅUpload Notifications
ï$StrEmailAddressFrom="Malware.Samples@myorg";

ï$StrEmailAddressTo="RAPIER.Results.Notifications@myorg";

ï$StrEmailAddressCC="";

ï$StrEmailAddressBCC="";

ï$StrSubject="Malware Sample Upload Notification";

ÅEmbedded Notification Information
ï$StrSampleLocation="\ \ \ \RAPIERServer\ \RAPIER_Results\ \ ";

ï$StrHelpContact="";
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Configure RAPIER.conf

ÅConfiguration of RAPIER.confon server copy
ïZip file created for distribution

ÅURLs
ïDefine Base URL
ÅRAPIERBaseURL=http:// RAPIERURL:8010

ïDefine Results URL
ÅUploadURL=<RAPIERBaseURL>/Results/

ÅSMTP Server
ïDefine SMTP server
ÅSMTPServer=my.smtp.server
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/ƻƴǘΩŘ

ÅResults Notifications
ïRequired values
ÅEmailFrom=RAPIER.Results@myorg
ÅEmailTo=RAPIER.Results.Notification@myorg
ïEmailToneeds to be a valid address

ïOptional values
ÅEmailCC=
ÅEmailBCC=

ÅEmbedded Results Information
ïWhere results were loaded
ÅSampleLocation=\ \RAPIERServer\RAPIER_Results\

ïWho to contact for help
ÅHelpContact=
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Configure proxy.conf

ÅModules that require a connection to the 
network

ÅAutoProxyURL=http://autoproxy:nnnn

ÅProxyServer=proxy:nnn

27



Scheduled Tasks

ÅNeed to keep AV DAT and MBSA CAB files 
updated

ïModules\Special\ClamAVScan\Module.cmd 
updateDATonlyς2 hours

ïModules\Special\McAfeeVirusScan\Module.c
md updateDATonly" - 2 hours

ïModules\Fast\MBSA\Module.cmd 
updateCABonly" ςDaily

ÅNeed to keep RAPIER Zip file current 

ïGenerateFullZIP.cmd ς10 minutes
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/ƻƴǘΩŘ

ÅResults share

ïDetermine policy/retention time for results

ÅMonitor Scheduled tasks

ïTasks run as required- DATs get updated

ÅOther Server tasks

ïMonitor disk space, server availability

ïPatching, etc
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Server Testing

Åhttp:// RAPIERserverςURL available?
ïWeb server running, port blocked?

ÅDownload RAPIER ZIP 
ïZIP file in releases directory?

ÅRun RAPIER with a few modules- runs with no errors?
ïCheck .Netpackage, files extracted from ZIP

ÅResults upload with no errors
ïWeb Server configuration

ÅVerify Results email ςresults email received?
ïSMTP/Notification settings, port blocked?

ÅScheduled Tasks ςdo they run?
ïProxy settings
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Digression


