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‘Standard Forensm Methodology

 Verification

» System Description

« Evidence Collection

« Timeline Creation and Analysis
» OS-Specific Media Analysis

« Data Recovery

» String Search

* Reporting



Malware Investlgatlve Methodology Trlage

 Incident Handlers rarely benefit from the same
operating timelines as forensic investigators.

e “We need information and we need it now.”

« What is it, why or how did it get there, and how do we
stop it?



Identify & Analyze
Contain

I AW W WA LW

Recover
Prevent

We’'ll cover Identification and Analysis today.



Malcode Analysis Tools

» Monitored IDS or firewall logs have tipped you off to
an infected host...

* |dentify
— Mandiant Red Curtain
— Process Explorer
— Rapier 3.2
— Online resources

« Other helpful tools include Syslinternals and Helix



* Analyze
— Process Monitor
— Malcode Analysis Software Tools - iDefense Labs
— Wireshark
— Visualization
— NSM-Console
— IDS & Firewall logs



IDENTIFICATION PHASE

Where’s Waldo?



Mandlant Red Curtaln

* An interesting tool that moves beyond expected
norms.

 “MANDIANT Red Curtain is free software for Incident
Responders that assists with the analysis of malware. MRC
examines executables to determine how suspicious they are
based on a set of criteria. It examines multiple aspects of an
executable, looking at things such as the entropy, indications of
packing, compiler and packing signatures, the presence of
digital signatures, and other characteristics to generate a threat
"score." This score can be used to identify whether a set of

files is worthy of further investigation. ”



MRC — The Entropy of Evil

|I'_

* Entropy - Measure of disorder and randomness.

* One of the fundamental properties of encrypted,
compressed, or obfuscated (depending on the method
of obfuscation) data is that its entropy (or
"randomness") tends to be higher than that of
"structured" data, such as user generated documents
and computer programs.



A file is opened and the bytes read in to calculate a global entropy value for
the entire file.

MRC then divides the file into overlapping samples and calculates the
entropy across them. For arguments sake, assume a file of size X is divided
into n samples of size Y.

The mean and standard deviation of all entropy values from all samples is
calculated. The overall entropy for the input file is derived by taking the
mean and adding one standard deviation to it. This value is referred to as
the Sample Source Entropy.

Sample Source Entropy and Global Entropy are compared to a threshold.
This threshold is an empirically derived value between 0 and 1. If either
entropy value is greater than the threshold, the data block is determined to
be entropic, and therefore potentially interesting. - Mandiant Red Curtain User Guide

Blah, blah, blah...does it work?



MRC can be run locally on the suspect host.
NET 2.0 framework dependent.

Can also be run as a remote agent.

Note: Engage only trusted tools as part of your
analysis. Why?

Here’s where Helix comes in handy.



MRC — Remote Agent

Create agent files with MRC.
Copy to victim host.
Share your local CD drive as cdrom.

psexec -u <admin acct> -p <password> \\<victim host ip> net
use x: \\ <localhost ip\cdrom>

psexec —w X: \IR\xp -u <admin acct> -p <password> \\<victim
host ip> x: \IR\xp\cmd.exe

Now on victim host, issue MRCAgent.exe epcompilersigs.dat
eppackersigs.dat roamingsigs -r c:\windows output.xml

Open output.xml in MRC console.
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File  Edt Options Help

Seore vi|Eie - ‘ St Ei’;r’fam”t ‘ Entropy ‘ A | S ‘ Distals
oY

o hwindowshapstemn 32\ drivers\STEAL TH4 sps 12360 0993 0933 0 1D

o hwindowshapstemn32drivers \AE S 258, sy 15464 1.064 1.0684 i O Details
o windowshsystem324drivers\RI N 256, sys 21856 1.064 1.064 i [ Details
cwindowshsystemn32hdrivers\AE 5128, avs 13464 1.064 1.064 i 3 Details
cwindowshsystern32hdlavtizndres. sys 2233 0120 0.000 1 | Details
| - hindowshInstaller\{30110403-5000-11 D3-BCFE -01 5004238309 Pamardican. exe 286720 0813 0.005 i || Details
| o wwindowsiInstaller'{90110403-6000-11D3-8CFE-01 5004835309 Punbrdico exe 23040 0,506 0.050 0 [ Details
| o windowssnstaller {9071 10409-6000-11 D3-8CFE-01 5004838309 pubs. exe 1440 0.804 0.005 i 3 Details

y " n
 MRC doesn’t identify what the actual malware

Is (more later), but helps in sample gathering.



Sometimes results aren’t obvious:

[ pdMandiant Red Curtain ¥1.0 - [Unsaved] = |ﬁ'
Fle Edit Options Help

Scare | Entry Paint Signature | Entropy | Code Entropy

and Del

| Anomaly Count « | Signed | Details

SwINDOWShaystem3Z2hdlicachefpdawel di 872857 | Microsoft Wisual C++ v6.0 ... |0.853 0821 2 v Details
‘ C:NWINDOW S heystem32hdlicacheshiml.exe 16437 | Microsaft Visual C++ v5.0... | 0.E0G 0.E06 2 "2 Detailz
‘ C:WWINDDWShapsten324dlicache toptest exe (ol x| 2 Ird Detailz
‘ CoAWINDOW Shapstem32hdlicache \cigwiz.exe 2 2 Detailz
| CAWINDDWStsystem a2 pthveadvC. i [ 2 r Detaiks
\ CAWINDOWShaystam3zidlicacheMpremadm, sxe : t:;':;'jjild” 2 ~ Details
‘ C:NwINDOWShsystem32dlicache.admin. exe kemel32.dI 2 2 Details
‘ CoWINDOW S hepstem32hdlicache \fpadmegi exe 2 2 Detailz
‘ CwWINDOWShsystem3Zhdlizachehauthor exe 2 v Details
‘ C:WWINDDWShapstem32hdlicacheirvze.dl 1 "2 Deetailz
‘ CNwWINDOWShaystem3Zhdlizachehodexl32 dI 1 v Details
‘ C:WWINDDWShapstem32\dlicache odfiow32. di 1 "2 Detailz
‘ CAWINDOW Shaystern32hoddbse32. dil 1 I Dretails
‘ C:WWINDOWShapstem32hdlicachetchtskf.dll 1 "2 Deetailz
‘ C:HWINDOWShsystem32hdlicachehoddbse 32 di 1 V Details
| CAWINDDWStsystem32:dicachehmsrepldl di [ #nomalies 1 ~ Details
| CAWINDOWShsystem32hodent32 di gnga";::;fo'fj:g =l 1 v Details
‘ CWwINDOWShsystem32hdlicachehipdamsit di incomect_imageSize 1 v Details
‘ CoWWINDOW S apstem32wmadmoe, di 1 2 Detailz
‘ C:NwINDO'WShsystem32dlicachemic4.dl 1 2 Details
‘ CoWWINDOW Shepstem32hdlicache znetm. dll 1 2 Detailz
‘ C:NWINDDW Shapstem 32 dilcachetimipous. dil LI 1 Ird Detailz
‘ C:NWINDOwW S hapstem32hdlicache\madum. oo 4 1 "2 Detailz
‘ CNwWINDOWShsystem3Zhdllzachehzclientm,. exe 3BH37 | Microsoft Wisual C++ v5.0.. | 0.800 0.800 1 v Details
‘ C:WWINDOWShapstem32hdlicachemfcd2.dll 995383 | Microsoft Visual C++ vB.0 .. [0.849 0.825 1 2 Details
‘ CAWINDOWShapstern32hdllcachehodbeit32. dil 270365 0.842 0.842 1 I Dretails
‘ C:WwINDOWShapstem32hdlicacher\EXCH_scripta. dil 57856 0.805 0.805 1 I°2 Details

Don't just look for the pretty red alert with a high score, look at
entry point sigs and anomaly counts.



&% Process Explorer - Sysinternals: wenw.sysinternals.com [HID-66ZKDGUCPYW malman]

File Options View Process Find Handle Users Help

IR EEIEEN

Frocess PID | CPU | Dezcription Company Mame
. =] _ﬁ winlogaon, exe E34 windows MT Logon applicat... Microzoft Corporation
R u n n I n g p ro Ce S S eS =] E FEMVICET, BHE 728 Services and Controller app Microzoft Corporation
[=7] svchost exe 896 Generic Hozst Process for Wi, Microzoft Corporation
. [ svchost exe 12 Generic Hozt Process for Wwi...  Microzoft Corporation
a re n Oted V I a t h e E vchost exe 1108 Generic Host Process forwi.. Microzoft Corporation
E avichozt exe 1188 Generic Host Process for'wi.. Microzoft Corporation
. [=] svchost exe 1308 Generic Host Process for Wi, Microzoft Corparation
P ro Ce S S e S ta b I n E spoolsy. exne 1452 Spooler SubSyztem App ticrozoft Corporation
VMwareS ervic.. | 1732 1.54 Wiware T ool Service Whdware, Inc.
Tack Mananar hiit da e o Applation Layer Batewey 5. Mersoft Sorporation
1CAVDIN IVICLI Iuy iy UL L reasseae rd Lo SIS L ARUIL WETDT PHSTLEUIL LUTHUTStis

Bl '§ explorerexe

G40 308 Windows Explorer

Microzoft Corporation

b - \-"M wareTray, exe 1256 WhiwareTray Whdware, Ihc.
t h at WO n t p rov I d e [T WMwareUser.exe 1264 Whlwarel ser Whware, Inc.
i inPatol exe 1276 WinPatrol Spstern Monitar BillP Studios
. . LY procexp exe 248 Syszintermals Process Explorer  Sysintermals
unique feedback like
. Type = | Hame

file touches and

Directary SEnownDillz
. Directory Wfindows
d ev I Ce u S e Director B azeM amedOjects
" Evwent WBazeM amedObjectshuzereny: ser Profile setup event

Ewvent 4B azeM amedObjectshorypt 32LogoffE vent
File Cwn TN DD W S hapzkem 32
File WDevice\KeecDD
File Cw INDOW SRS RS WEE_Microzoft wWindows. Common-ContraleE595BE4T 4dcof1df_EB.0.2600, 2180 w-ww_a24f1 i3
File C:\Documents and 5 ettings\malman. HIO-BEZKDGUCFWAALocal SettingsT emporary Interet Files\Content |EShindex. dat
File CwINDOW S NWInS 85 w6 Microzoft Windows. Common-ControleE5950647 4dcof1df_B.0.2600, 2180 w-wiw_aB4i1f9
File C:A\Documents and S ettingz\malman, HIO-EEZK D GUCFWMCookieshindes. dat
File C:hDocumentz and S ettingz'malman. HI0 -BEZEDGUCFWLocal Settingz W HiztarysHigton |E Shindex. dat
File Con IO W SRS RS BB Microzoft wWindows. Common-Contraly_ 55950647 4dcef1df_B.0.2600, 2180 w-ww_aB4r1f3
File WDevicehTop
Fil= WDevicehTop
File WDevicehlp
File WDevicedlp

File WDevicehlp



RAPIER 3.2

“RAPIER is a security tool built to facilitate
first response procedures for incident
handling. It is designed to acquire commonly
requested information and samples during

Aan iNfanrmatinn QQ(‘IIFI"‘\I n\lani' nr\mlnni' Nr
CALT TTHITIINVJITITHICALIVIT OO UUA y IL, IIIUIU\J IL, Ul

investigation. RAPIER automates the entire
process of data collection and delivers the
results directly to the hands of a skilled
security analyst.”

Used by the authors at Intel, they wrote it to
help them respond to incidents in the
absence of a consolidated tool suite.



RAPIER 3.2 - Server

Server acts as a central location for results to be
uploaded to.

 When an analyst runs a RAPIER scan, an email is
automatically sent out to the security analysts that
look at the scans, with a list of included modules and
other info, and a full path to the file just uploaded.

« Keeps the ClamAV, McAfee DAT and MBSA sigs up
to date and in the current version.

* Acts as a central repository for everyone to
download the tool from, can be setup as
http://rapier.<your domain>.com on your Intranet.

+ If any of the DAT files change, the download
package is auto-updated on the site.




RAPIER 3.2 - Client

b+ RAPIER also works well as a standalone
client.

« Can be run from a trusted resource
(CD,USB) or run against a victim host
remotely.

« Also .NET 2.0 framework dependent.



//’ | File  Help

:

RAPIER 3.2 - Client

¥ pAPTER '

Description of
FAFIER Run:

BugCheck

OO00O0O000000rO0OF™O0

Wyl inddit-Fung Wwindwdit
Wbl E numeration using W 1C.exe
ADS-Alternate Data Streams on Svstemn Drive -

Select Fast Scan

MBSA-Microsaft Baseling Security Analyzer 2.1 Beta 2

Met-Runs vanouz net exe commandz

Metwork-Captures hosts file and runs nbtstat, netstat, fport and prarmagry nebwork quen tools
Registry-Dumpz all local registiy hives

Screenshot-Captures a screenzhat

SecCheck-Runz: SecCheck. exe

Services-Obtaing a list of all services

Symbolz-Capturesz symbols information an currently running proceszses

SBDevices-Lizts all USE devices ever connected to the system

ddPhystd em-Phyzical memorny dump

DumpProcs-Dumps the exe's of the unning processes

EwecutableFiles-Findz files that are potentially executable [excluding known executable extensions)
HiddenFilez-Findz hidden filez on the system drive ;I

Connection to server

Select Slow Scan

Run RAPIER | I™ Remote Offline

« Very simple interface, just select the modules you wish to run.
* |f you only ever run two modules, be sure they are SecCheck

from MyNetWatchman and the Network module.




RAPIER 3.2 - Client

=10 =]
4 File Help
Description of |[BugCheck =
Run completes +RAPIER— === -
- = n
O FileHandles-Open file handle information ;I
O GOIPocs-GDl Process Scanner bo detect hidden processes
O GeneralSysinfo-Gathers general system information, NIC settings and installed softveare versions
O Helios-Helios Rootkit Detector 1.0 Full System Scan
O  IEactivity-Intemnet Explarer Activity
O IECookiesnternet Explorer Cookies
O ListDLLs-Lists all associated DLLz with all running processes
O Listtodules-Enumerates all modules lnaded by all running processes
D% Logs-Spstem Event Log and Mecdfee Log durmps
% MACHatch-Files on System Diive Modified/éccessed/Created in the last < hours [Default 24)
ﬂIER ;Iglil O MBSA-Microsolt Bassline Securiy Analyzer 2.1 Beta 2
LENER O Met-Runs varous net.exe commands
Run Descriptian of BugCheck ﬂ O Mebwork-Captures hosts file and runs nbtstat, netstat, fpart and prom il
|; ks RAPIER Fun: j O  Registy-Dumps alllocal iegishy hives Al Madules have Finished running
Upload Fesults O ScreenShot-Captures a screenshot TotaI.ModuIe Execution Time: 4 seconds
handle informaion d SecCheck-Fun: SecCheck exe EIIFI‘ T';"'?I_f 0 sleﬂconds 4
Clear Selections . [l =8 =Tl s
P ——— & Scanner to deteT:t hldde.n prncesses. . _ S elact Fast 5can
brs general systemn information, NIC zettings and installed software versions — Cancel RAPIER | oK |
celact sl bear Cetector 1.0 Full System Scan Select Slow Scan
Felad fl)5zm larer Auctivit Complete |
Options plorer Cookies
Exit ciated DLLg with all running processes
1 LCeModules-Enumerates all modules loaded by all running processes
O LogsSystem Event Log and Medfes Log dumps
D% MACMatch-Files on System Drive Modified/8coessed/Created in the last X hours [Default 24]
O MEeSsMicrosoit Baseling Security Analyzer 2.1 Beta 2
O MetRuns varous net exe commands
O Metwork-Captures hosts file and runs nbtstat, netstat, fport and promary netwark queny tools
O Fegisty-Dumps all local registry hives . .
O ScreenShat-Captures a screenshot e asy n av I g at I O n to reS u Its
SecCheck-Runs SecCheck exe j e "
Select Fast Scan Caonnection to server

Run RAPIER I™ Remete Offline
I

Select Slow Scan




RAPIER 3.2 - Client

E'. Network-fport.log - Motepad

File Edit Format “iew Help

LogFile Located at C:hwtoolshrapier\Results\HIO-668ZKDGUCPYWS 2007 -10-28%15-00Network-fport. Tog
RAPIER Library wversion=2005.06.06.01

System Mame=HIO-86ZKDGUCPWY

Build Info=HIO SANDBCX

Processaor(s) quantity and Mame=lxzenuine IntelfRr) CPU T2600 @& 2.16GHZ

Module Mame=Metwork

Description=Captures hosts file and runs nbtstat, netstat, fport and promgry network guery tools
Execute Time=sun 20071028 15:02:04

FPort v2.0 - TCP/IP Process to Port Mapper

Copyright 2000 by Foundstone, Inc.

http:/ Swew. foundstone. com

Fid Process Fort Proto Path

G088 svichost -> 135§ TCP CNWINDOWSh system32hswchost. exe
4 SysTem -» 139 TCP

4 SysTem -» 445 TCP

1056 swechost -» 102% TCP CINWINDOWSYSystem32hswchost. exe
4 SysTem -» 1030 TCP

15964 Explarer -» 1798 TCP CoWWINDOWSNExplorer. EXE

1864 Explorer -» 1799 TCP CrNWINDOWSWExplorer . EXE

520 winadl] -» 1813 TCP CINWINDOWSYSystem32hwinadll. exe
1264 -» 5000 TCF

o] SysTem -> 123 uoP

G038 swichost - 135 uoP CINWINDOWS Y system32hswchost. exe
0 SysTem -» 137 uoP

0 SysTem -» 138 uoP

4 SysTem -» 445 uoP

1056 swechost -» 500 uoP CINWINDOWS N System32hswchost. exe
4 SysTem -» 1024 UDP

1964 Explarer -» 1033 UDP CoWWINDOWSNExplorer. EXE

1864 Explorer -» 1397 UDP CMWINDOWSHWExplorer . EXE

820  winadll -» 1398 UDP  CINWINDOWShSystemsZhwwinadll.exe _
1264 -» 1399 UDF

4 System -» 1400 UDP

1964 Explorer -» 1401 UDP CNWINDOWSHExplorer . EXE

1954 Explorer -» 1417 UDP CINWINDOWSWExplorer. EXE

820 winadl] -» 1418 UDP CNWINDOWS Y System32hwinadll. exe _
0 System -» 1500 UDP

Execute Duration ¢in seconds)=l




RAPIER 3.2 - Client

SecCheck module results — Process List:
» Confirms what we saw in Process Explorer.

Process List:
PID 4: System
PIL 176 [HIC-S6ZKDGUCPVWN\malman]: ' "CinwINDOwSh\system3zhomd.exe” Jc “"start "' /p"CivtoolshrapiersResultshHIO-G6ZHI
PID 264 [HIO-66ZKDGUCPWvWYmalman]: '“C:ivProgram F11&5\yMware\VMware TDD15\VMwareTray exe” '
PID 276 [HIo-&8ZKDGUCPvWYmalman]: '"C:vProgram FilesiwMwarewwhMware Tools vMwareuser, exe" '
PID 284 [HIO-66ZKDGUCPVWmalman]: '“C:\Program Filesvei1lP studioshwinPatrolswinpatrol. exe" '
PID 360 [HIO-66ZKDGUCPWWYmalman]: 'cmd Vi C: \tDD1s\rap1er\MDdu1es\Fast\SecChecE\MDdu1e.cmd“ C:hvtoolshrapiersRres
PID 532 [HIO-A6ZKDGUCPVWYmalman]: '"C: \tums\rapwer‘\RAPIER gxe'
PID 544 [WT AUTHORITYSMETWORK SERVICE] "CNWINDOWSYSystems 2hwhemtwmiprvs e, exe’
PID 556 [MT AUTHORITYSS¥STEM]: '“SystemRoothSystem3zhsmss.exe’
PID 660 [WT AUTHORITYMSSYSTEM]: 'CriWINDOWSWsystem3z2hcsrss.exe objectDirectory=“windows sSharedsection=1024,3072,51:
PID 684 [NT AUTHORITY“SYSTEM]: “7?75C I NWINDOWShsystem32hwinlogon. exe
PID 728 [NT AUTHORITYMSSYSTEM]: 'CrWINDOWSwsystem3Z2hservices,exe'
PID 740 [NT AUTHORITYSSYSTEM]: 'CiWINDOWSwsystem3z2hlsass.exe'
PID 820 [HIO-66ZKDGUCPYW\malman]: 'c:\wmoows\systemzz\winadﬂ.exe'_
PID G058 [WT AUTHORITYSSYSTEM]: 'CiwWINDOWShWsystem3zhswchost -k rposs
PID 1056 [WT AUTHORITYSSYSTEM]: 'CiwINDOWSHYSystem3zhsvchost.exe -k netswves'
PID 1144 [HIO-66ZKDGEUCPWWYmalman]: 'cscript f/nologo “C:\tDD1s\raﬁier\MDdu1es\Fast\SecCheck\MDdu1e.wsf“ Cintoolshre
PID 1232 [WT AUTHORITY“METWORK SERWICE]: "CiAWwWINDOWShSystem3Zhwsvchost.exe -k Metworkservice'
PID 1264 [WT AUTHORITY™LOCAL SERVICE]: 'C:iWWINDOWSHSywstem3z2hsvcohost.exe -k Localservice!
PID 1364 [WT AUTHORITY™SY¥STEM]: 'C:\WINDONS\syStem32<spDD1sv.exe'
PID 1596 [WT AUTHORITY®SYSTEM]: '"C:sProgram FilesiwMware\wMware Tools wMwareService, exe'’
PID 1688 [BUILTIMwAdministrators]: 'CivWINDOWSWSystem32iwhemwwmiprvse, exe'
PID 15900 [HIC-66ZKDGUCPvwWsmalman]: '"C:vtoolsywrapiersmodulesyFasthsecCheckhsecChack., exe” !
PID 15964 [HICO-66ZKDGUCPYwWSmalman]: 'C:i\WINDOWSWExplorer.ExE'
PID 1980 [HIO-66ZKDGUCPvwWSmalman]: '"C:“pProgram Files‘wisdom-soft autosScreenRecorderhautosScreenRecorder.exe"




RAPIER 3.2 - Client

and Run Entries:

| P secCheck.log - Notepad

File Edit Format Yiew Help
= \
v |ITCP table:

|[|PID SOoR 0.0.0,0:135 LISTEMING (¥ Service ®%) CrAWINDOWShSysTem32hsvchost. exe
FID 4 0.0.0.0:445 LISTERNIMNG SysTem
PID 1056 0,0.0,0:1025 LISTEMIMG (% Sapruice wW) CINWINDOWSMWSysTems2hsvohost. exe
FID 4 0.0.0.0:1030 LISTEMNIMNG Sy sTEem
PID 1964 0.0.0.0:1798 LISTEMIMG CINWINDOWSHNExplorer. EXE
PID 1%a4 0.0.0.0:179G LISTERMIMG C:\WINDOWS\Exp—| orer. ExE
PID 820 0.0.0,0:1813 LISTENIMG CoWWINDOWSY Systems2hwinadll. exe
PID 1264 0.0,0.0:5000 LISTEMIMG (% Sapruice wW) CINWINDOWSMWSysTems2hsvcohost. exe
PID 4 192.168.101.129:139 LISTEMING SYSTEm
PID 1964 192.168.101.129:1793 199, 7.51.190:80 CLOSE_WAIT CiWWINDOWSHExplaorer. EXE
PID 15964 152.168.101.125:1799 195, 7.51.190:80 CLOSE_WAIT CWINDOWSNExplarer. ExXE
PID 820 192.168.101.1259:15813 121.22.36.74:65500 ESTAELISHED CWINDOWSS System32hwinadll. exe
upP tahle: ) ) ] _ _ _ _
PID G908 0.0.0.0:135 CHW Seryice %) Cr\WINDOWSh\systems2hsvwchost. exe
PID 4 0.0.0.0:445 System
PID 740 0.0.0,0:500 (¥w seryice **j CINWINDOWSh system32h]sass. exe
PID 1056 0.0.0,0:1026 (we seryvice CWWINDOWSY SysTems2hwswohost. exe

(|PID 1232 0,0.0,0:1033 L% Service %) CINWINDOWSHSystem3zZhswchost. exe
PID 1232 0.0.0,0:1367 (% Service *%) CrAWINDOWShSystem32hswchost. exe
PID 1232 0.0.0.0:1398 % Service *%) CANWINDOWSSSystem32hsvchost. exe
PID 1232 0.0,0.0:1390 % Service W) CINWINDOWSHSystems2hswchost. exe
PID 1232 0.0.0,0:1400 (% Service *%) CIANWINDOWSHSystem32hswchost. exe
PID 1232 0.0.0.0:1401 % Service W) CINWINDOWSHSystems2hswchost. exe
PID 1232 0.0.0,0:1417 % Service ®%) CioAWWINDOWSHSystem32hswchost. exe

PID 1232 0.0.0.0:1418 (% Service W) CINWINDOWSYSystem3zZhswchost. exe

llFID 1056 127.0.0.1:123 (¥4 Service *%) CrAWINDOWShSystem32hswchost. exe
PID 1264 127.0.0.1:1200 (4 Service *%) COANWINDOWSSSystem32hsvwchost. exe
PID 1056 192.168.101.129:123 (% Service ®¥) CINWINDOWSYSystems2hsvchost. exe
PID 4 192.168.101.129:137 SysTem
PID 4 152.168.101.125:138 SysTem

iPID 1264 192.168.101.125%:1900 (¥ Service ®%) CrWWINDOWSSSystem32hsvchost. exe
Entries fDr HKLM\SOFTNARE\M1crasnft\windnws\currentvarsiDn\Run:

"viMware Tools' = 'C: \Prugram Files“yMwareivMware ToolsYwwhMwareTray. exe'
"vMware User Procass’' = CihProgram FileshwMwarehwMware ToolshwMwarelser, exe’

! "“winratrol' = 'C:swprogram Fileshgi11P studioshwinPatrol winpatrol. exe’

i 'Display Dewice Driver' = ‘winadll]. exe'h

Hentries for HELMMNSOFTwWARESMI crosofti\windows CurrentversionsRunonce:
Entries for HELMMYSOFTwWARESMICcrosoftixwindowssCurrentversionsRunincees:




Online Resources

« With our unwelcome visitor identified how can
we quickly learn more?

* Online scanners are invaluable: Is it a new
variant with little coverage, or is it easily
identified, denoting a gap in the victim host’'s AV
application.

* Be a good citizen, if coverage is light submit
the sample directly to vendors.



v Compact

Antivirus
AhmLab-V3
AntiVir
Authentium
Avast

AV
BitDefender
CAT-QuickHeal
Clamd¥
Drleb

eiafe
eTrust-Vet
Ewido
Filebddvizor
Fortinet

F-Prot

Online Resources - Virustotal

'VIRUS
TOTAL

Virustotal is a service that analyzes suspicious
files and facilitates the quick detection of viruses,
worms, trojans, and all kinds of malware detected
by antivirus engines. More information.

File winadll.exe received on 10.28.2007 22:05:31 {CET}

Current status: finished
Result 26/32 (81.25%)

Version
2007.10.27.0
7.6.0.30
4.93.8
4.7.1074.0
7.5.0.503
T

9.00

0.91.2
4.44.0,09170
7.0.15.0
3l.2.5244
4.0

1

3.11.0.0

4.3.2.48

Print rezutts (2

Last Update Result

2007.10.26 Win-Trojansigent. 1832586, F
2007.10.26 TWorm/Gaobot.l53296.3
2007.10.28 W3Z/Trojan.BVIG
2007.10.23 Win3Z:igent-FER
2007.10.28 &SHeur. FOO

2007.10.28 EBackdoor.bigent.VV3
2007.10.26 Trojan.igent, avz
2007.10.28 Trojan.Dropper-zZZ76
2007.10.28 Trojan.MulDrop. 3379
2007.10.28 -

2007.10.26 Win3z/Fhot. HIIL
2007.10.28 -

2007.10.28 High threat detected
2007.10.19 W3Z/Agent.ANZ!tr

2007.10.26 W32 /Trojan.BVIG

» Most analysts are
likely familiar with
this service.
Samples submitted
here are sent to
vendors but often
the feed is buried.
Direct submittal to
vendor is better.

http://www.virustotal.com



S

* A good alternative to VirusTotal

File to upload &scan:@ I SEowse. | Smeitl -

service load:| 0% [ 1 00
File:| winadll.exe
Status:| INFECTED/MALWARE
MDS:| f0Bf6ce5c2390562198f27b2e145df
Packers detected: | -
Bit9 repnrts:l High threat detected (more info)

Remove Spyware/Trojan.

How to Remove Spyware and Trojan. Download Free scanner now.

www.enigmasoftware.com
Ads by Google - Adverize on this site

Scan taken on 30 Oct 2007 22:53:07 (GMT}
A-Squaredl Found Trojan.Win32.Agent.awz
AntNir| Found WORM/Gaocbot.183296.3
Arca\firl Found Trojan.Agent.Awz
Avast| Found Win32:Agent-KKR
AVG Antivirus| Found SHeur.FQO
BitDefender| Found Backdoor.Agent.YVS
C!amAVl Found Trojan.Dropper-2276
CPsecure| Found Troj.W32.Agent.awz
Dr.Wehl Found Trojan.MulDrop.8379
F-Prot Antivin.lsl Found W32 /Downldr2.RQE

http://virusscan.jotti.org/



* If you just want a quick, single source ID, try

Kaspersky.

File Scanner

Home [ Downloads f Free Virus Scan [ File Scanner

!fygl would like t

:an your entire computer for viruses, please use our free virus scan,

L aldll Uttt LT

Attention!
Kaspersky Anti-\irus has detected a virus in the file you have submitted.
We suggest that you consider:

® Reading about the virus/viruses in our Virus Encyclopedia

® Downloading a trial version of Kaspersky Anti-\Virus

® Purchasing a copy of Kaspersky Anti-\irus in our E-Store

® Purchasing Kaspersky Anti-Virus from a certified partner

Browse... | Submit |

Scanned file: winadil.exe - Infected
winadll.exe - infected by Trojan.Win32.Agent.awz

http://www.kaspersky.com/scanforvirus



* Does a lot of the analysis work for you.

Visit ThreatExpert wel

3 ThreatExq}ert

Submission Summary:

Submission details:

»  Submission received: 19 June 2008, 02:36:13

» Processing time: 4 min 54 sec

»  Submitted sample:
i.. File MD5: 0x0E35435FA08C226BDCDE875A574900D3
Filesize: 58,368 bytes

Alias: Backdoor.Win32.IRCBot.cug [Kaspersky Lab], Backdoor.Trojan » [Symantec], Generic BackDoor.l» [McAfee], BKDR_TOFSEE.AG » [Trend Micro]

Summary of the findings:

What's been found Severity Level

Creates a startup registry entry.

Contains characteristics of an identified security risk.

Technical Details:

@ Possible Security Risk
Attention! The following threat category was identified:

Threat Category Description

%l

A malicious backdoor trojan that runs in the background and allows remote access to the compromised system

http://www.threatexpert.com



Online Resources - ThreatExpert

* File system mods, process c_h_anges.

ﬁ File System Modifications

The followiﬁ?g files were created in the system:

# Filename(s) File Size File MD5 Alias
1 %UserProfile%\emtprx.exe C£8,368 0x0E35435FA0BC226BDCDEEVEAS7490DD3 Backdoor.Win32.IRCBot.cug [Kaspersky Lab]Backdoor.Trojan » [Symantec]Generic
%UserProfile%yrjd.exe bytes BackDoor.l » [McAfee]BKDR_TOFSEE.AG » [Trend Micro]

%System%\anhml.exe
Y%System%\mvscv.exe

2 %Temp%\removeMeB8753.bat 143 bytes O0x03F371BF3BAFBFCG7ECE3ZEBB4314BB6Y9 (not available)

Motes:
» %UserProfile% is a variable that specifies the current user's profile folder. By default, this is C:\Documents and Settings\[UserName] {Windows NT/2000/XP).

»  %System9: is a variable that refers to the System folder. By default, this is C:\Windows\System {Windows 95/98/Me), C:\Winnt\System32 (Windows NT/2000), or
C:A\Windows\System32 (Windows XP).

» % Temp% is a variable that refers to the temporary folder in the short path form. By default, this is C:\Documents and Settings\[UserName]\Local Settings\Temp'\ (Windows
NT/2000/XP).

/=] Memory Modifications

There were new processes created in the system:

Process Name Process Filename Main Module Size
anhml.exe Y%System%\anhml.exe 184,320 bytes
mvscv.exe Y%System%\mvscv.exe 184,320 bytes

[filename of the sample #1] [file and pathname of the sample #1] 184,320 bytes

http://www.threatexpert.com



& Registry Mndlﬁcatinns

The following Registry Keys were created:
»  HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\InformationBar
r  HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\IntelliForms

The newly created Registry Values are:
»  [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows'\Currentversion\Explorer\BitBucket]
L. Inner = 0x00000016

* Registry changes, Mutex,

»  [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run .
HHKEY_LOCAL ) ' ! ! \Rund €} otner detais

L. mvscy = "%System%\mvscv.exe \u"

so that mvscv.exe runs every time Windows starts

To mark the presence in the system, the following Mutex object was created:

¢+ [HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\InformationBar] v ghegdijf
i.. FirstTime = 0x00000000
v [HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\IntelliForms] The following ports were open in the system:
L. AskUser = 0x00000000
»  [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings] Port Protocol Process
----- WarnOnZoneCrossing = 0x00000000 1040 UDP mvscv.exe (%System%\mvscv.exe)

WarnOnPostRedirect = 0x00000000
L. WarnonBadCertRecving = 0x00000000

The following Registry Values were modified:
v [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentWersion\Winlogon]
L. Userinit = "%System%\userinit.exe, %UserProfile%\jrjd.exe \s"

so that jrjd.exe runs every time Windows starts

r  [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings]
L. WarnOnPost = 00 00 00 00

v [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2]
i. MinLevel = 0x00000000
RecommendedLevel = 0x00000000
1004 = 0x00000000
1201 = 0x00000000
i.. 1609 = 0x0D0000000

http://www.threatexpert.com

1042 UDP

anhml.exe (%System®\anhml.exe)




ANALYSIS PHASE

Who’s Waldo?



Analysis cautions

Sandbox the analysis phase!
« Obviously, avoid your corporate network.

 VMWare is great only if the malware isn't
virtualization-aware (becoming a prevalent
ISsue).

* My host OS in typically Linux or Mac OS X,
and | run Windows as a guest OS.






ERROR: undefined
OFFENDING COMMAND: “‘~

STACK:



