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BaseScor e = round to 1 di git of 10  
* (case AccessVect or of l ocal :     0.7   remot e:       1. 0)
* (case AccessCo mpl exit y of hi gh:      0. 8   l ow:          1. 0)
* (case Aut henti cati on         of requi red:  0. 6   not-requi red: 1. 0)  

* ((case Confi denti alityI mpact of none:      0     parti al:      0. 7  compl et e: 1. 0)
*  (case I mpact Bi as of nor mal :    0.333 CNFDNTLTY:    0. 5  I NTGRTY:  0. 25 AVLBLTY:  0. 25)
+  (case I nt egrit yI mpact of none:      0     parti al:      0. 7  compl et e: 1. 0)
*  (case I mpact Bi as of nor mal :    0.333 CNFDNTLTY:    0. 25 I NTGRTY : 0. 5 AVLBLTY : 0. 25)

+  (case Avail abilityImpact of none:      0     parti al:      0. 7  compl et e: 1. 0)
*  (case I mpact Bi as of nor mal :    0.333 CNFDNTLTY:    0. 25 I NTGRTY : 0. 25 AVLBLTY : 0. 5))
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Te mpor al Scor e = round t o 1 di git of BaseScor e

* (case Expl oit ability   of unpr oven:     0. 85 pr oof-of-concept: 0. 9  f uncti onal : 0. 95 high: 1. 00)
* (case Remedi ati onLevel of offi ci al -fi x: 0.87 t empor ary-fi x:    0. 90 wor kar ound: 0. 95 unavail: 1. 00)
* (case Report Confidence of unconfi r med:  0. 90 uncorr obor ated:   0. 95 confi r med:  1. 00)
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Envi ronment al Scor e = r ound t o 1 di git of (Te mpor al Scor e + (10 - Tempor al Scor e)
* (case Coll at er al DamagePot enti al of none: 0 l ow: 0. 1  medi um:  0. 3  hi gh: 0. 5))
* (case Tar get Di stri buti on of none: 0 low: 0. 25 medi um: 0.75 hi gh: 1. 00)
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• So what does a CVSS Environmental Score of 7.0 for  

CAN-2004-0380 mean to me?
– We have a SIG to  get that data from CVSS evaluators
– Your response to 8.6 may be different than mine based on 

constituency 
– Consistent universal scoring of Base and Temporal categories 

provides relative severity
– So far�

• Any scor ing / normalization of this many var iables is 
going to be a gross generalization

– Some subjectivity in evaluating metrics
– Formulas encode some pre-defined values
– Some things are missed
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