


CVEs by Severity
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Histogram of Changes

Histogram of CVSSv1 to CVSSv2 Changes
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Impactful Changes

92% of CVEs received one of these 18 vectors:

CVSS Vector CVSSV1 CVSSV1 CVSSV2 CVSSV2 2004-20
score LMH score LMH 06
Count

(AV:N/AC:L/Au:N/C:C/I:C/A:C) High High

AVNACLAGNICN TN T3 Tiow 78 Thigh  Doa |
AVNACLAGNCEIPAR)  [o5  |Medum |75 [vigh | ]
AVLACLARNCLOAD) o0 [Medium 72 [righ Loy ]

(AV:N/AC:M/Au:N/C:P/I:P/A:P) 5.5 Medium 6.8 Medium 599
(AV:N/AC:L/Au:S/C:P/I:P/A:P) 4.2 Medium 6. 5 Medium 106
(AV N/AC:L/Au:N/C:P/I:P/A:N) Medium Medium
—E_
(AV N/AC:H/Au:N/C:P/I:P/A: P) Medium Medium
AVAAGLAGN/GPINAN) T2 Tlow 15 TMedium [ubo |
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(AV:L/AC:L/Au:N/C:P/I:P/A:P) Medium Medium
(AVNACMAGNCN 1P IAN) —
(AV:N/AC:H/Au:N/C:N/I:P/A:N)
(AV:L/AC:L/Au:N/C:P/I:N/A:N) 1.6 Low . Low 233
(AV:L/AC:L/Au:N/C:N/I:P/A:N) 1.6 Low . Low 186
(AV:L/AC:L/Au:N/C:N/I:N/A:P) 1.6 Low . Low 191




Thoughts

* Generally, | believe the severity increases are
appropriate

* However, 40% High Severity is too many — it
requires further info for prioritization

* C, |, A values probably need more detailed
scoring guidance

* possibly an additional value considering things like
recoverability, scope and other factors




