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� Introduction and overview of CVSS
� W h y  CVSS?
� Internal s
� Scoring
� Indus try  adop tion and cal l  for action
� Cl os ing  com m ents  and q ues tions

A g end a
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� Com m on Vul nerab il ity  Scoring  Sy s tem  (CVSS)
� A  univers al  l ang uag e to convey  vul nerab il ity  s everity and h el p  
determ ine urg ency and p riority  of res p ons e

� Sol ves  p rob l em  of m ul tip l e,  incom p atib l e s coring  s y s tem s  in us e 
today

� Initial l y  a N IA C p roj ect
� Subgroup of the global Vulnerability Disclosure Framework WG
� N ow und er the custod ial care of FI R ST

� O p en
� U s ab l e,  unders tandab l e,  and dis s ectib l e b y  any one

O v er v i ew
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� Cis co
� Sy m antec
� Q ual y s
� eB ay
� DHS/MITRE
� C ERT/C C
� Mi c r o s o f t
� ISS

A  j oi nt  N I A C ef f or t
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� CVSS is  not:
� T hreat scoring system ( T he DH S color warning system)
� Vulnerability d atabase ( Symantec’s bugtraq )
� R eal-time attack scoring system ( Symantec’s A R I S)

S c op e Cons t r a i nt s
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� D ifferent O rg aniz ations
� Vend ors ( response)
� C oord inators ( notification,  coord ination)
� R eporters ( research,  d iscov ery)
� U sers ( mitigation)

� A l l  h ave different rol es ,  m otivations ,  p riorities ,  res ources ,  etc
� W e need a com m on way  to com m unicate!

W hy  CV S S ?
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H ow  d o w e s c or e now ? 
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A vulnerability whose exploitation is 
extrem ely d if f ic ult,  or whose im pac t is 
m inim al.

Low

E xploitability is m itig ated  to a 
sig nif ic ant d eg ree by f ac tors suc h as 
d ef ault c onf ig uration,  aud iting ,  or 
d if f ic ulty of  exploitation.

M od e r a t e

A vulnerability whose exploitation 
c ould  result in c om prom ise of  the 
c onf id entiality,  integ rity,  or availability 
of  users d ata,  or of  the integ rity or 
availability of  proc essing  resourc es.

I m p or t a n t

A vulnerability whose exploitation 
c ould  allow the propag ation of  an 
I nternet worm  without user ac tion.

C r i t i c a l
DefinitionR a ting

V end or  S c or i ng :  M i c r os of t
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Coor d i na t or  S c or i ng :  CE R T/ CC,  U S -CE R T
The metric value is a number between 0  and  1 8 0 that assig ns an ap p ro x imate 
severity  to  the vulnerability .  This number co nsid ers several f acto rs,  includ ing :

Q 1 I s inf o rmatio n abo ut the vulnerability  wid ely  available o r k no wn?
Q 2 I s the vulnerability  being  ex p lo ited  in the incid ents rep o rted ?
Q 3 I s the I nternet I nf rastructure at risk  because o f  this vulnerability ?
Q 4 H o w many  sy stems o n the I nternet are at risk  f ro m this vulnerability ?
Q 5 W hat is the imp act o f  ex p lo iting  the vulnerability ?
Q 6 H o w easy  is it to  ex p lo it the vulnerability ?
Q 7 W hat are the p reco nd itio ns req uired  to  ex p lo it the vulnerability ?

3 * (Q1 + Q2 + Q3) * (Q4 * Q5 * Q6 * Q7) / (20̂ 4)
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R es ea r c her  S c or i ng :  S ec u ni a

X SS,  priv ilege escalation,  
sensitiv e d ata ex posureLe s s  C r i t i c a l
Very limited  priv ilege escalation,  
locally ex ploitable DoS,  non-
sensitiv e d ata ex posure

N ot  C r i t i c a l

A s A bov e,  but DoS only or 
req uiring user interactionM od e r a t e l y  C r i t i c a l
A s A bov e,  no known ex ploitsH i g h l y  C r i t i c a l

T ypically used  for remotely 
ex ploitable v ulnerabilities,  which 
can lead  to system compromise.  
Successful ex ploitation d oes not 
normally req uire any interaction 
and  ex ploits are in the wild .

E x t r e m e l y  C r i t i c a l
DefinitionR a ting



© 20 0 5 by  FI RS T . O rg ,  I n c.
S lid e 1 1 /  C V S S  B asics [For Public Release]

� Micros oft s ay s  “Im p ortant”
� CE R T  s ay s  “47. 31 ”
� Secunia s ay s  “L es s  Critical ”

� U s er s ay s  “H uh ? ”

A nd  t he U s er …?
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The B u s y  S ec u r i t y  O p er a t i ons  G u y

W h a t  d oe s  i t  m e a n  t o h a v e  4 , 1 2 9  v u l n e r a b i l i t i e s  r e p or t e d  
i n  2 0 0 2 ?

Read the descriptions
4,129 vulnerabilities * 15 minutes = 129 days

A f f ected b y  1 0 %  of  the v u l nerab il ities?
I nstal l  patches on one sy stem

413  vulnerabilities * 1 h o ur = 52 days
Reading  reports and patching  a sing l e sy stem  costs 1 2 9  +  5 2  =  
1 8 1  day s
W hich v u l nerab il ity  shou l d I  patch f irst?   Rem ote root in D N S ?   
W eb  serv er?   D esk top sy stem s?   D oS af f ecting  rou ting  
inf rastru ctu re?
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� Metrics  and form ul as  y iel d a s core
� T h at’s  al l !

H ow  d oes  CV S S  w or k ?
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� A  cons tituent com p onent or ch aracteris tic of a vul nerab il ity  th at 
can b e q uantitativel y  or q ual itativel y  m eas ured

� Mak e up  th e b ul k  of CVSS
� T h ree dis tinct g roup s

� B ase M etrics
� T emporal M etrics
� E nv ironmental M etrics

� D es ig ned with  O B J E CT IVIT Y in m ind

M et r i c s
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CV S S  ( M et r i c s  V i ew )
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� Mos t fundam ental  q ual ities  of a vul nerab il ity
� D o not ch ang e;  “Im m utab l e”
� 7 B as e m etrics

B a s e M et r i c  G r ou p
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� Meas ures  wh eth er a vul nerab il ity  is  ex p l oitab l e l ocal l y  or 
rem otel y

� L ocal :  T h e vul nerab il ity  is  onl y  ex p l oitab l e l ocal l y
� R em ote:  T h e vul nerab il ity  is  ex p l oitab l e rem otel y  (and p os s ib l y  
l ocal l y  as  wel l )

B a s e M et r i c s :  A c c es s  V ec t or
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� Meas ures  th e com p l ex ity  of attack  req uired to ex p l oit th e 
vul nerab il ity  once an attack er h as  acces s  to th e targ et s y s tem

� H ig h :  Sp ecial iz ed acces s  conditions  ex is t
� specific wind ows of time ( a race cond ition) 
� specific circumstances ( non-d efault configurations) 
� v ictim interaction ( tainted  e-mail attachment)

� L ow:  Sp ecial iz ed acces s  conditions  or ex tenuating  
circum s tances  do not ex is t
� always ex ploitable ( most common case)

B a s e M et r i c s :  A c c es s  Comp l ex i t y
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� Meas ures  wh eth er or not an attack er needs  to b e auth enticated 
to th e targ et s y s tem  in order to ex p l oit th e vul nerab il ity

� R eq uired:  A uth entication is  req uired to acces s  and ex p l oit th e 
vul nerab il ity

� N ot R eq uired:  A uth entication is  not req uired to acces s  or ex p l oit 
th e vul nerab il ity

B a s e M et r i c s :  A u t hent i c a t i on
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� Meas ures  th e im p act on confidential ity  of a s ucces s ful  ex p l oit of
th e vul nerab il ity  on th e targ et s y s tem

� N one:  N o im p act on confidential ity
� P artial :  T h ere is  cons iderab l e inform ational  dis cl os ure
� Com p l ete:  A  total  com p rom is e of critical  s y s tem  inform ation

B a s e M et r i c s :  Conf i d ent i a l i t y  I mp a c t
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� Meas ures  th e im p act on Integ rity  of a s ucces s ful  ex p l oit of th e 
vul nerab il ity  on th e targ et s y s tem

� N one:  N o im p act on integ rity
� P artial :  Cons iderab l e b reach  in integ rity
� Com p l ete:  A  total  com p rom is e of s y s tem  integ rity

B a s e M et r i c s :  I nt eg r i t y  I mp a c t
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� Meas ures  th e im p act on A vail ab il ity  of a s ucces s ful  ex p l oit of th e
vul nerab il ity  on th e targ et s y s tem

� N one:  N o im p act on avail ab il ity
� P artial :  Cons iderab l e l ag  in or interrup tions  in res ource 
avail ab il ity

� Com p l ete:  T otal  s h utdown of th e affected res ource

B a s e M et r i c s :  A v a i l a b i l i t y  I mp a c t
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� A l l ows  a s core to convey  g reater weig h ting  to one of th ree im p act 
m etrics  over th e oth er two

� N orm al :  Confidential ity  Im p act,  Integ rity  Im p act,  and A vail ab il ity  
Im p act are al l  as s ig ned th e s am e weig h t

� Confidential ity :  Confidential ity  im p act is  as s ig ned g reater weig h t 
th an Integ rity  Im p act or A vail ab il ity  Im p act

� Integ rity :  Integ rity  Im p act is  as s ig ned g reater weig h t th an 
Confidential ity  Im p act or A vail ab il ity  Im p act

� A vail ab il ity :  A vail ab il ity  Im p act is  as s ig ned g reater weig h t th an 
Confidential ity  Im p act or Integ rity  Im p act.

B a s e M et r i c s :  I mp a c t  B i a s
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� T im e dep endent q ual ities  of a vul nerab il ity
� 3 T em p oral  m etrics

Temp or a l  M et r i c  G r ou p
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� Meas ures  h ow com p l ex  th e p roces s  is  to ex p l oit th e vul nerab il ity  
in th e targ et s y s tem  once it h as  b een acces s ed

� U np roven:  N o ex p l oit code is  y et avail ab l e
� P roof of Concep t:  P roof of concep t ex p l oit code is  avail ab l e
� F unctional :  F unctional  ex p l oit code is  avail ab l e
� H ig h :  E x p l oitab l e b y  functional  m ob il e autonom ous  code or no 
ex p l oit req uired (m anual  trig g er)

Temp or a l  M et r i c s :  E x p l oi t a b i l i t y
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� Meas ures  th e l evel  of s ol ution avail ab l e
� O fficial  F ix :  Com p l ete vendor s ol ution avail ab l e
� T em p orary  F ix :  T h ere is  an official  tem p orary  fix  avail ab l e
� W ork around:  T h ere is  an unofficial  non-vendor s ol ution avail ab l e
� U navail ab l e:  T h ere is  eith er no s ol ution avail ab l e or it is  
im p os s ib l e to ap p l y

Temp or a l  M et r i c s :  R emed i a t i on L ev el
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� Meas ures  th e deg ree of confidence in th e ex is tence of th e 
vul nerab il ity  and th e credib il ity  of its  rep ort

� U nconfirm ed:  A  s ing l e unconfirm ed s ource or p os s ib l y  s everal  
confl icting  rep orts

� U ncorrob orated:  Mul tip l e non-official  s ources ;  p os s ib l y  incl uding  
indep endent s ecurity  com p anies  or res earch  org aniz ations

� Confirm ed:  Vendor h as  rep orted/ confirm ed a p rob l em  with  its  
own p roduct

Temp or a l  M et r i c s :  R ep or t  Conf i d enc e
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� Im p l em entation and environm ent s p ecific q ual ities  of a 
vul nerab il ity

� 2  E nvironm ental  m etrics

E nv i r onment a l  M et r i c  G r ou p
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� Meas ures  th e p otential  for a l os s  in p h y s ical  eq uip m ent,  p rop erty
dam ag e or l os s  of l ife or l im b

� N one:  T h ere is  no p otential  for p rop erty  dam ag e.
� L ow:  A  s ucces s ful  ex p l oit of th is  vul nerab il ity  m ay  res ul t in l ig h t
p rop erty  dam ag e or l os s

� Medium :  A  s ucces s ful  ex p l oit of th is  vul nerab il ity  m ay  res ul t in 
s ig nificant p rop erty  dam ag e or l os s

� H ig h :  A  s ucces s ful ex p l oit of th is  vul nerab il ity  m ay  res ul t in 
catas trop h ic p rop erty  dam ag e and l os s

E nv i r onment a l  M et r i c s :  Col l a t er a l  D a ma g e 
P ot ent i a l
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� Meas ures  th e rel ative s iz e of th e fiel d of targ et s y s tem s  
s us cep tib l e to th e vul nerab il ity

� N one:  N o targ et s y s tem s  ex is t,  or targ ets  are s o h ig h l y  
s p ecial iz ed th at th ey  onl y  ex is t in a l ab oratory  s etting  (0% )

� L ow:  T arg ets  ex is t ins ide th e environm ent,  b ut on a s m al l  s cal e 
(1 %  - 1 5% )

� Medium :  T arg ets  ex is t ins ide th e environm ent,  b ut on a m edium  
s cal e (1 6%  - 49 % )

� H ig h :  T arg ets  ex is t ins ide th e environm ent on a cons iderab l e 
s cal e (50%  - 1 00% )

E nv i r onment a l  M et r i c s :  Ta r g et  D i s t r i b u t i on
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� T h e p roces s  of com b ining  m etric val ues
� B as e s core is  th e “foundation”

� M od ified  by T emporal and  E nv ironmental metrics
� B as e and T em p oral  s cores  com p uted b y  vendors  and 
coordinators  with  th e intent of b eing  p ub l is h ed

� E nvironm ental  s core op tional l y  com p uted b y  end-us er /  
org aniz ation

S c or i ng  a nd  F or mu l a s
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CV S S  ( S c or i ng  V i ew )
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� Com p uted b y  vendors  and coordinators
� Com b ines  innate ch aracteris tics  of th e vul nerab il ity
� T h e b as e s core h as  th e l arg es t b earing  on th e final  s core

� C omputed  primarily from the I mpact M etrics
� R ep res ents  vul nerab il ity  s everity

B a s e S c or i ng
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B a s e S c or i ng  F or mu l a

BaseScore = round to 1 digit of 10  

* (case AccessVector of local:     0.7   remote:       1.0)

* (case AccessComplexity of high:      0.8   low:          1.0)

* (case Authentication         of required:  0.6   not-required: 1.0)  

* ((case ConfidentialityImpact of none:      0     partial:      0.7  complete: 1.0)

*  (case ImpactBias of normal:    0.333 CNFDNTLTY:    0.5  INTGRTY:  0.25 AVLBLTY:  0.25)

+  (case IntegrityImpact of none:      0     partial:      0.7  complete: 1.0)

*  (case ImpactBias of normal:    0.333 CNFDNTLTY:    0.25 INTGRTY : 0.5 AVLBLTY : 0.25)

+  (case AvailabilityImpact of none:      0     partial:      0.7  complete: 1.0)

*  (case ImpactBias of normal:    0.333 CNFDNTLTY:    0.25 INTGRTY : 0.25 AVLBLTY : 0.5))
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� Com p uted b y  vendors  and coordinators
� Modifies  th e B as e Score
� A l l ows  for th e introduction of m itig ating  factors  to reduce th e 
s core of a vul nerab il ity

� D es ig ned to b e re-eval uated at s p ecific interval s  as  a 
vul nerab il ity  ag es

� R ep res ents  urg ency at s p ecific p oints  in tim e

Temp or a l  S c or i ng
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Temp or a l  S c or i ng  F or mu l a

TemporalScore = round to 1 digit of BaseScore

* (case Exploitability   of unproven:     0.85 proof-of-concept: 0.9  functional: 0.95 high: 1.00)

* (case RemediationLevelof official-fix: 0.87 temporary-fix:    0.90 workaround: 0.95 unavail: 1.00)

* (case ReportConfidence of unconfirmed:  0.90 uncorroborated:   0.95 confirmed:  1.00)
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� Com p uted b y  end us ers
� A dj us ts  com b ined B as e-T em p oral  s core
� Sh oul d b e cons idered th e F IN A L  s core
� R ep res ents  a s nap s h ot in tim e,  tail ored an environm ent
� U s er org aniz ations  wil l  us e th is  to p rioritiz e res p ons es with in th eir 
own environm ents

E nv i r onment a l  S c or i ng
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E nv i r onment a l  S c or i ng  F or mu l a

EnvironmentalScore= round to 1 digit of (TemporalScore + (10 - TemporalScore)

* (case CollateralDamagePotentialof none: 0 low: 0.1  medium: 0.3  high: 0.5))

* (case TargetDistribution of none: 0 low: 0.25 medium: 0.75 high: 1.00)
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Temp or a l  a nd  E nv i r onment a l  S c or i ng  
R a ng es
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EvaluatingC S CEvaluatingne tF o r e ns ic s
R o lling o utw e b M e th o d sEvaluatingM c A f e e
A d o p te dU nio n P ac if icEvaluatingI B M
A d o p te dT h am e s  W ate rEvaluatinge B ay
R o lling o utT e nab leA d o p te dC is c o
R o lling o utQ ualy sEvaluatingA r c S igh t

R o lling o utS y m ante cA d o p te dA m e r ic an 
W ate r

EvaluatingR W EEvaluatingA m az o n
Evaluatingnp o w e rA d o p te dA k am ai
StatusO r g an i z ati o nStatusO r g an i z ati o n

I nd u s t r y  A d op t i on
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CV S S  E x a mp l e
� Stack-based  buffer ov erflow in the P lug and  P lay ( P nP ) serv ice for 

M icrosoft Wind ows (CAN-2 0 0 5 -1 9 8 3 )

� D e s c r i p t i o n :  S t a c k -b a s e d  b u f f e r  o v e r f l o w i n  t h e  P l u g  a n d  
P l a y  (P n P )  s e r v i c e  f o r  M i c r o s o f t  W i n d o w s  2 0 0 0  a n d  
W i n d o w s  X P  S e r v i c e  P a c k  1  a l l o w s  r e m o t e  a t t a c k e r s t o  
e x e c u t e  a r b i t r a r y  c o d e v i a  a  c r a f t e d  p a c k e t ,  a n d  l o c a l  u s e r s  
t o  g a i n  p r i v i l e g e s  v i a  a  m a l i c i o u s  a p p l i c a t i o n ,  a s  e x p l o i t e d  
b y  t h e Z o t o b (a k a M y t o b )  w o r m .
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CV S S  E x a mp l e ( b a s e)
� B uffer ov erflow in the P lug and  P lay ( P nP ) serv ice for M icrosoft

Wind ows

Access Vector REMOTE
Access C om p l ex i ty L OW

Au th en ti ca ti on N OT- REQ U I RED
C on f i d en ti a l i ty  I m p a ct C OMP L ETE

I n teg ri ty  I m p a ct C OMP L ETE
Av a i l a b i l i ty  I m p a ct C OMP L ETE

I m p a ct B i a s N ORMA L

BASE SCORE  1 0 . 0
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CV S S  E x a mp l e ( t emp or a l ) 
� B uffer overfl ow in th e P l ug  and P l ay  (P nP ) s ervice for Micros oft
W indows

Exploitability HIGH
R e m e d iation  L e v e l O F F IC IA L - F IX
R e por t C on f i d e n c e C O N F IR M E D

TEMPORAL SCORE 7 . 8
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CV S S  E x a mp l e ( env i r oment a l )

Collateral Damage Potential HIGH

T arget Dis trib u tion M E D IU M

7.0E N V I R O N M E N T A L  S C O R E
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M et r i c  U s a g e
• So what does a CVSS Environmental Score of 7.0 for 

CAN-2004-0380 mean to me?
– We have a SIG to  get that data from CVSS evaluators
– Your response to 8.6 may be different than mine based on 

constituency 
– Consistent universal scoring of Base and Temporal categories 

provides relative severity
– So far…

• Any scoring / normalization of this many variables is 
going to be a gross generalization

– Some subjectivity in evaluating metrics
– Formulas encode some pre-defined values
– Some things are missed

W ith in 7 day s6-7
F iredril l7-1 0

N ex t P atch  Cy cl e4-5
N o im p act – wait for SP0-3
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Ca l l  f or  a c t i on
� CVSS needs  y ou!

� H ow y ou can h el p :
� A d option
� J oin the SiG

� F inanc ial S ervic es needs rep resentatio n in th e C V S S  S iG
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W her e t o f i nd  CV S S  ex a mp l es  on t he w eb
� F IR ST :  h ttp : / / www. firs t. org / cvs s
� N IST :  h ttp : / / nvd. nis t. g ov/ cvs s . cfm ? s h owal l and 
h ttp : / / nvd. nis t. g ov/ cvs s . cfm ? cal cul ator.  

� Cis co My SD N :  h ttp : / / tool s . cis co. com / My SD N / Intel l ig ence/ h om e. x
� N es s us :  h ttp : / / www. nes s us . org / p l ug ins / index . p h p ? view= newes t
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R oa d ma p
� Month l y  SiG m eeting s
� E vang el is m

� C ontinued  ind ustry ad option
� Im p rovem ents  and add-ons
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S u mma r y
� CVSS is  a way  to tal k  ab out vul nerab il ity  s everity
� N ew
� O p en
� Sim p l e
� O b j ective
� Com p reh ens ive


