BASE

SECURITY

Democratizing Incident

Response Tabletop Exercises

FIRST Technical Colloquium 2023 Federico Pacheco

Amsterdam, NL R+D+i Manager

fpacheco@base4sec.com

@FedeQuark
] [ D



Who is this unknown guy?

 Bornin Argentina

] . » |talian passport

= * Living in Spain

Committed to help reducing the gap between

industry and academia in cybersecurity



Disclaimer

This presentation may contain
excessive amounts of memes in order

to bypass cultural barriers
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What it seems to be
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What customers thinkitis




What we think our approach is




What usually occurs




Exercise Dynamics

Participants -2 Areas

Scenario =2 Events

Information -2 Decisions

Interaction




What for?
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Player

Types of participants

.

Observer

1,

Connector

Coordinator




Scenario creation

By threat category

Denial of : Data Social Third Physical
Ransomware : Insiders : : . : :
Service Leakeage Engineering parties disruption

) A 2] & 3 1L 0

By industry

Banking & Government : Critical Manufacture Software Health
Insurance infrastructure Development

n 2 8 @




Design Decisions

Mode Profiles Interaction
Classic Technical Virtual
Platform-based Executive In person

Hybrid Hybrid Hybrid




Scenario

Event1

Event 2

Event 3

Event N

Classic Mode

) | Coordinator | INENNNNNE)

Event1

Debate

Connectors Observers

Participants

Team X

TeamY

Team Z

Debate



Platform-based mode

Scenario

Event1

Event 2

Event 3

Software

|

Event N

Coordinator
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Software

Internal debates

External

debates

Event 1 Participants
Event 2
Event N » Team X
> TeamY
> TeamZ
Observers
Connectors




MSEL (Master Scenario Events List)

Real
- B Title Date Subject From To Player Meth~- Script Expected Action
v | Time~ - - - - - - -
Viernes Equipo A Todas las Windows del usuario no permite acceder a sus archivos de Analisis del incidentes para
1| 7:30 PM| 9:00 AM Incidente en equipo de usuario Ticket numero 31878432 |Usuario Juan Perez auip - Inbox - P -~ P
9:00 AM Managers de TlfCybersecurity Eempresas trabajo. chequear si hay ransomware
s . R . s . . Equipo B Esta semana se detectd un aumento en la actividad .
Moticia: Ciberdelincuentes Viernes |Actividad cibercriminal ) 3 . |todaslas N e A Contactar al equipo de
2| 7:30PM| 9:00 AM N N Agencia de prensa Managers de Operaciones, negocio, Inbox  |cibercriminal local, y se sospecha que podrian iniciarse ~
activos 9:00 AM [creciente N L. empresas . IT/Cybersecurity
legales y Prensa/Comunicacion ataques dirigidos
Viernes Usuario Humberto Equipo A Todas las
3 | 7:32 PM| 10:30 AM Intento de Phishing Ticket numero 31878440 auip ~ Inbox  |Email sospechoso reportado en el equipo del usuario. Analisis del caso
10:00 AM Velez Managers de TIfCybersecurity empresas
vi da de Auditori Eauipe 8 Todas | S i dia | daré inicio a la auditori
N iernes enda de Auditoria B , . odas las e comunica que dia lunes se dara inicio a Iz auditoria
4 | 7:32 PM| 10:30 AM Anuncio de auditoria Ae Auditor Externo Managers de Operaciones, negocio, Inbox _q N M/SA
10:00 AM |Externa - N empresas externa previamente estipulada.
legales y Prensa/Comunicacion
Ciberdelincuentes publican en vi Analista de Threat Equing A Todas | a hino Gnefoab publice Twitt .
s | 7:35 P 11:00 Am RRSS que tienen informacion 'EMNES e ent #A7893182 nelista de Thres auipe 3 oHEs IS |y pox  |o STUPE chino Gnetoab publico en Twitker que tienen Proponer Worst Case Scenario
N 11:00 AM Iintelligence Managers de TI/Cybersecurity empresas informacion de varias empresas del sector.
de varias empresas
vi Reporte de fall Coordinador d Fauipo 5 Todas | Se detectd I fos de material a clientes. 5 analisis de situaci
iernes |Reporte de falla en oordinador de odas las e detectd un error en los envios de material a clientes. Se nalisis de situacién por
& | 7:35 PM|11:00 AP Problema en logistica p - T Managers de Operaciones, negocio, Inbox N . N B - ~ P -
11:00 AM |logistica logistica N . empresas esperan costos derivados de la solucidn del inconveniente. posible impacto en el negocio
legales y Prensa/Comunicacidn
Viernes . _— Equipc de Respuesta a|Equipo A Todas las El incidente de acceso a documentos del usuaric Juan Perez se .
7 | 7:38 PM|12:30 PM Incidente contenido Resolucidn de incidente a R P e auip . Inbox . - o Registrar detalles del caso
12:00 PM Incidentes Managers de TI/Cybersecurity empresas trato de un problema con una configuracion
Empresa del mismo sector Wiernes [Unaempresa reporta el Equipo 8 Todas las Un colega de otra empresa avisa que tuvieron un problema Analisis de situacion por
8 | 7:38 PM|12:30 PM P ! na emp P Jefe de operaciones  |Managers de Operaciones, negocio, Inbox 1 'P que i p Hsts | por
reporta proklema parecido 12:00 PM |mismo error N . empresas semejante al que tuvimos con la logistica. posible impacto en el negocio
legales y Prensa/Comunicacién
Ciberdelincuentes publican en vi Analista de Threat Equipo A Todas | El grupo chino Gnefoab publicd en Twitter una muestra de
iernes nzlista de Threa uipo odas las
9 | 7:41PM| 1:00 PM RRSS que tienen informacion 1:00 PMI Event #BP893182 intelli I\: P de TI/Cyb ~ Inbox |datos reales de varias empresas, entre las cuales mencionan a|Proponer Worst Case Scenario
2 ntelligence anagers de ersecuri empresas
de LogiStock & 2 o w P LogiStock, nuestro proveedor de software de logistica.
s . R . s . . Equipo B Esta semana se detectd un aumento en la actividad .
Moticia: Ciberdelincuentes Viernes |Actividad cibercriminal _ _ R Todas las _ o P Contactar al equipo de
10| 7:41PM| 1:00 PM N N Agencia de prensa Managers de Operaciones, negocio, Inbox  |cibercriminal local, y se sospecha que podrian iniciarse B
activos 1:00 PM |creciente empresas IT/Cybersecurity

legales y Prensa/Comunicacion

ataques dirigidos.




Live continuous debate

Timing according to interaction

Same info for everyone

Biased towards the most talkative

Different info by teams

More realistic (chat/calls)

Fixed timing according to design

No continuous interaction

Best of both worlds

Fully realistic

Higher complexity

Needs maturity




The pioneers: DECIDE
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* Built by Norwich University Applied Research Institute
* Funding by USA DHS: USD 18.7 million in 12 years

The Big4 have their own platform 2> pw_:- Deloitte M




What about a low-cost version?

[Requirements gathering

[Collaborative platform selection

[Story and scenario design ‘J

3

N
[Validation & testing

[Improvements based on feedback




Idea validation

Cybersecurity
industry
Cybersecurity - International
community companies
Education - Colleagues and
alumni

- Students in
university
courses



Manual events
delivery




Cybersecurity Community

WILC - Simuacion 18/09/21 v

Fecha Viernes 9:30 AM

Asunto Event #5243226

De SIEM
las cabeceras y la traza del ma
car informacion en Twitter y foros de

El servidor web ra
mala reputacion

analisis de datos compartidos con la empresa proveedora y anz

& .v..-r es 10:00 AM
Asunto  |Event #5243228 a 1, 5:35 PM, inhabilitar y cambio contrasefia cuenta del usuario en aplicacione:
SIEM
ques no han sido exitosos gracias al cambio de credenciales
Texto El SO del servidor

Se contacta a Second list para verificar

PM, Se analiza datos compartidos con mpacto
Fecha Viernes 10:30 AM

Asunto Andlisis del caso: |
De Equipo de Respus B 5 PM, Se aisla storage y ura backup en storage alternativo. Se analiza impacto
- p—e B 3

1 registro-de-acciones

—tnd Tras ol andlisis del
L)

soliicta informacion a Second List sobre estimado de re: imiento
indicadores de ria

margenes estabh

Fede Pachec

Full session (in Spanish): www.twitch.tv/videos/1152676115



Automated events delivery

BORIS

(Bot para Orquestacion de Respuesta a Incidentes de Seguridad)

: Python Discord




v1.0: multiplatform orchestration BASE

SECURITY

#inbox #inbox #inbox = #inbox
Team-3 Team-N

Team-1  Team-2

Discord
* Slack
* WhatsApp

Technical

Table ‘ e

T3SF - Top 8 Others
Simulation
Framework

Sector/Industry > Story e Type of incident




Example: Discord and Slack

Company Hinbox WILC - IR - Testing Workspace ~

Amazon Web Services
Anomalous Files Detected
Date: Monday 9:30 AM
We detected some anomalous files in your S3 Bucket.

42 ouciers 3

= SOC - BASE4 ' :
-han!

SOC - Internal Phising Alert
Date: Monday 9:40 AM » Direct me
etected a number of phishin n from diff

Please note that we detected a large number of phishing emails coming from

different email addresses.

Ignore messages from emails with the address @notanemail.net




xample: Telegram and WhatsApp

A Inbox - Infosec
Q. Search ; -
2 subscribers

Inbox - Infosec

In ts, Yo

AllChats  Channels )  Bots

2 UNREAD MESSAGES
GM-CHAT 2002 GM-CHAT
Test 1 Incidents Bot: 8§ Bot running... The bot is Up.

48 Bot running... The bot is Up and running! Ingid... Incidents Bot

Inbox - SRE e Inbox - Infosec 8:05 pr
Incidents Bot: SOC - Internal Phising Alert D...

Inbox - PR{COMMS & 20i02
Incidents Bot
v/

- 200
Inbox - Legal ooz Anomalous Files Detected
Pruebas Bot

Date: Monday 9:30 AM
Inbox - People S From: Amazon Web Services

B Inbox - PR/Comm 8:05 We detected some anomalous files in your S3
Inbox - Data Governance W 20002 _ s

Anomalous Files Detected e Bucket. 8:05 pm

Date; Monday 9:30 AM e

From: Amazon Web Services SOC - Internal Phising Alert

Inbox - Legal 8:0
we detected some anemalous files In your 53 Bucket ”
o2 X -- Date: Monday 9:40 AM

From: SOC - BASE4

SOC - Internal Phising Alert

Date: Monday 2 0 Inbox - People Please note that we detected a large number of phishing emails coming from
- - different email addresses.
Please note that we detected a large number of phishing emails coming from
different email addresses.

SR T = e T e Inbox - Data Governance Ignore messages from emails with the address @notanemail.net




#inbox-Cybersecurity #chat-Cybersecurity

Ticket numero 31878432

n Ernesto: this does not seem like a
Usuario Juan Perez | Viernes 9:00 AM

normal incident. I suggest we

Windows del usuario no permite acceder a sus archivos de trabajo. l nvest l ga te fu r the r
Event #BP893182 Federico: I agree, let's see what the
.AnalistadeThreatIntelligEnce Viernes 1:00 PM infrastructure people tell us

El grupo chino Gnefoab publicé en Twitter una muestra de datos reales de varias
empresas, entre las cuales mencionan a LogiStock, nuestro proveedor de software de *
logistica.
Ernesto: ok, who can ask?
Resolucidn de incidente

H Equipo de Respuesta a Incidentes | Viernes 3:00 PM Ana: T m on ]_ t

El caso de acceso a documentos del usuario Tomas Lopez se tratd de un Ransomware. El
software de seguridad logrd detener el cifrado de los datos y contuvo el incidente. .

Anilisis del caso de phishing
uAnaIistadeThreat Intelligence Viernes 5:30 PM Joaquin - T thlnk we have a problem
Se encontrd que un usuario colocd informacion de login en un sitio derivado del ataque

de phishing, lo que derivé en el robo de datos sensibles de la cuenta corporativa del Ana: we must talk to Le ga 1
usuario.




#inbox-Legal&Compliance

#chat-Legal&Compliance

Reporte de falla en logistica

H Coordinador de logistica | Viernes 11:00 AM

Se detecté un error en los envios de material a clientes. Se esperan costos derivados de
la solucion del inconveniente.

Ransomware detectado en la red

H Manager de Cybersecurity | Sabado 12:00 PM

Se detecté que una parte del storage quedd cifrado por un ransomware, no tenemos
certeza de que los datos hayan sido filtrados realmente. Estamos evaluando planes de
accion.

Reunion de status
B comité de Crisis | Sabado 9:00AM

Se convoca una reunion de status con todos los managers para definir acciones posibles

Vanesa: Can this cause a bigger issue?

Carlos: We will be exposed to regulatory
risk if we don’t act quickly

Cristina: Let’s ask about the technical
scope to cybersecurity

Carlos: let’s see 1if PR can make a
formal communication

Vanesa: yes, that’s the right choice

Cristina: we can’t waste more time

Vanesa: let’s take this to the committee




Open TTX in Hybrid mode

Ekoparty Security Conference 2022

| ,
| b




v1.2: GUI + more features

T3SF - Management GUI

View and control the status of the exercise.

Logs: Set Log Level:

Debug v Clear Logs

[DEBUG] Starting GUI

[DEBUG] Starting BOT

[DEBUG] Slack Bot is ready!

[DEBUG] Reading MSEL

[DEBUG] We have the inboxes right now

[INFO] The bot it's heating up! Give us just a second!!
[DEBUG] Previous 30 - Actual 30

[INFO] Inject 1/6

[INFO] The bot is Up and running! Lets the game begin!
[DEBUG] Previous 30 - Actual 31

[INFO] we have a difference of 1 minute(s) - 60 seconds
[INFO] Inject 2/6 16:16:21
[DEBUG] Previous 31 - Actual 32 16:16:21
[INFO] We have a difference of 1 minute(s) - 60 seconds 16:16:21
[INFO] Inject 3/6

[DEBUG] Previous 32 - Actual 32

[INFO] Inject 4/6

[DEBUG] Previous 32 - Actual 33

[INFO] We have a difference of 1 minute(s) - 60 seconds

[INFO] Poll Question: [E] Hey guys, do you think that this one is a good movie? Selected Answer: Yes, awesome By: @lanfran02




Not so fast...

How to
convince the
CEO to make it

Open Source

BASE/

SECURITY




Documentation and Source Code

BASE

SECURITY

2 Installation
CORE Installation

Platform-based installation

Usage
CORE Functions
Multi Platform Handl

Discord
Slack

Telegram

WhatsApp

Installation

You can download the framework in 2 ways, one is the framework itself (Core Installation),

other is based in the platform that you are going to use (eg. Discord, Slack).

CORE Installation
The installation of the framework itself it's really easy!
You just have to run pip and voilal

pip install T3sF

Platform-based installation

1. Git clone the repository. [https:/github.com/Base4Security/ T3SF]
2. Go to the correspondent platform folder (with cd T3SF/[platform]/
3. Install requirements:

pip3 install -r require

Create a virtual enviroment {optional): gython3 -m venv ven

4. Follow the specific steps for the chosen platform
5. Edit the confiz.ini file with the correct platform.
6. Run the bot:

pytnon3 bot.p

7. You are ready to go!

B Base4Security / T3SF

<> Code (@ lssues 1 Pullrequests () Actions [ Projects @ Security |~ Insights

¥ main ~ $ 2 branches

e lanfranB4 Updated Slack's injects example

.github/ISSUE_TEMPL...
T3SF

docs

examples
CHANGELOG.md
CONTRIBUTING.md
LICENSE

README.md

DD 0D 0O

TODO.md

Public <2 Edit Pins ~

© 3 tags Go to file Add file ~

3d513¢5 last week

Update issue templates

Version 1.2!

Edited README, added CHANGELOG
Updated Slack’s injects example
Version 1.2!

Update CONTRIBUTING.md

Initial commit

Version 1.2!

Version 1.2!

<& Watch 1

<> Code ~

D 24 commits

last year
2 weeks ago
last year
last week
2 weeks ago
last year
last year
2 weeks ago

2 weeks ago

% Fork 1 - Yy Star 15

# Settings

About

Technical Tabletop Exercises Simulation
Framework

@ T3SFreadthedocs.io/en/latest/

slack framework telegram
telegram-bot discord discord-bot
python3 whatsapp slack-bot

python-3 whatsapp-bot X

Readme
GPL-3.0 license
15 stars

1 watching

1fork

< O % 2 B

Report repository

https://t3sf.readthedocs.io

https://github.com/Base4Security/T3SF




Methodology

Planning

Design

Deliverables

Initial planning

Welcome Package

Detailed results report

Executive summary

r

Execution

~

BASE

SECURITY

Evaluation




The Story: our IR Hero Journey

Indﬂng
incident

EXPosiTion
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Upcoming features

 GUI for automated platform channels creation
« Scenarios and injects database (based on OpenAl)
* Full compatibility with the main platforms

* Integration with technical emulation tests
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Lessons learned

« TTXs proved to help enhance IR capabilities

« TTXs work for (almost) any kind of organization
 Traditional mode is still the most common choice

« TTXs coordinationis a fine art

 The human factor is key: Communication problems
* People fight the scenarios (mostly tech guys)

« Open-Source tools can help democratization
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Thanks for your time

Federico Pacheco

FIRST Technical Colloquium 2023 R+D+i Manager
fpacheco@base4sec.com

Amsterdam, NL @FedeQuark
] L D



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40: Thanks for your time

