
Tracking Open Source Supply Chain 
Attackers: The New Frontier

Jossef Harush Kadouri
Head of Supply Chain Security
Checkmarx
@jossefharush





Fighting Software Supply Chain Attackers
My Team’s Mission:



Software Supply Chain
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Software Supply Chain Risks
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<140 malicious package in database>
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Notas do Presenter
Notas de apresentação
Image of slsa











Popular != Safe
Part 1



































































Notas do Presenter
Notas de apresentação
protestware - state this is a thing now







List of Popular Packages Gone Bad

ua-parser-js
coa
rc

node-ipc
colors, faker
styled-components
…



Don’t Believe What You See
Part 2























































Attackers are Evolving
Part 3



12 malicious typo packages















Target? Csgo server



Counter strike



W4SP Stealer



















Notas do Presenter
Notas de apresentação
How our retro hunting system helps us discover more attacks.
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Why It's That Easy
Part 4 - Summary

114

Notas do Presenter
Notas de apresentação
Image of slsa



Ecosystem was not built for security

No vetting of metadata that developers rely on
– Package name
– Related git repository
– Website URL
– Description

It’s hard to know who’s telling the truth
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Account are taken over

Not all maintainers enabled 2FA
If enabled, stolen CI tokens does not require 2FA
Expired domains
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Vulnerable != Malicious

It's OK to manage the risk of vulnerable open-source code
– Vulnerability may be not applicable to you
– You can disable the vulnerable functionality

You are NEVER OK having malicious open-source code
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We need to audit

Evidence is being deleted 💀💀
– Imagine you’re installed a malicious package and it was deleted by 

Python. How would you know?

We need universal IDs for malicious packages
– For example, IDs of the same incident:

cx-2021-b8833-be2146 (Checkmarx)
SNYK-JS-RC-1911120 (Snyk)
sonatype-2021-1696 (Sonatype)
GHSA-g2q5-5433-rhrf (GitHub)
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Not a malicious packages problem.
An attacker problem.





Thank You
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