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INCIDENT RESPONSE APPROACH

▪ IDENTIFICATION/SCOPING

▪ CONTAINMENT/INTELLIGENCE DEVELOPMENT

▪ ERADICATION/REMEDIATION

▪ AVOIDING "WHACK-A-MOLE" INCIDENT RESPONSE

T-CERT 
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BACKGROUND

“ It is not always Colonel Mustard in 
the remote access VPN solution
with the leaked user credentials.”

“ The Adversary trail may lead to something, which 
magically led to initial access, privilege escalation 
or lateral movement.”

“ Quick identification of relevant vulnerabilities 
enhances the abilities of Incident Response teams 
to minimise impact.”

TVE
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BACKGROUND

“ Tesorion Vulnerability Explorer is built 
to help Incident Response teams 
identify software vulnerabilities in 
applications, prioritized by 
likelihood of exploitation. This is 
done by combining information from 
six scoring systems and frameworks.”

TVE
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OLDER VULNERABILITIES
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INGREDIENTS

▪ CVE Used to identify vulnerabilities.

▪ CVSS The potential impact of a vulnerability.

▪ EPSS The likelihood a vulnerability will be exploited. 

▪ CPE Filter vulnerabilities for a specific product.

▪ CISA KEV Reference for known exploited vulnerabilities.

▪ CWE Most common software and hardware weakness 
types.

▪ OSV An open approach for vulnerability information 
   for open source. 
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FRAMEWORK

“A system to score the likelihood a vulnerability will be exploited in 
the next 30 days for a given date.”

▪ EPSS Score Represents the probability [0-1] of  
    exploitation in the wild in the next 30 days.

▪ EPSS Percentile Proportion of all scored vulnerabilities with 
   the same or a lower EPSS score.
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SOURCES
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Description Sources

Exploitation activity in the wild Fortinet, AlienVault, Shadowserver, GreyNoise

Publicly available exploit code Exploit-DB, GitHub, MetaSploit

CVE mentioned on list or website CISA KEV, Google Project Zero, Trend Micro ZDI

Social media Mentions/discussion on Twitter

Offensive security tools and scanners Intrigue, sn1per, jaeles, nuclei

References with labels MITRE CVE List, NVD

Keyword description of vulnerability Text description in MITRE CVE List

CVSS metrics & CWE National Vulnerability Database (NVD)

Vendor labels National Vulnerability Database (NVD)

Age of the vulnerability Days since CVE published in MITRE CVE list



DEMO TIME
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TVE – First use
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TVE – First glimpse

3 October 2023

Classification: Public 23



Filter on CPE –
Citrix ADC
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CPE explained

cpe:2.3:a:citrix:netscaler:*

Classification: Public

Element Description

cpe:2.3 Schema version

a
Part – “a” is the abbreviation of Application,
Other options are “o” for operating system and “h” for hardware

citrix Vendor

netscaler Product

* A wildcard is used for the fields: version, update and edition
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Filter on CPE –
Citrix ADC
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Details –
CVE-2023-3519
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Filter Multiple CVEs –
Ivanti
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Details –
CVE-2023-35078
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Filter on OSV
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Filter on Text file –
Oracle CPU
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Filter on Text file –
Vulnerability scan
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Incoming call…

INTRODUCTIONWARSTORY 
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BLUFF FOR MONEYWARSTORY
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BLUFF FOR MONEYWARSTORY
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What’s next?

▪ Apply multiple CPE filters
▪ Import CPE from Shodan / Censys export
▪ Use of CPE API key
▪ Enrich with Actors (via CWE?)
▪ EPSS year trend
▪ Explanation of EPSS score changes

Feature roadmap

GitHub project
https://github.com/tesorion/TCERT-
Tesorion_Vulnerability_Explorer

Try it yourself!
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Questions?

In case of emergencies
+31 88 27 47 800
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