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http://www.pandasecurity.com/mediacenter/news/pandalabs-study-q1/ 
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Infection Path 
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DriveBy 
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Traditional IH Process 
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• Bank Customer ? 
• Bank ? 
•  ISP ? 
• Hoster ? 
• Website Owner? 
• Registry? 
• Registrar? 
• Government? 

Whose problem is it anyway? 
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Stop the blame game! 
Act! 

Wrong Question! 
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The internet underground is financially driven! 
 
 

Sabotage the criminals business case! 
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Every player has unique possibilities to interrupt the criminal 
value chain! 
 
• Bank Customer: Be careful 
• Bank: Detect and stop fraud 
•  ISP: Block, mitigate help customers 
• Hoster: Mitigate 
• Website Owner: Protect 
• Registry: Mitigate 
• Registrar: Mitigate 
• Government: Create ground for action 
 

Collaboration 
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Focus: Enduser 
 
Empower to keep is 
systems clean! 
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Free (online) tools too: 
 
• Check router settings 

• Browser plugins 

• 2nd opinion scanner 
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May refer customer to check with an identifier 
 
Receive the results to better support customer 
 
 

Member goodies 
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Cooperation for Awareness 
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Awareness 

19 



© 2016 SWITCH 20 



© 2016 SWITCH 



© 2016 SWITCH 

Cooperation against Phishing 
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ch/li ccTLD misuse 

23 Drive By Phishing
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•  End users (via antiphishing.ch) 
•  University users  
•  Spamtraps 
•  Community (APWG, CERTs, 
SISA) 

Phish Reports 
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Detection 

Verification 

Takedown & Notice          Filtering 
 
 

AAI 

URL-BL DNS-FW 
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Cooperation for a Safer Internet 
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25’000  
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Reported Domains 
processed 

12’000  
Misused Domains 
cleaned 
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7  

Take or buy? 
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Bought 

11’993 Domains taken 
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1. Awareness 
2. Domain Abuse Process 
3. Working with Partners 
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1. Awareness 
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2. Domain Abuse Process 
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• From: SWITCH - Safer Internet <cert@switch.ch> 

• Subject: [SWITCH-CERT  #271111] Missuse of your 
website test[.]ch 

• Subject: [SWITCH-CERT  #271111] Missuse of your 
website test[.]ch stopped 

• Different RTIR# for each role 
 

Notification Emails 
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notification emails go to “case contacts”: 
 
- Registrar 
- Tech-c     (if in whois) 
- Domain holder   (opt-out for first email) 
- Webhoster    (if identified by SOA) 
 
All “Case contacts” will get email-updates  
 

Notification emails 
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“Please get in touch with your 
technical contact, hosting 
provider or registrar as soon 
as possible.” 

Notification to domain holder  
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Status Portal 
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3. Working with Partners 
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• Registrars 
• Webhoster 
• Swiss Internet Security Alicance (SISA) 
• Data Feed Providers 
• CMS Community 

Working with Partners 
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• Meetings twice a year 
• Information about domain abuse process 
• Listen to feedback 
• Exchange data 
• Discuss best practices 
• Share information  
• Trainings (planed) 

Working with Partners II 
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Misuse of Domain Names  
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Share your data 
 

cert@switch.ch 
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