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Research Question

Can We Tell the Threat Actor 
from Their ATT&CK TIDs?

TID: Technique IDentifier



Why This Question Matters
Attribution improves your cyber defense

1. Incident Response

§ Enables effective countermeasures

2. Adversary Emulation

§ Helps determine scenarios 
for red teaming/BAS tools

3. SOC Assessment
§ Prioritizes controls to check based on threat actors

・・・

…
Adversary Emulation Library

[https://github.com/center-for-threat-informed-defense/adversary_emulation_library]

…



TIDs in Tools
Recorded Future

CrowdStrike FireEye



TIDs in CTI Reports

…
…



Answer to the Research Question

Not a Complete Yes but Very 
Promising Results



Two Approaches

•TF-IDF

•Decision Tree

TF-IDF: Term Frequency–Inverse Document Frequency
TID: (ATT&CK) Technique IDentifier



TF-IDF

TF-IDF: Term Frequency–Inverse Document Frequency



ATT&CK Group



Group TID Vectors
1 – TID in “Techniques Used” of the Group
0 – TID not in “Techniques Used” of the Group

TID
Group

… T1053.005 T1055 T1055.001 T1055.002 T1055.012 T1055.013 T1056.001 T1056.002 T1057 T1059 T1059.001 T1059.003 T1059.006 …

G0094 
(Kimsuky)

… 0 1 0 0 0 0 1 0 0 0 1 0 0 …

G0040 
(Patchwork)

… 1 0 0 0 1 0 0 0 0 0 1 1 0 …

G0074 
(Dragonfly 2.0)

… 1 0 0 0 0 0 0 0 0 1 1 1 1 …

G0072 
(Honeybee)

… 0 1 0 0 0 0 0 0 1 0 0 1 0 …

G0050 
(APT32)

… 1 1 0 0 0 0 1 0 0 1 1 1 0 …

G0043 
(Group5)

… 0 0 0 0 0 0 1 0 0 0 0 0 0 …

G0100 
(Inception)

… 0 0 0 0 0 0 0 0 1 0 1 0 0 …

G0080 
(Cobalt Group)

… 1 1 0 0 0 0 0 0 0 0 1 1 0 …

… … … … … … … … … … … … … … … …



Group TF-IDF Vectors

TID
Group

… T1053.005 T1055 T1055.001 T1055.002 T1055.012 T1055.013 T1056.001 T1056.002 T1057 T1059 T1059.001 T1059.003 T1059.006 …

G0094 
(Kimsuky)

… 0 0.235 0 0 0 0 0.189 0 0 0 0.129 0 0 …

G0040 
(Patchwork)

… 0.125 0 0 0 0.227 0 0 0 0 0 0.100 0.105 0 …

G0074 
(Dragonfly 2.0)

… 0.106 0 0 0 0 0 0 0 0 0.147 0.085 0.089 0.177 …

G0072 
(Honeybee)

… 0 0.239 0 0 0 0 0 0 0.181 0 0 0.137 0 …

G0050 
(APT32)

… 0.083 0.122 0 0 0 0 0.098 0 0 0.116 0.067 0.070 0 …

G0043 
(Group5)

… 0 0 0 0 0 0 0.457 0 0 0 0 0 0 …

G0100 
(Inception)

… 0 0 0 0 0 0 0 0 0.185 0 0.133 0 0 …

G0080 
(Cobalt Group)

… 0.126 0.185 0 0 0 0 0 0 0 0 0.101 0.106 0 …

… … … … … … … … … … … … … … … …

• Applied TF-IDF with TIDs as terms and Groups as documents

TF-IDF: Term Frequency–Inverse Document Frequency



TID
Report

… T1053.005 T1055 T1055.001 T1055.002 T1055.012 T1055.013 T1056.001 T1056.002 T1057 T1059 T1059.001 T1059.003 T1059.006 …

aa20-301a … 0 1 0 0 0 0 1 0 0 0 1 0 1 …

Evaluation – Using a CTI Report

…

CTI TID Vector)



Determining Likely Threat Actors (Groups)

= X

TID
Group … T1053.005 T1055 T1055.001 T1055.002 T1055.012 T1055.013 T1056.001 T1056.002 T1057 T1059 T1059.001 T1059.003 T1059.006 … < , X>

G0094 
(Kimsuky) … 0 0.235 0 0 0 0 0.189 0 0 0 0.129 0 0 … 0.498

G0040 
(Patchwork) … 0.125 0 0 0 0.227 0 0 0 0 0 0.100 0.105 0 … 0.316

G0074 
(Dragonfly 2.0) … 0.106 0 0 0 0 0 0 0 0 0.147 0.085 0.089 0.177 … 0.313

G0072 
(Honeybee) … 0 0.239 0 0 0 0 0 0 0.181 0 0 0.137 0 … 0.305

G0050 
(APT32) … 0.083 0.122 0 0 0 0 0.098 0 0 0.116 0.067 0.070 0 … 0.291

G0043 
(Group5) … 0 0 0 0 0 0 0.457 0 0 0 0 0 0 … 0.256

G0100 
(Inception) … 0 0 0 0 0 0 0 0 0.185 0 0.133 0 0 … 0.247

G0080 
(Cobalt Group) … 0.126 0.185 0 0 0 0 0 0 0 0 0.101 0.106 0 … 0.243

… … … … … … … … … … … … … … … … …

TID
Report … T1053.005 T1055 T1055.001 T1055.002 T1055.012 T1055.013 T1056.001 T1056.002 T1057 T1059 T1059.001 T1059.003 T1059.006 …

aa20-301a … 0 0.189 0 0 0 0 0.189 0 0 0 0.189 0 0.189 …

CTI TID Vector (Normalized)

= X

Inner Prod
uct



PCA to Visualize the Idea

§ Applied Principal 
Component Analysis (PCA) 
to Group TF-IDF vectors 

§ Plotted the CTI TID vector 
in the vector space

CTI TID Vector (Normalized)

Kimsuky

Patchwork

• Group TF-IDF Vector



In Three Dimension



TF-IDF Evaluations
• TF-IDF Results
• CISA Kimsuky Report -> “Kimsuky”: No. 1
• ESET OceanLotus Report –> “APT32/OceanLotus”: No. 2

• “APT32” not in top 30 for Mandiant APT32 Report
• Problems caused by:

• Groups with too few TIDs
• Top 15 most sighted TIDs 

• Tuned algorithm moved “APT32/OceanLotus” to No. 10

• Note: Pitfalls with CTI reports 
• Ex. ATT&CK includes the CTI report -> Rewind the ATT&CK version



TF-IDF – 
Say you don’t know 
what you don’t know!



In Case of Mandiant APT43 Report

• Is G0112 still the winner?
• Actually this is a trick question …

• APT43 is not in ATT&CK!

•Can we say we don’t know 
what we don’t know?

TID
Group score

G0112
(Windshift) 0.373

G0049 (OilRig) 0.360

G0021
(Molerats) 0.359

G0040
(Patchwork) 0.358

G0050
(APT32) 0.356

… …

Mandiant APT43 Report:
https://www.mandiant.com/resources/blog/apt43-north-korea-cybercrime-espionage



• When the variance is small (below a given 
threshold,  Vmin), we say we don't know

Yes, we can … say we don’t know what we 
don’t know

Unknown

TID
Group score

G0112
(Windshift) 0.373

G0049 
(OilRig) 0.360

G0021
(Molerats) 0.359

G0040
(Patchwork) 0.358

G0050
(APT32) 0.356

… …

Variance = 4.57x10-5

Variance < Vmin
Yes

No



“Unknown” Can Be a Right Answer
• … and a responsible one when:

• A new threat group unknown before pops up

• A threat group sometimes changes their techniques

High variance of TF/IDF scores
-> Groups with high scores

Low variance of TF/IDF scores
-> “Unknown”

1 2 3 4 5

score

mean

... 

1 2 3 4 5

score

mean

... 



Decision Tree



Decision Tree Example



Decision Tree for Attribution



Attribution by Decision Tree
• Why you did not observe a technique?

• You simply failed to observe it

• The threat actor did not use it in their arsenal 
for this attack

• The threat actor does not use it in general

• The absence of a technique observation may 
lead to a wrong conclusion

True False



Threat Hunting in ACH Context

Competing Hypotheses
• G0007 (APT28)
• G0034 (Sandworm)

Threat Hunt for T1573 
(Encrypted Channel)

ACH: Analysis of Competing Hypotheses



Conclusions



Our Journey of 2020

Where 
Human and 
System 

Defenders 
Share Treasure

Sea of 
IoCs

Signpost
Road Behind

Bridge

Koji

Ryu

Toshi

• We found the treasure where human and system 
defenders share



We are back and … 

• Found a way to extract treasure from MITRE ATT&CK
• … an enabler for attribution



Summary

• Can We Tell the Threat Actor from Their ATT&CK TIDs?
ØNot a Complete Yes but Very Promising Results

• Landscape changes enabled our approaches 
• Changes: Wider availability of observed ATT&CK TIDs
• Approaches: TF-IDF and Decision Tree

• Making threat actor attribution accessible for many organizations
• Improves your cyber defense, and 
• Increases the exposure risk for your adversary



Our Next Journey

1. Other evaluation methods

2. Finer-grained dataset like Campaigns instead of Groups

3. Additional elements like Software, titles/texts of CTI reports



Takeaway Message

•TIDs observed in a cyber attack should
help you make more informed attribution
of the cyber attack
•This capability makes your cyber defenses
more proactive by knowing which threat
actors are actively targeting you

M
ov

ie
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Q & A

and see you in Fukuoka!




