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DDoS against DNS providers



mil.ru - How to not operate a DNS server 

• Nameservers of mil.ru under attack for eight consecutive 
days, from March 11th to 18th.

• OpenINTEL failed to resolve mil.ru during the attack.

• The three nameservers were unicast, hosted behind the 
same ASN/company, and even on the same /24 subnet.



The TransIP case 

• December 2020, March 2021: Severe series of attacks against 
TransIP.

• In December 2020, the RTT increased ten-fold for eight 
consecutive hours.

• In March 2021, ~20% of the queries during the attack completely 
FAIL to resolve.

• No Anycast and a single ASN for their authoritative 
Nameservers



6



Our Contribution
An evaluation of  the infrastructure of e-gov DNS 
providers.

For both web and e-mail government services

Focusing on DNS and IP-based redundancy
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DNS 
Authoritative 
and Recursive
Nameservers
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Datasets
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🇳🇳🇳🇳.nl FQDN E-Gov from NCSC (NL)

🇨🇨🇨🇨.ch Swiss E-Gov Domains from SWITCH 
(.ch registry)

🇸🇸🇸🇸.se Sweden E-Gov Domains from IIS (.se 
registry)

🇺🇺🇸🇸.gov US full list of government domains 
(public datasets)



Single Provider?
▪ For .nl , .se , and .ch , we notice roughly 40% of 

the e-gov domains have a single ADNS provider.
▪ For .gov , most domains (80%+) have a single 

ADNS provider.
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DNS 
Centralization

▪ A handful of DNS providers 
exclusively operate most of 
the domains.

▪ Local DNS providers provide 
service to most of the 
domains.

▪ A single provider (despite 
size) is a SPoF

(195/609) = 32% (131/614) = 21%

(681/3971) = 17% (3450/7972) = 43%



Prefix NS 
Diversity
▪ One-third of .ch e-gov domains 

ADNS servers on the 
same network prefix!

▪ For IPv6, it is even worse: 40% 
of the domains with no IPv6, 
and another 40% from a single 
prefix.
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TLD dependency
▪ Europe use mostly their own 

countries’ ccTLD
▪ The US’s .gov most rely on .com 

domains
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Anycast adoption
▪ Anycast for ADNS proved to be the most effective way to 

overcome DDoS attacks.
▪ Around 58% of .gov domains have one or more anycast ADNS 

servers.
▪ Very few Swiss e-gov domains do.
▪ The Netherlands and Sweden score in between with 

approximately 15–20% of domains.
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TTL(s) of e-govs

▪ Most NS records TTL is equal 
to 1 h. Recommended is 24h(!)

▪ For A/AAAA is even worse!

16



Top mail providers
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Recommendations for DNS operators
▪ Add at least a second DNS provider,
▪ Have ADNS infrastructure in different networks 

(physically different too!).
▪ Set higher TTL values of DNS records.
▪ Deploy more IP anycast on ADNS servers.
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Thanks!

Contact me:
j.vanderham@utwente.nl
https://jvdham.nl

This work was supported by the DINO 
project, contracted by the Netherlands’ 
National Cyber Security Center
(NCSC-NL); the EU H2020 CONCORDIA 
project (830927); and the joint US Department 
of Homeland Security and
Dutch Research Council DHS-NWO 
MADDVIPR project (628.001.031/FA8750-19-
2-0004).
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