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Abstract in 5W1H



WHO
A type of malware that steals all sensitive information, including credentials, after infiltrating

a victimized system.

2

1 3

A type that operates on the deep & dark web and sells
builder or license that create stealer malware executa-
bles and panels for managing infection logs

01. MaaS (Malware-as-a-Service)

A type releasing the source code of the stealer created 

for free

02. Open-source

A type that builds and use own stealer without selling 

or disclosing it

03. Own



WHEN

The number of mentions of “Redline” 

on the deep/dark web

The number of mentions of "stealer" 

on the deep & dark web

✲ Statistics by S2W’s deep & dark web search engine, Xarvis



WHERE
They are most active on dark web forums and use their own Telegram channels for 

communication and customer care.

Dark web forums Telegram channels

Channel for Support

Bot for sale

Channel for Chat



WHAT
They steal the most valuable information, and that information changes over 
time.

Browser

Crypto Wallet

Telegram

Steam

Discord

FTP

VPN IM Client

Email Client

Password ManagerSystemInfoRDP



WHY
Not all they have huge TTPs, but they are often used by attackers because the 
value of the items stolen is hundreds of times greater than the relatively small 
cost.

Amazing set of tools0-day / 1-day 

Vulnerability
Spectacular Tactics

Not Necessary

Not Necessary

Not Necessary



Manage team and logs
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Changes



Activities of Stealer Operators in 2022

There are more than 100 operators in dark web forums and telegram channels, with 

over 40 of them being newly discovered on the dark web.

In addition to old favorites like Redline, Vidar, and Raccoon, newer stealers like Aurora, Meta, 

and Titan are making their mark.



Activities of Stealer Operators in 2022
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Darkweb Forums: Sales for stealer
Stealer operators began to advertise on various dark web forums to sell stealers, and 

fierce competition ensued on forums like Breached, XSS, and Exploits.



Activities of Stealer Operators in 2022
✲ Forums: XSS, Exploit, BHF, Breached, Lolz.Guru

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

2021

2020

About 20 new stealers have popped up 
on dark web forums.

About 13 new stealers have popped 
up on dark web forums.

2022
About 43 new stealers have popped up 
on dark web forums.

✲ Statistics by S2W’s deep & dark web search engine, Xarvis



Activities of Stealer Operators in 2022
✲ Forums: XSS, Exploit, BHF, Breached, Lolz.Guru

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

2021
About 20

2022
About 43✲ Statistics by S2W’s deep & dark web search engine, Xarvis

Doubled!



Activities of Stealer Operators in 2022

NOWPAST

Login Data

Browser 2FA Plugins

Browser Extension Wallet
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Email Client Steam
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Exfiltrated Data

2020 2021 2022

0% 45%40%Browser Plugins

Browser 
Credit Card

2020 2021 2022

69% 43%70%

✲ Statistics by S2W’s deep & dark web search engine, Xarvis



Exfiltrated Data

2020 2021 2022

Crypto Wallet

2020 2021 2022

70% 88%85%

23% 52%25%Steam

✲ Statistics by S2W’s deep & dark web search engine, Xarvis



Exfiltrated Data

Telegram Session

2020 2021 2022

38% 69%50%

VPN

2020 2021 2022

46% 52%55%

✲ Statistics by S2W’s deep & dark web search engine, Xarvis



.

├── Autofills

│ ├── CryptoTab Browser_[User Data]_Default.txt

│ ├── Google_[Chrome]_Default.txt

│ ├──Microsoft_[Edge]_Default.txt

│ └── Opera GX_Unknown.txt

├── Cookies

│ ├── Google_[Chrome]_Default Extension.txt

│ ├── Google_[Chrome]_Default Network.txt

│ ├──Microsoft_[Edge]_Default Network.txt

│ └── Opera GX_Unknown Network.txt

├── Discord

│ └── Tokens.txt

├── DomainDetects.txt

├── FTP

│ └── Credentials.txt

├── ImportantAutofills.txt

├── InstalledBrowsers.txt

├── InstalledSoftware.txt

├── Passwords.txt

├── ProcessList.txt

└── UserInformation.txt

Darkweb Forums: Sales for stealer log



Darkweb Forums: Sales for stealer log
In addition, since 2022, forum categories and markets have emerged that sell only logs



Activities of Stealer Operators in 2022
Logs are being sold for as little as $1 and as much as $10 on the Russian Market where logs 
are commonly sold.



Activities of Stealer Operators in 2022
About 222 countries detected by S2W, and the number of logs for sale is more than 

12,426,205. Total Amount of Logs

Brazil 1,684,015

India 933,266

Indonesia 764,632

Germany 528,072

⋮ ⋮

Thailand 311,246

France 290,625

Colombia 262,708

⋮ ⋮

South Korea 104,087

12,426,205

✲ Statistics by S2W’s Quaxar: data breach detection service



Ecosystem of Stealer



Deep Dive in Stealer Ecosystem
The stealer ecosystem is becoming tighter and more organized.

People who specialize in each area of the offense are starting to team up and sell their

services to the customer in the dark web forums and Telegram.

They make money through fees paid for using their services.



Deep Dive in Stealer Ecosystem

A group that makes stealer, 
licenses and builds it

Stealer operating Team Traffic Teams
A group that spreads stealer and other 
malware and monetizes logs

Ecosystem

A group that sells only logs, which can be sold per i
tem, per country, or per stealer. 

Log TeamInfrastructure Team
A group that provides the panels, the hosting 
servers needed to run and distribute it, the tools 
to attack



Deep Dive in Stealer Ecosystem

Stealer team Infra team Traffic team Victims Log team

Sell infra services

Distribute stealer

Coding

Send logs

Sell logs

Buy logs

Advertise stealers

Sell stealer licenses
C++
C#

Golang
Rust

Sell logs



Deep Dive in Stealer Ecosystem

Stealer team Infra team Traffic team Victims Log team

Coding

Sell infra services

Distribute stealer

Send logs

Sell logs

Buy logs

Advertise stealers

Sell stealer licenses

Crypt service 
Hosting service 

Proxy 

Sell logs



Deep Dive in Stealer Ecosystem

Stealer team Infra team Traffic team Victims Log team

Coding

Sell infra services

Distribute stealer

Send logs

Sell logs

Sell logs

Advertise stealers

Sell stealer licenses

Reuse logs for 
cookie session

Sell logs



Stealer Operator
The operator group develops stealer, monetizes it as a service, and sells it on dark web

forums.

Admin

SellerModerator Traffic

Dark Web Affiliates

Coder
</> • Coding

• C
• C++
• C#
• Golang 

• Manage team • Advertise
• Support 

• Self-drive
• Using services 

Infra

Affiliates

• Own
• Other 



Stealer Operator
LummaC Stealer

Aurora Stealer

Post Started: 2022-01-31

Contact Method: Telegram

Role: Admin, Coder, Seller, Support, Advertisement

Post Started: 2022-08-21

Contact Method: Telegram

Role: Admin, Coder, Seller, Support

Other Services: Install, Crypt, Traffic



Stealer Operator

Eternity Group
Started: 2022-02-02

Contact Method: Telegram

Role: Admin, Coder, Seller, Support, Moderator

Other Services: Install, Brute Force, Crypt, Traffic

Work: 09:00 ~ 00:00

AGRAT Group (same as Eternity)
Started: 2022-02-09

Contact Method: Telegram

Role: Admin, Coder, Seller, Support, Moderator

Other Services: Install, Brute Force, Crypt, Traffic

Work: 09:00 ~ 00:00



Traffic Team

A traffic team is a group whose primary purpose is to “distribute stealer" and “get Logs".

They purchase stealer licenses sold within the forums or affiliate with stealer operators

and provide builds to members of the team, called Traffers.

Admin

Traffer Traffer Traffer Traffer



Traffic Team

30/70 ? 20/80

Admin Traffer

Bonus for 
best traffer

Admin Traffer

loglog



Traffic Team
The operator group develops stealer, monetizes it as a service, and sells it on dark web

forums.

Admin

Coder
• Backend
• Landing page 

</>

Dark Web

Seller
• Advertise
• Support 

Affiliates

ToolsTraffers
• Distribute
• Get logs 

Moderator
• Backend
• Landing page 

</>



Relation: Stealer Team – Traffic Team

Amnesia Team

Space Team

HellRide Team
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Dragon Advert
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Cryptographers Group
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EverMoon Team
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BADMAN Team
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1377 Team

NETRUNNERLZT

2x2Team

4fun-lolz

Fabbi-lolz

DevilTraff Team

Aurora Meta Raccoon

Traffic teams identified in XSS, Lolz.guru, and Exploit 

(2021-01-01 to 2022-12-31) 



Relation: Stealer Team – Traffic Team

ARIZONA Team

Shiba Traffer Team

Strait of Traffic Team
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…
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Traffers identified in XSS, Lolz.guru, and Exploit 

(2021-01-01 to 2022-12-31) 



Relation: Stealer Team – Traffic Team

Stealer used by 
traffic team

Redline (73)

M
eta

(17
)

Aurora (10)

Raccoon
(7)

Vidar (9)

DCRat

Titan

000 Stealer

Burnmilla

Erbium

X-Files
..

Stealer types identified in XSS, Lolz.guru, and Exploit 

(2021-01-01 to 2022-12-31) 

✲ Statistics by S2W’s deep & dark web search engine, Xarvis



Number of Stealers ∝ Number of Traffers?

2020-07-01 2021-01-01 2021-07-01 2022-01-01 2022-07-01

6,000

4,000

2,000

0

KEYWORD_STEALER

KEYWORD_TRAFFER

stealer, infostealer, стиллер

traffer, traffic, Трафферы

✲ Statistics by S2W’s deep & dark web search engine, Xarvis

(2020.01.01 ~ 2022.12.31)



Manual

How do they distribute stealers?

The traffic team targets phishing pages and YouTube that are accessible to a large number

of users to mass distribute the stealer.



Tools used by Traffic Team
• Proxy

• Proxy list required for communication between C&C server and infected 

PCs.

• Ex) Space Proxy, Luxury Proxy, Proxy Store, etc..

• YouTube Upload Tools

• Automated uploading of videos to a specific YouTube account to perform maliciou

s actions via browser cookie values and proxy values in captured logs.

• Ex) YouTube365, Proxy 911, @YT_TurboT

• SEO

• an indicator depending on what we take as an example. In terms of YouTube, this 

is a collection of tags, titles, descriptions, and more. 

• Ex) @CheckSEOBot, VidiQ
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Tools used by Traffic Team
• Proxy

• Proxy list required for communication between C&C server and infected PCs.

• Ex) Space Proxy, Luxury Proxy, Proxy Store etc..

• YouTube Upload Tools

• Automated uploading of videos to a specific YouTube account to perform malicious 

actions via browser cookie values and proxy values in captured logs.

• Ex) YouTube365, Proxy 911, @YT_TurboT

• SEO (Search Engine Optimization)

• In terms of YouTube, this is a collection of tags, titles, descriptions, and 

more that make video to be the top of the search result.

• Ex) @CheckSEOBot, VidiQ



CheckSEOBot

Traffer's process of spreading malware via YouTube

Traffer

#Hack #VALORANT #CHEAT
#FREE #Adobe #Cracked

Video

SOCKS5 Cookies Fingerprints

Traffic Team Bot

Traffer

select edit manipulate

createutilizebuy



Show how high a trending index the video has

Traffer's process of spreading malware via YouTube



Traffer's process of spreading malware via YouTube

Traffer

#Hack #VALORANT #CHEAT
#FREE #Adobe #Cracked

CheckSEOBotVideo

SOCKS5 Cookies Fingerprints

Traffic Team Bot

Traffer

select edit manipulate

createutilizebuy



Set the browser 
fingerprints & proxy 

& session data

Traffer's process of spreading malware via YouTube



Tool used to auto-upload video

Traffer's process of spreading malware via YouTube

Traffer

Installs File Sharing 
Service

Traffic Team
Bot

ALICE

Easy

Etc..

Video

Web page

upload

attach



To avoid detections, use a free web page to 
redirect download URL

Traffer's process of spreading malware via YouTube



Traffic Team: Threat cases

Raccoon
Stealer



Threat cases: 
Lumma Stealer targeted Korean YouTuber



Threat cases: 
Lumma Stealer targeted Korean YouTuber



Relationship with Stealer Operating Group

LummaC AuroraMETA Redline Titan Eternity

FBBUG Amnesia Team Shiba Team Shark Team XANE Team InstallLabKZ Team

Vidar



Relationship with Crypt

FBBUG Amnesia Team Shiba Team Shark Team XANE Team InstallLab

Alice CryptWhite Crypt PacLab Crypt Crypt_0x00_v2

KZ Team

Easy Crypt Melon CryptPersonal/Unknown



Relationship with Tools

SKY Team Amnesia Team Shiba Team Shark Team XANE Team InstallLab

VidIQ

KZ Team

YT_TurboTCheckSEOYouTube365 Proxy 911



Case related Stealer Ecosystem
The string "@im_HiLLi" was present in the Build ID, which can be arbitrarily specified by the

attacker when creating the stealer, and the same string was found in another Meta stealer

and Aurora stealer.

META STEALER

AURORA STEALER



BuildID GroupID Icon Hash

@punjet

ALL 80c0dadadadac000

5713190558

@Noxyzzz

@relisek

@im_HiLLi

The string "ALL" and the same ICON hash were found in a common set of samples

identified them as the KZ traffic team by the Telegram ID used in the BuildID field.

Best Traffer in KZ TeamIdentify value used in Aurora stealer

Case related Stealer Ecosystem



One of KZ Team's traffickers, user ”Ventenda," uploaded log files to a Telegram channel

that specializes in sharing only stealer logs.

KZ Team’s Traaffer: @Ventenda Some files in a shared stealer log

Case related Stealer Ecosystem





Takeaways



Lessons Learned:
What to focus on to track down stealer groups

Manage team and logs
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Lessons Learned:
What to focus on to track down stealer groups

AnalysisMonitor Relationship Hunt



Thanks,
Any Questions?


