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O u t l i n e
o Background
o The Problem
o The Strengths
o The Mandate
o The Incident Response Governance
o The Incident Response Structure
o  Mechanism
o CERTVU Operations
o Setbacks
o Concluding Remarks
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B a c k g r o u n d
o 2016 / 2017 - Cybersecurity Policy Mandate to establish a CERT
o Prior to CERTVU - Information Security Officer under OGCIO
o Systems & Network Security tasks
o SOC discussion
o CERTVU - 19th June 2018
o GBN Infrastracture spread across Vanuatu:

o 6 Provinces
o Submarine Cable & Towers
o ISPs
o 5000 + Users

o Services to all
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T h e  P r o b l em

o Geographic Disadvantages
o Lack of Resources
o Financial Constraints
o Absence of Legislation
o Lack of Political Will or 

Buy-in
o Time
o Infrastructure
o Vulnerabilities
o Low Cyber-literacy
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T h e  P r o b l em S t r e n g t h s
o Bulleted list
o Entity: CERTVU
o National ICT Policy 2013
o National Cyber Security Policy 

2013
o Cybercrime Act No.22 of 

2021
o National Cyber Security 

Strategy 2030
o Government Internal Security 

Policy Handbook
o GBN Infrastructure
o Political Will or Buy-in 

o Bulleted
o Lack of Resources
o Financial Constraints
o Absence of Legislation
o Lack of Political Will or 

Buy-in
o Time
o Infrastructure
o Vulnerabilities
o Low Cyber-literacy
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T h e  M a n d a t e

o Incident Response
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T h e  M a n d a t e s

o Incident Response
o Provide Capacity Building and Awareness
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Incident Response 
Team: 

Workflow:

The Inc ident  Response 
Governance Mechanism

Critical infrastructure:

o How tasks are done
o SOPs, Best Practices
o Communication

o What ? 
o What is working, & 

What not working

o Capabilities
o Willing to work
o Collaboration
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T h e  I n c i d e n t  R e s p o n s e  S t r u c t u r e

Planning 
& 

Preparation

Detection

Triage

Respond

Recovery
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CERTVU 
Operat ions
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Operat ions
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Setbacks Time & Financial 
Constraints

1

Sophisticated 
Cyber-attacks

2
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Concluding 
Remarks
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"Logs are Gold" Trust & Verify: 
Team Work

Know Your 
Infrastructure & 

Threat Landscape

Communication 
is Key

Visibility: Systems 
and Network

Standards, 
Regulations and 

Legislations



www.cert.gov.vu

Thank Yu Tumas!

info@cert.gov.vu

reports@cert.gov.vu

incident@cert.gov.vu

www.facebook.com/certvu
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