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Welcome to the FIRST TC Seoul

It is a great pleasure to welcome you to the FIRST TC Seoul.

| am Kilsoo Chun, the Chief of KICERT/CC, the vice president of Korea Internet &
Security Agency(KISA). KISA is a governmental organization that implements the
Internet and cybersecurity policies and promotes the development of relevant

industry sectors under the Ministry of Science, ICT and Future Planning in Korea.

Cybersecurity is no longer retained by any measure that an individual country or a
defined group of countries decide to take. The stronger and effective collaboration
at the global level is imperative in order to maintain the peaceful cyberspace.
FIRST TC Seoul will be a good chance to seek methods for response to various
cyber threats with our colleagues as well as get to know each other.

TC Seoul breaks into the two parts. The first one is a training for everyone in
CSIRT and the second one is a plenary seminar to share the experiences on the
various sectors.

November in Seoul is the autumn. It starts turning the color from green to red and
yellow with cool temperature in everywhere. The autumn is a perfect weather to
look around the country indeed. Come to Seoul for the FIRST TC Seoul and feel
the beautiful fall in Seoul.

Chief of KrCERT/CC
Vice President of KISA

Kilsoo Chun
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Forum of Incident Response and Security Teams

FIRST is the Forum of Incident Response and Security
Teams. Established in 1990, FIRST is an international

confederation of trusted computer incident response

teams who cooperatively handle computer security

incidents and promote incident prevention programs. "’ 'w.
FIRST promotes the creation and expansion of incident \/

response teams and membership from organizations from

around the world.



Program Committee

Secretariat : Eunju Pak, KrtCERT/CC, KISA

Seungwon Han, KrCERT/CC, KISA
Kijong Son, KrICERT/CC, KISA

Shin Sang Hyun, CONCERT

Seungjoo Gabriel Kim, Korea University
Hyukjoon Kim, NaruSecurity

Sukbum Hong, CDNetworks

Sungkoo Ryu, Nexon Korea




Program

Day 1, Tue, November 17th

Time Program
12:30-13:00 Registration -
13:00-13:10 FIRST TC Seoul Opening Remark TBD
13:10-14:00 FIRST Introduction Koichiro Komiyama
' ' FIRST SC
FIRST Hands-on Training Adli Wahid
14:10-18:00 * FIRST Training Module 3 FIF'{STaS C'
Trainer : Adli Wahid
_ _ Social Networking Party
18:30-20:00 Venue - TBD -




Program
Day 2, Wed, November 18th

Time Title Speaker
Session 1. Responsibilities of Sectorial Organizations on Cyber Security issue
09:30-09:50 Enhancing CSIRT Development in Asia Pacific Region Adli Wahid (APNIC)
09:50-10:30 TBD Jun Hu (CNCERT/CC)
10:30-10:50 TBD Koichiro Komiyama (JPCERT/CC)
10:50-11:30 Case Study on Use of Threat Database for Monitoring Mobile and Portal Service HyungGi Kim (KAKAO Corp.)
11:30-13:00 Lunch Break

Session 2. Incident Response Technique on Various sectors

13:00-13:40 The Latest DDoS Attack Trends and Response Technique in Korea Sukbum Hong (CD Networks)
13:40-14:20 The Practical Defense System against Brute Force Login Attacks Sungkoo Ryeo (Nexon)
14:20-15:00 Incident Response in the Korean Financial Services JeongGak Lyu (Financial Security Institute)
15:00-15:20 Coffee Break

Session 3. Targeted attack against Korea and since then

15:20-16:00 Know Your Network, Know Your Enemy Hyukjoon Kim (NaruSecurity)
16:00-16:40 Korea Targeted DD4BC Profiling Jaechun Lee (KrCERT/CC)
16:40-17:20 Recent Threats against South Korea Jungsoo An (Symantec)
17:20-18:00 Attack trends aims at Korea in public sector Il Ok Jung (Igloo Security)

18:00 Closing Remarks KrCERT/CC



Venue : The 2nd floor, Somerset Palace Seoul, Seminar room A&B
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How to Get to the Hotel — Airport Train & Subway

Incheon International Airport Train towards Seoul Station
Transfer from the Airport Train to Subway Line 5 at Gongdoek towards Macheon
Get down at Gwanghwamun Station
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How to Get to the Hotel — Taxi

Total distance about 62km
Price for taxi : approximately $50(USD), W50,000(KRW)



How to Get to the Hotel — Airport Limousine No. 6011

Bus Stop : 5B & 12A (15t floor of Airport Terminal)

The bus runs every 20-30 minutes from Incheon International Airport and
It will take approximately 70 minutes to Anguk Station

Price for the limousine : approximately $15(USD), W 16,000(KRW)

Arrival Flocr (1st floor) 5B or 12A
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Attractions

Anguk dong, the location of the hotel, is a historical area from the Joseon Dynasty era.
You can reach to the popular places such as Gyeongbokgung Palace, Insadong Street,
Gwanghwamun Gate, etc. within 5 minutes on foot from the hotel.

For more information,
please visit http://www.visitseoul.net/

Image from Seoul Tourism Organization


http://www.visitseoul.net/

See you at the next conference in Seoul!

g , %28 kst SEOUL,  “eaast

¥R AR - 11 14

“m-:ur!'-n-"t"- - " ;m r
U R

PARITRUINE" uE
L ———

.
Lé

N
N

..,_\ N
// ‘\\)
7. /’/1' |

A\
28t Annual FIRST Conference: Getting to the Soul of Incident Response
JUNE 12-17, Conrad Seoul, Seoul, Korea



FIRST Technical Collogquium Seoul

November 17-18, 2015
Somerset Palace Seoul

/)
Sponsored by ’ﬂ{“ Ministry of Science, ICT and

Future Planning

)‘. U

IZOIFUIXIZSS
Managed by KISA™ “E'—El*“o-"_-j Q‘ !55 ga = cué e
Image Supported by Korea Tourism Organization

Seoul Tourism Organization



