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Who am |?

Co-Maintainer of apache-ssl
DEFCON goon
Bunker non-exec

Freelance Hacker
- White Hat!



What do | do?
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InfraRed

* IR is the ultimate in 'security by obscurity’

— Invisible rays hide a multitude of sins

* Simple codes
* Total control

* Inverted security model

- End user device filters content
* e.g. Hotel PPV TV



InfraRed

* Car keys
* (Garage doors

°* TVs



Garage Door Openers

— Simple code, manually configurable

* Dipswitch with 8 on / off bits = 256 possible codes




Analyse Data Bits With XMODE?2

= xmode2 I I

All on S11111111ssss
nanninnnnnnnn ________ Nod i onnnnn______§
All off S 00000000 ssss

eI I
1-7 off, 8 on S 00000001 ssss
nnannnnnnnnn o Wiiriiooonnnn 8

1 on, 2-8 off S 10000000 ssss
nnnnninnnnn Niiuronnnnn J
1-3 off, 4-6 on, 7-8 off S 00011100 ssss

Conclusion: 1 start bit, 8 data bits, 4 stop bits
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TV Remotes

More complex codes (more bits)
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Hotel TV — New Capabillities

- Room enumeration

* %5age occupancy

« Who's where

« With who

* Who's eating, drinking & viewing what
 Where they've called

* For how long
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InfraRED - MMIrDA

Full slides from IR presentation here:

http://www.alcrypto.co.uk/MMIrDA/


http://www.alcrypto.co.uk/MMIrDA/

RFID — Moo am [|?

* Animal ID

* Hotel Door Entry
* Passport

* Car immobiliser
* Ski Pass

* Goods




Human Implants
DOCTOR FUN 16 Jan 2006

JE AT TO 'II:"LFF"L.ﬂMT THIS
EFID TAae 1m Youw,
THAT VIO LATES

MY RIGHTS!

WE WAKNT TO IMPLAMT
THIS EFID TAG 1IN You
AND IT'S aALSO A CELLPHONE,
DIGITAL CAMERA, AND

MP2 PLAYER

Copyright © 2006 David Farley, d-farley@ibiblio.org

http://ibiblio.org/Dave/drfun.html
This cartoon is made available on the Internet for personal viewing

only. Opinions expressed herein are solely those of the author.




Human Implants

* Military
- Access Control

* Mental Patients

— Tracking
* Beach Bars

— Digital Wallets




Unique ID!!!

L —» R * Cannot be cloned
* Cannot be cloned
* Cannot be cloned
* Cannot be cloned
* Cannot be cloned
* Cannot be cloned

* Cannot be cloned



Unique ID?

o * DIY Cloning Units
P — http://cq.cx/vchdiy.pl
Spot the oriainal? * Industry Defence:

“Clones do not have

the same form factor
and are therefore not
true clones”



http://cq.cx/vchdiy.pl

Unique ID?

* Readers cannot 'see'
so form factor
Irrelevant

and...



Unique ID?

* Readers cannot 'see
so form factor
Irrelevant

identical blanks ARE
available...



Demonstration

* Clone ISO 11784 'Animal' TAG

- Cow implant

— VeriChip paperweight

* Clone Trovan 'Unique' TAG

— Door entry system



RFID implanted chip threats

* Track individuals
* Target individuals

* Impersonate individuals
— Gain access to restricted areas
— Provide alibi for accomplice!

* 'Smart' Bombs

— Device only goes off if target of sufficient rank is In
range.



Encryption is your friend

* RFID Enabled
'‘Biometric' passports

* 48 Items of Data
— Fingerprint
- Facial Image
- Birth Certificate

- Home Address

- Phone Numbers

- Profession



Keys to your kingdom

* Pseudo random UID

— Cannot determine
presence of specific
passport without logging
In

* Strong Authentication

— Basic Access Control

* 3DES

* Content Encryption

- Extended Access Control



Deriving the Keys

* MRZ

- Machine Readable
Zone

* Key

- Document Number

— Date of Birth
— Expiry Date



ePassport Demonstration

-{:,‘ Applications Places System

B0 SaFed BO

@ =g

| =

| @&

Wed 22 Nov, 14:06 i & [#

addy@nostromo: ~/work/suppose-addy-talks/research/RFIDjacg/python

(=Jl=]lx]

File Edit Wiew TIerminal Tabs Help
Tag: 536 (Unicode Version)
Length: 6
Data: 303430303030
Tag: 5¢ (Tag List)
Leng‘th . 2 Type Code Document Ho.
Data Group: 61 (EF.DG1 Data Recorded in MRZ)
Data Group: 75 (EF.DG2 Encoded Identification Feaf P AUS 230172
EF .COM stored in /tmp/EF_COM.BIN Stnae
Select EF.S0D: File Length: 2054 KENNEDY
Reading: 00Q00G0 Hame

EF .S0D stored in /tmp/EF_SOD.BIN

Select DGI1:
615b5f1f
File Length: 93
Reading: 0Q00G0O
EF .DG1 stored in /tmp/EF_DG1.BIN
EF.DG1: Data Length: 88
Decoded Data:
Document code: P<
Issuing State or organisation:
Name :

AUS

Passport Number: M5230172<
Check Digit: 8
Nationality: AUS

Date of Birth: 640805
Check Digit: 5

Sex: F

Date of Expiry: 151208

Check Digit: 5

Personal Number or other optional elements:

Check Digit: ©
Composite Check Digit: ©

Select DG2:
File Length:
Reading: 0000G0
EF.DG2: JPEG image stored in /tmp/EF_DG2.JPG
EF .DG2 stored in /tmp/EF_DG2.BIN

23391

P<AUSKENNEDY<<STEPHANIE<MEGAN<<<<<<<<<jq

KENNEDY<<STEPHANIE<MEGAN<<<<<<<<<<<<<<<

Date of Birth

05/08/64

Sex

F

Date of Expiry

08/12/15
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ePassport Modification

* “Not Possible” due to cryptographic signatures

— Certificate Authority (CA) not verifiable

* Signatures provided by document
* CA Key provided by same document

* Public Key Directory (PKD) not available

* Self-Signed Forgery may not be detected!



ePassport Certificates

New Zealand genuine:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1122333666 (0x42e573e2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=NZ, O=Government of New Zealand, OU=Passports, OU=Identity Services Passport CA
Validity
Not Before: Jan 23 21:46:58 2007 GMT
Not After : May 18 12:00:00 2012 GMT
Subject: C=NZ, O=Government of New Zealand, OU=Passports, OU=MRTD, CN=Document Signer
200701241034
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Modulus (2048 bit):
00:a8:bf:fb:c0:ae:f4.c7:fe:ec:19:71:b6:25:€9:



ePassport Certificates

New Zealand forgery:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1122333666 (0x42e573e2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=NZ, O=Government of New Zealand, OU=Passports, OU=Identity Services Passport CA
Validity
Not Before: Jan 23 21:46:58 2007 GMT
Not After : May 18 12:00:00 2012 GMT
Subject: C=NZ, O=Government of New Zealand, OU=Passports, OU=MRTD, CN=Document Signer
200701241034
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Modulus (2048 bit):
00:dc:19:33:f3:11:86:a4:82:b9:c7:21:45:ca:81:



Other ePassport threats

* Key data may be obtained through other channels
* Passport profiling

— Determine country of origin without logging in

— Implementation errors:

* Australian passport does not start with '08' on select

* Australian passport does not require Basic Auth on
'File Select', only on 'File Read'.

* Target specific passport holders

— Bomb that works for Australians only...



RFIDIOt

* Open Source Python library

* Hardware independent
- ACG

- Frosch
- PC/SC

— OpenPCD coming soon

http://rfidiot.org


http://rfidiot.org/

ACG reaction to RFIDIOt

“Unfortunately your companies activities
seem to be counter to ACG's interests so
we will not be able to support you any
further.”

Email - 3° January, 2007
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ATM 'default password' attack

* Non-bank based cash machines

— Grocers, Newsagents, Petrol Stations etc.
* 'In-Band’' management

— Management interface is front panel

- AND NOTHING ELSE!
* Simple activation, simple passwords

— Two-key combination to access menu

— Master '123456'

— Admin '987654'
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The Top Menu allows you to choose one of two options, CUS-
TOMER TRANSACTIONS or MANAGEMENT FUNCTIONS. Se- —
lecting CUSTOMER TRANSACTIONS changes the display to the
Customer Welcome screen so the terminal is ready to perform
customer transactions. Selecting MANAGEMENT FUNCTIONS
opens the password screen, which in turn provides access to menus
that are used for changing or viewing terminal parameters.

Whenever the MANAGEMENT FUNCTIONS choice is selected,
the terminal will ask for a password to be entered. For a first-time
configuration, enter the default MASTER PASSWORD of '123456

on the keypad and then press the <ENTER> key. This ‘default’
password will be valid until it is changed.

*NOTE""

The operator of the terminal must change the MAS-
TER PASSWORD to a new password when the instal-
lation is complete.

The Top Menu serves an alternative purpose in the event of a ma-
chine malfunction or other error condition. Such conditions are nor-
mally reported by an *OUT OF SERVICE” message screen. The
typical response to this message is to reset the terminal. After re-
setting the terminal the Top Menu screen will display any appli-

[@ ATM - File Browser " [l 9mxxopsTOC(2.0) " @ Starting Take Screenshot l

El'ul




ATM Management

* No command to 'empty’' cash trays
- 'Purge’ goes to internal tray

* No command to dispense cash
— Test dispense goes to internal tray

* So what good is getting into the menu?
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AccEss INSTRUCTIONS: ENTER MEW AHDUNT & PRESS * gk

1. Select TERMINAL CONFIGURATION from the MANAGEMENT
FUNCTIONS menu.
Select SET TERMINAL PARAMETERS.
Select CASSETTE SETUP.
Choose the CASSETTE PARAMETERS option.
Choose a cassette (A, B, C, or D).
Select the VALUE option.

DESCRIPTION:

The VALUE function allows the operator to set the value of a cash
or non-cash item in a particular cassette. For cash, VALUE must
be the denomlnatmn of the t:urrenc:},r currently |n3|de that particular

[ ]
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The Attack

* Enter management mode

* Change value of high denomination notes
- £20 becomes £5
* Withdraw '£100'

* Receive £400

* Change it back!
— Or get caught... ;)



The Response

* Manufacturers removed manuals from websites

- Were still there 72 hours after international news
items

- Are still on 3" party sites today

* Too little, too late!



Defence

* Internal button or other secondary system



Defence

* Internal button or other secondary system
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