
   

Adam Laurie

adam@thebunker.net

http://www.thebunker.net

FIRST Geek Zone
Seville, 2007

A Day In The Life of a Hacker
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Who am I?
● Co­Maintainer of apache­ssl
● DEFCON goon
● Bunker non­exec
● Freelance Hacker

– White Hat!



   

What do I do?

file:///home/addy/work/suppose-addy-talks/hotel-safes/major-safe-titled.dv


   

InfraRed
● IR is the ultimate in 'security by obscurity'

– Invisible rays hide a multitude of sins
● Simple codes
● Total control
● Inverted security model

– End user device filters content
● e.g. Hotel PPV TV



   

InfraRed
● Car keys
● Garage doors
● TVs



   

Garage Door Openers
– Simple code, manually configurable

● Dipswitch with 8 on / off bits = 256 possible codes



   

Analyse Data Bits With XMODE2

  All on                                                S11111111 s s s s

  All off                                                       S 00000000   s s s s

  1-7 off, 8 on                                               S 00000001  s s s s

  1 on, 2-8 off                                                S 10000000   s s s s

  
  1-3 off, 4-6 on, 7-8 off                               S 00011100  s s s s

Conclusion: 1 start bit, 8 data bits, 4 stop bits



   



   



   

TV Remotes

More complex codes (more bits)



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   



   

Hotel TV – New Capabilities
– Room enumeration

● %age occupancy

● Who's where

● With who

● Who's eating, drinking & viewing what

● Where they've called

● For how long



   



   



   



   



   



   



   

InfraRED ­ MMIrDA

Full slides from IR presentation here:

http://www.alcrypto.co.uk/MMIrDA/

http://www.alcrypto.co.uk/MMIrDA/


   

RFID – Moo am I?
● Animal ID
● Hotel Door Entry
● Passport
● Car immobiliser
● Ski Pass
● Goods



   

Human Implants



   

Human Implants

● Military
– Access Control

● Mental Patients
– Tracking

● Beach Bars
– Digital Wallets



   

Unique ID!!!
● Cannot be cloned
● Cannot be cloned
● Cannot be cloned
● Cannot be cloned
● Cannot be cloned
● Cannot be cloned
● Cannot be cloned



   

Unique ID?
● DIY Cloning Units

– http://cq.cx/vchdiy.pl

● Industry Defence:

“Clones do not have 
the same form factor 
and are therefore not 
true clones”

Spot the original?

http://cq.cx/vchdiy.pl


   

Unique ID?

● Readers cannot 'see' 
so form factor 
irrelevant

and...



   

Unique ID?

● Readers cannot 'see' 
so form factor 
irrelevant

identical blanks ARE 
available...

=



   

Demonstration
● Clone ISO 11784 'Animal' TAG

– Cow implant
– VeriChip paperweight

● Clone Trovan 'Unique' TAG
– Door entry system



   

RFID implanted chip threats
● Track individuals
● Target individuals
● Impersonate individuals

– Gain access to restricted areas
– Provide alibi for accomplice!

●  'Smart' Bombs
– Device only goes off if target of sufficient rank is in 

range.



   

Encryption is your friend
● RFID Enabled 

'Biometric' passports
● 48 Items of Data

– Fingerprint
– Facial Image
– Birth Certificate
– Home Address
– Phone Numbers
– Profession



   

Keys to your kingdom
● Pseudo random UID

– Cannot determine 
presence of specific 
passport without logging 
in

● Strong Authentication
– Basic Access Control

● 3DES
● Content Encryption

– Extended Access Control



   

Deriving the Keys
● MRZ

– Machine Readable 
Zone

● Key
– Document Number
– Date of Birth
– Expiry Date



   

ePassport Demonstration



   

ePassport Modification
● “Not Possible” due to cryptographic signatures

– Certificate Authority (CA) not verifiable
● Signatures provided by document
● CA Key provided by same document
● Public Key Directory (PKD) not available

● Self­Signed Forgery may not be detected!



   

ePassport Certificates
New Zealand genuine:

Certificate:
    Data:
Version: 3 (0x2)
        Serial Number: 1122333666 (0x42e573e2)
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=NZ, O=Government of New Zealand, OU=Passports, OU=Identity Services Passport CA
        Validity
            Not Before: Jan 23 21:46:58 2007 GMT
            Not After : May 18 12:00:00 2012 GMT
        Subject: C=NZ, O=Government of New Zealand, OU=Passports, OU=MRTD, CN=Document Signer 
200701241034
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
            RSA Public Key: (2048 bit)
                Modulus (2048 bit):
                    00:a8:bf:fb:c0:ae:f4:c7:fe:ec:19:71:b6:25:e9:

...



   

ePassport Certificates
New Zealand forgery:

Certificate:
    Data:
Version: 3 (0x2)
        Serial Number: 1122333666 (0x42e573e2)
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=NZ, O=Government of New Zealand, OU=Passports, OU=Identity Services Passport CA
        Validity
            Not Before: Jan 23 21:46:58 2007 GMT
            Not After : May 18 12:00:00 2012 GMT
        Subject: C=NZ, O=Government of New Zealand, OU=Passports, OU=MRTD, CN=Document Signer 
200701241034
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
            RSA Public Key: (2048 bit)
                Modulus (2048 bit):
                    00:dc:19:33:f3:11:86:a4:82:b9:c7:21:45:ca:81:

...



   

Other ePassport threats
● Key data may be obtained through other channels
● Passport profiling

– Determine country of origin without logging in
– Implementation errors:

● Australian passport does not start with '08' on select
● Australian passport does not require Basic Auth on 

'File Select', only on 'File Read'.
● Target specific passport holders

– Bomb that works for Australians only...



   

RFIDIOt
● Open Source Python library
● Hardware independent

– ACG
– Frosch
– PC/SC
– OpenPCD coming soon

                   http://rfidiot.org

http://rfidiot.org/


   

ACG reaction to RFIDIOt

“Unfortunately your companies activities 
seem to be counter to ACG's interests so 
we will not be able to support you any 
further.”

Email ­ 3rd January, 2007



   

file:///home/addy/work/suppose-addy-talks/F3/easymoney.mov


   



   



   



   



   



   

ATM 'default password' attack
● Non­bank based cash machines

– Grocers, Newsagents, Petrol Stations etc.
● 'In­Band' management

– Management interface is front panel
– AND NOTHING ELSE!

● Simple activation, simple passwords
– Two­key combination to access menu
– Master '123456'
– Admin '987654'



   



   

ATM Management
● No command to 'empty' cash trays

– 'Purge' goes to internal tray
● No command to dispense cash

– Test dispense goes to internal tray
● So what good is getting into the menu?



   



   

The Attack
● Enter management mode
● Change value of high denomination notes

– £20 becomes £5
● Withdraw '£100'
● Receive £400
● Change it back!

– Or get caught... :)



   

The Response
● Manufacturers removed manuals from websites

– Were still there 72 hours after international news 
items

– Are still on 3rd party sites today
● Too little, too late!



   

Defence
● Internal button or other secondary system



   

Defence
● Internal button or other secondary system



   



   



   



   



   



   



   



   



   

Keypads and PINs



   



   



   



   



   

Questions?

http://rfidiot.org

adam@algroup.co.uk

http://rfidiot.org/
mailto:adam@algroup.co.uk

