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welcome to malta.

It is my pleasure to welcome you to the 24th
Annual FIRST Conference here in Malta. I'm sure
that the combination of the location, the program
and the people | know are attending is going to
make this an unforgettable week for us all.

The tagline for this week (security is not an island)
e speaks volumes about what we do and why FIRST
3 exists. On one hand it serves to remind us that
security is not an end in itself - but part of the
larger picture.

The tagline also fits on a different level—in what FIRST exists to do; to ensure
that teams are part of a greater grouping and to reinforce that an incident that
affects one team almost always affects others and can be more easily resolved
using relationships started at conferences such as this. This has been reinforced
many times over the years | have been attending FIRST conferences as people |
have met have proved to be exceptionally helpful to me in my work in incident
response.

Malta has an amazing history, stretching back thousands of years. It stands
between Europe and Africa. It has been known as a meeting point between
cultures, countries and people over the centuries. | am sure, looking at the
program that we can live up to that history—| can only be impressed at the
calibre and quality of the speakers and the program that Jose has put together.

As we face our challenges—old as well as new—in technologies such as cloud
computing and mobile through to compliance and cybercrime, the need to
come together and talk, discuss, challenge and create solutions becomes more
important. FIRST has been helping its members do this for over 20 years and it is
as crucial now as it was when we started.

I'd like to thank all the people who've worked to bring this conference together,
Dr. Jose Nazario (2012 Program Chair) and his program committee, Steve
Adegbite (Conference Liaison), CAPS LLC (Phoebe Boelter, Kristen Jacobucci and
Traci Wei). All of these people have put in enormous amounts of time and effort
over the last year, making this yet another great conference.

I'd like to thank the Steering Committee and their employers for the time and
effort they put in year round to keep FIRST improving and moving forward all
the time.

I'd like to especially thank the keynotes and speakers who are sharing their
knowledge and experience with us.

Most of all, I'd like to thank you for attending. | encourage you all to take
advantage of the program, the breaks and the social events to introduce
yourselves to people you've not met before, to reinvigorate old friendships with
people you've not seen for a while and talk about your successes and challenges
(and have some fun). You are what makes this a great and successful conference
and we should celebrate that above everything else.

FIRST is what we make of it. Opportunities abound to volunteer to support
worthwhile efforts: SIGs, hosting TCs. and so on. | hope you'll be sufficiently
inspired by what you see this week to want to participate in—and perhaps,

join FIRST and its efforts. We'd love to have you aboard with us.

Chrir (Hhton

Chris Gibson
Chairman, FIRST.Org
Director, Citi ,UK

2011-2012

Steering Committee

Kenneth van Wyk
Vice Chairman
KRvW Associates LLC, US

Peter Allor
CFO
IBM, US

Steve Adegbite
Conference Liaison
Lockheed Martin, US

Cristine Hoepers
CERT.br/NIC.br, BR

Margrete Raaum
UiO-CERT, NO

Reneaué Railton
Cisco Systems, US

Robert Schischka
CERT.at, AT

Maarten Van Horenbeeck
Microsoft, US

Suguru Yamaguchi
JPCERT/CC, JP
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FIRST Secretariat

FIRST.Org, Inc.

PO Box 1187

Morrisville, North Carolina
27560-1187

United States of America

first-sec@first.org

Conference Office

FIRST.Org, Inc.

Conference Coordination Office
c/o CAPS, LLC

219 W. Chicago, Suite 300
Chicago, lllinois 60654

United States of America

first-2012@first.org
+1312646 1013

Venue Information

Hilton Malta
Portomaso, St. Julian's
Malta PTMO1

+356 (0) 2138 3383

FIRST Websites

http://www.first.org
http://conference.first.org

Lost & Found

Registration Desk

Please bring all tems to the registration
desk. The conference staff will hold all
lost items until the conference close on
Friday. Items that have not been claimed
will be discarded or donated.

i @firstdotorg
| #FIRSTCON
n http://www.facebook.com/firstcon
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Registration Information
Spinola Lobby - Conference Center Level 5

Sunday 14:00-18:00
Sunday - Poolside Gazebo 18:30-21:00
Monday-Tuesday 08:00-16:00
Wednesday-Friday 08:30-16:00

Breakfast Hours
Hilton Hotel - Oceana Restaurant

Monday-Friday 07:00-09:00

Only attendees staying in the Hilton property will be allowed in to the
Ocean Restaurant for breakfast. Hilton staff will check for room numbers
and your name badges.

An early morning coffee break will be provided in the Spinola Lobby
located in the Conference Center for attendees staying at other properties
in the main lobby area of the Conference Center.

Accessing Conference Presentations
To access public presentations, please visit:

If there is no presentation available, the presenter has either no slides,
not yet made their presentation available, or has not granted permission
to publish. Final versions of presentations will be collected following
conference completion and will be available for one month to download
at the URL above.

Final & full presentations will be moved to the presentation archive on
the FIRST Member side at https://members.first.org. If you are unable to
locate a presentation, please send email to first-2012@first.org.

Internet Access
Conference Meeting Rooms

Free wireless internet will be available to attendees throughout the
conference meeting rooms for the duration of the conference. For access,
please use the following:

SSID: FIRST2012
WPA & WPA2:  FIRST24Malta

If you have trouble connecting, please ask for assistance at the
registration desk.

Attendees are responsible for internet access in their sleeping rooms.
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Network Monitoring
Privacy Statement

Cisco's Computer Security Incident
Response Team (CSIRT) has developed
a mobile monitoring and networking
solution for providing on-site network
and computer security monitoring
during conferences and events. The
first use of the solution at FIRST 2007
was showcased in a Cisco-on-Cisco
article. This year Cisco CSIRT has a
similar deployment at the Cisco House
of the London Olympics. The CSIRT team
monitors 2-3 events per year with this
kit, and usually sends 1-2 people to each
event to provide security monitoring
and a follow-up report.

For more information, please visit http://
www.first.org/conference/monitoring.

You may direct questions about this
setup, such as the network, security, or
privacy assurances, to the Cisco team by
emailing first-2012-malta@cisco.com.

NI
CISCO.

Download the Mobile
Agenda via EventBoard!

conference policies.

About Conference Policies

Please note the following policies will be in effect during the conference. We
ask for your compliance in respecting the privacy of your fellow attendees
and limiting distraction and interruptions of the speakers and presenters.

Attendee List

Unless the Conference Office has received an explicit request from a
registrant disallowing to share their contact information (through the
Registration Form), a list of all attendees, job titles and their affiliation
institutions will be included in the delegate packs. Please note this delegate
list is for personal use only and may not be used for marketing purposes
or shared with other individuals or sources. Violation of this information
sharing policy may result in suspension from FIRST and future events.

Mobile Devices
A kind reminder to please turn off or silence all mobile devices during
conference sessions.

Photography, Videography & Voice Recording
Photography, videography or voice recording of any FIRST Conference
sessions is strictly prohibited. If the policy is violated, the offender will
be issued a warning. Any second offense may result in removal (non-
refundable) from the conference.

Photography is permitted at the following FIRST Conference events: Ice
Breaker Reception, Vendor Showcase and Wednesday Banquet.

Use of Social Media

Please use common sense and respect during conference week. Any
individual caught disclosing information from a closed session or a
members-only meeting will be issued a warning. Any second offense may
result in removal (non-refundable) from the conference.

Use of any social media medium is strictly prohibited during the
Annual General Meeting (AGM), this includes, but is not limited to: Twitter,
Facebook, IRC, blogging, etc. Any communications are for those in physical
attendance at the AGM. Exceptions can only be granted by the FIRST
Steering Committee for a limited purpose.

Press Policy
All press must pre-registered with the FIRST Secretariat (first-sec@first.
org) and have been granted approval to attend sessions by the FIRST
Conference Liaison. Please read the full Press Policy at http://www.first.org/
newsroom/policy.

Any opinions expressed are that of the individual and
not of FIRST.Org.
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Seedistardis not an island.

A Word From Jose, Program Chair 2012

"For this year's conference, | wanted to focus on networking
organizations to address security challenges through talks,
panels and sessions devoted to collaboration and data sharing,
cooperating efforts and new models. As always, we also keep an
eye on emerging threat areas including malware, SCADA, targeted
attacks, and new attack vectors.

Our program is designed, just as in years past, to provide insights
into the best practices your colleagues from around the world have
to offer. We have a great line-up of speakers, including keynote
presentations from Francisco Garcia-Moran from the European
Commission, Suleyman Anil from NATO, and Lance Spitzner from
Securing the Human and the Honeynet Project.

Malta’s history can serve to highlight the role of security in modern
networking: a bridge between organizations, a beachhead
that must be defended, and, in our FIRST community, a global
community. This is a fitting setting for our networking challenges
in the 21st century.

llook forwardto this week and tomaking those human connections
that provide the most value in securing our networks."

Jose Nazario, Ph.D
2012 Program Chair, FIRST.Org, Inc.

Senior Manager of Security Research, Arbor Networks

About Jose...

Dr. Jose Nazario is a Senior Manager of
Security Research with Arbor Networks. In
this capacity, he is responsible for analyzing
burgeoning Internet security threats, reverse
engineering malicious code, software
development, and developing security
mechanisms that are then distributed to
Arbor's Peakflow platforms via the Active Threat Feed (ATF)
threat detection service.

Dr. Nazario's research interests include large-scale Internet
trends such as reachability and topology measurement,
Internet-scale events such as distributed denial of service
(DDoS) attacks , botnets and worms, source code analysis tools,
and data mining. He is the author of the books "Defense and
Detection Strategies against Internet Worms" and "Secure
Architectures with OpenBSD." He earned a Ph.D. in biochemistry
from Case Western Reserve University in 2002. Prior to joining
Arbor Networks, he was an independent security consultant. Dr.
Nazario regularly speaks at conferences worldwide, with past
presentations at CanSecWest, PacSec, Blackhat, and NANOG.

About the Theme...

The field of information security is a large mosaic of
technical, procedural and physical controls that seeks
to protect the confidentiality, integrity and availability
of data. Security, however, is not an island unto itself.
It must co-exist and collaborate with application
developers, cloud computing environments and
mobile platforms, not to mention regulatory
compliance and law enforcement needs.

The 24th Annual FIRST Conference seeks to bridge this
gap by focusing on the practical aspects of security
and incident response in the face of a rush toward
adoption of cloud computing and other distributed
architectures. Considering the inroads that mobile
devices are making in our daily workplaces, perhapsiit is
time for security to redefine itself in some fundamental
ways.

About the Program...
Deep Technical Foundations

Presentations cover in depth, cutting edge information
on threats, tools and practices.

Technical Foundations
Presentations cover technical information fundamen-
tals and an overview of technical topics.

Policy & Management

Presentations cover incident response management
and development, and issues regarding information
sharing and legal boundaries.

Lightning Talks

Lightning Talks are open to all attendees. Talks are
limited to five minutes each and participants must
sign-up at the registration desk. First come, first
served. This session is immensly popular—please
don't wait to sign up! Slides are not mandatory; no
sales presentations.

24th Annual

Conference

17 - 22 June 2012
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Hloor plans—hilton malta.
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*Please follow signs to get from the Hilton Portomaso Rooms to the Conference Center.
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conference program.

THURSDAY, 21 JUNE 2012 (continued)

Technical Foundations

Deep Technical Dives

Breakouts
Portomaso lll

Hilton Level 3

Portomaso I+l
Hilton Level 3

Overseeing the orchard-
Hands-on Tutorial

Feasibility study of
scenario based
self-training material for
incident response

Masato Terada

Chief Technology and Coordination
Designer, Hitachi Incident Response
Team, JP

Kenneth van Wyk
President, KRvW Associates, LLC, US

Policy & Management

Grandmaster Suite
Level 6 CC

Panel: Global and Regional
CERT Collaboration to
Reduce Cyber Conflict Risk
Panel

Greg Rattray

Partner, Delta Risk LLC, US

Yurie Ito

Director of Global Coordination,
JPCERT/CC, JP

Suleyman Anil

Head, Cyber Defence/Emerging
Security Challenges Division, NATO
Yuejin Du

Director of National Institute of
Network and Infornation Security,
Deputy CTO of CNCERT

Common Vulnerability Scoring System Special Interest Group (CVSS SIG)

*Open to all attendees; voting is restricted. Contributers must sign an IPR.

Networking Break for Non-Members with Exhibits

15:30-17:30
Grandmaster Suite CC6

Annual General Meeting (AGM)

No exceptions. Coffee break will be served in the room

Members-only. Please be on time and have a valid government issued photo ID for entry into meeting.
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conference program.

FRIDAY, 22 JUNE 2012

General Session

09:30-09:45 Opening Remarks
Grandmaster Suite CC6 Chris Gibson, Chair, FIRST.Org, Inc. & Director, Citi, UK

Keynote | Surviving the World of Security—The Past, Present and Future
Lance Spitzner, Director, SANS Securing the Human Program, SANS Institute, US

:45-11:15 Networking Break
Main Lobbies CC5&6

11:15-12:00 Plenary | What we found about BCP on 3/11
Grandmaster Suite CC6 Takuho Mitsunaga, Security Analyst, JPCERT/CC. JP

Business Continuity Planning (BCP) was said to be ready for any natural disaster in Japan. In the event of
an emergency in a corporate headquarters; satellite offices, backup systems for critical information and
disaster recovery plans were all considered ready to go. However after the earthquake on 3/11, we realized
that BCP processes were not enough to deal with "REAL" disasters. Responders faced expected problems
such as power outages, but were ill-equiped to deal with the unexpected problems...including the human
factor. For this presentation, we interviewed enterprises in Japan focusing on BCP to discuss what worked
and what did not. Based on our interview results, we will present the BCP processes actioned on 3/11 and
discuss what we need for "REAL" BCP.

12:00-13:30 Lunch
Spinola Suite CC5

Deep Technical Dives Technical Foundations  Policy & Management

Breakouts Portomaso I+I1 Grandmaster Suite Portomaso llI

Hilton Level 3 CC Level 6 Hilton Level 3

AbuseHelper case studies: | Are Cyber Security Visualizing Cybercrime
Gathering and sharing inci- | Exercises Useful? The Campaigns using Triage
dent data among different | Malaysian Case Study. analytics
communities

Adli Wahid

VP Cyber Security Response
Jussi Eronen Services / Head of Malaysia CERT, Olivier Thonnard
InfoSec Adviser, CERT-FI, FI CyberSecurity Malaysia, MyCERT, MY | Sr. Research Engineer, Symantec, FR




conference program.

FRIDAY, 22 JUNE 2012 (continued)

Deep Technical Dives Technical Foundations  Policy & Management

Breakouts Portomaso I+lI Grandmaster Suite Portomaso llI

Hilton Level 3 CC Level 6 Hilton Level 3

Sharing data's hard, here's | FS-ISAC—A Private/Public | How Visualization Makes it
how we did it Partnership Possible

Wes Young
Principal Security Engineer, REN- Kevin Thomsen Sebastian Tricaud
ISAC, US Senior Vice President, Citi Chief Technology Officer, Picviz Labs

15:15-15:45 Networking Break
Main Lobbies CC5&6

15:50-16:30 Proposal for a new model | Automated incident SCADA Security: The fight

for information sharing notification helper to protect critical
between CSIRTs infrastructure

Kevin Hemsley
David Durvaux Vulnerability Handling Lead,
Security Analyst, CERT.be/Belnet, BE Idaho National Laboratory, US
Christian Van Heurck Javier Berciano Ryan Kimmitt
Team Leader, Coordinator, CERT.be/ | Reactive Services Team Leader, Senior Fusion Analyst, Idaho Na-
Belenet, BE INTECO-CERT, ES tional Laboratory, US

16:35-17:00 Closing Remarks & Raffle Drawings
Grandmaster Suite CC6 Chris Gibson, Chair, FIRST.Org, Inc. & Director, Citi, UK
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keynote speakers.

Francisco Garcia Moran
Director General, Directorate General Informatics (DIGIT)
European Commission

Francisco Garcia Moran holds a degree in Mathematics from the University
of Seville and a degree in Computer Science from the Polytechnic University
of Madrid. He started his career as a teacher and IT engineer at the
University of Seville and worked for several years at the IT Departments of
the Ministry of Education and Science at national level and of the Regional
Government of Andalusia where he worked as a head of several IT services.
Since he joined the European Commission in November 1986, he has
continued working in the IT area, first at the Informatics Directorate and
then at the Directorate-General for Translation.

In2001 he was appointed Director of Informatics at the Directorate-General
for Personnel and Administration. He was responsible for establishment of
the Directorate-General for Informatics (DIGIT) in May 2004 of which he
was appointed Director General in November 2005.

The Directorate-General for Informatics defines the IT strategy of the
European Commission, provides ICT corporate services and is also
responsible for the European programme ISA (Interoperable Solutions for
Public Administrations).

He is member of the Management Board of ENISA (European Network and
Information Security Agency) and member of World Bank's HLEG (High

Level E Transformation Group).

Presenting Monday @ 09:45 "IT Security @ EC: Challenges & Experiences"

Suleyman Anil
Head, Cyber Defence/Emerging Security Challenges Division
NATO

Since August 2010, Mr. Anil is the Head of Cyber Defence Section in
the Emerging Security Challenges Division in NATO HQ Brussels. The
responsibilities of his section includes development of NATO’s policy,
action plans and input on Cyber Defence, cyber defence coordination
within NATO, with Nations and with International Organizations,
organizing Annual Cyber Defence Exercises and provision of cyber threat
assessments.

Mr. Anil joined NATO in 1989. Until 2003 he was responsible for the
creation and management of NATO’s operational Computer Network
Defence services (later known as NATO Computer Incident Response
Capability; NCIRC) provided from SHAPE HQ in Mons Belgium. In 2003, Mr
Anil has moved to NATO Office of Security in NATO HQ Brussels to manage
the Coordination Centre of NCIRC, dealing with policy development,
international relations and intelligence aspects of cyber defence. Before
he joined NATO, Mr. Anil worked for ITT and ALCATEL groups for ten years
on various ICT projects in USA and Europe. Mr. Anil, born in 1955 in Turkey,
has a degree in Electrical Engineering from METU in Turkey and attended
master studies in Computer Science in USA.

Presenting Wednesday @ 09:45 "Defending Cyberspace—
Global Challenges Require Global Responses"
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keynote speakers.

Lance Spitzner
Director, SANS Securing the Human Program
SANS Institute

Mr. Lance Spitzner is the Training Director of SANS Securing The Human
program. He is an internationally recognized leader in the field of cyber
threat research and security training and awareness. He has helped develop
and implement numerous multi-cultural security awareness programs
around the world for organizations as small as 50 employees and as large
as 100,000. He invented and developed the concept of honeynets, is the
authorof several books, and has published over thirty security whitepapers.
Mr. Spitzner started his security career with Sun Microsystems as a senior
security architect, helping secure Sun's customers around the world. He
is founder of the Honeynet Project; an international, non-profit security
research organization that captures, analyzes, and shares information on
cyber threats at no cost to the public.

Mr. Spitzner has spoken to and worked with numerous organizations,
including the NSA, FIRST, the Pentagon, the FBI Academy, the President's
Telecommunications Advisory Committee, MS-ISAC, the Navy War College,
the British CESG, the Department of Justice, and the Monetary Authority
of Singapore. He has consulted around the world, working and presenting
in over 20 countries on six different continents. His work has been
documented in the media through outlets such as CNN, BBC, NPR, and The
Wall Street Journal. He serves on the Distinguished Review Board for the
Air Force Institute of Technology, Technical Review Board for CCIED, and
the Information Assurance Curriculum Advisory Board at DePaul University.
Before working in information security, Mr. Spitzner served as an armor
officer in the Army's Rapid Deployment Force and earned his MBA from
the University of lllinois-Chicago.

Presenting Friday @ 09:45 "Surviving the World of Security—The Past,
Present and Future"

Be a part of FIRST 2013!

The official Call for Speakers occurs every Autumn. Please ensure you watch
for our conference announcement emails and news posting for the latest
information. All submissions must be made through the FIRST submission
form and during the allotted submission window.

Need direction on a presentation topic? Want to join the program
committee? Please be sure to talk to the 2013 Program Chair, AdliWahid, VP
of Cyber Security Response Services / Head of Malaysia CERT, CyberSecurity
Malaysia (MyCERT) this week. If you'd like an introduction, please do not
hesitate to ask the conference staff for assistance.

General Questions: first-2013@first.org
Contact the Program Chair: first-chair2013@first.org
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exhibitors.

BT Assure serves the security and business continuity needs of BT’s
global customers. BT helps these customers manage and maintain resilient
and secure networked IT infrastructures. Through its professional services
arm, BT Advise, BT offers a full portfolio of security consulting services,
covering secure networking, business continuity, and identity and fraud
management. For more information, please visit_http://www.bt.com/
btassure/securitythatmatters.

Secunia is the leading provider of IT security solutions that help
businesses and private individuals globally manage and control
vulnerability threats and risks across their networks and endpoints.
This is enabled by Secunia's award-winning Vulnerability Intelligence,
Vulnerability Assessment, and Patch Management solutions that ensure
optimal protection of critical information assets. For more information,
please visit http://secunia.com.

Ciscoisthe worldwide leaderin networking for the Internet. Its hardware,
software, and service offerings are used to create Internet solutions that
allow individuals, companies, and countries to increase productivity,
improve customer satisfaction and strengthen competitive advantage.
Our vision is to change the way people work, live, play and learn. For more

information, please visit http://www.cisco.com.

Vodafone Malta is the market leader in the provision of mobile
electronic communication services and it is the local provider of choice
for high-speed internet bandwidth, hosting and co-location services and
international private leased lines. With its very own submarine cable and a
high capacity link on another third party subsea cable, Vodafone provides
a resilient connection to mainland Europe where multiple international
carriers route all trafic to anywhere around the world. For more
information, please visit https://www.vodafone.com.mt/ipbandwidth.

RSA, The Security Division of EMC, is the premier provider
of security, risk and compliance management solutions for business
acceleration. RSA helps organizations solve their most complex and
sensitive security challenges. These challenges include managing
organizational risk, safeguarding mobile access and collaboration, proving
compliance, and securing virtual and cloud environments. www.RSA.com.

24th Annual FIRST Conference | St. Julian's, Malta | 17-22 June 2012 | FINAL ONLINE COPY

BT Assure

Security that matters

Cick hato 15 wa

Secunia

Stay Secure

NIl
CI1SCO.

vodafone

RSAI



















note pad




INCIDENT RESPONSE:

SHARING TO WIN
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