Vulnerability Common Name

CVE reference

Common Vulnerability Scoring System Sample Implementation 1.0

Cisco I0S Interface
Blocked DoS

Microsoft LSASS

Microsoft Outlook
Express Scripting

CAN-2003-0567

CAN-2003-0533

CAN-2004-0380

(I0S DOS) (Sasser Worm)
http://www.cisco.com/
en/US/products/produ . .
- . . . D http://www.securityfoc } http://www.securityfoc
Vulnerability Details Jcts security advisoryO} us.com/bid/10108 us.com/bid/9105
9186a00801a34c2.sht - -
ml
Access Vector REMOTE REMOTE REMOTE LOCAL
Access Complexity LOW LOW HIGH LOW
Authentication NOT-REQUIRED NOT-REQUIRED NOT-REQUIRED REQUIRED
Confidentiality Impact NONE COMPLETE COMPLETE NONE
Integrity Impact NONE COMPLETE COMPLETE NONE
Availability Impact COMPLETE COMPLETE COMPLETE NONE
Impact Bias AVAILABILITY NORMAL NORMAL NORMAL
BASE SCORE 5,0 10,0 8,0 0,0
Exploitability HIGH HIGH HIGH UNPROVEN
Remediation Level OFFICIAL-FIX OFFICIAL-FIX OFFICIAL-FIX OFFICIAL-FIX
Report Confidence CONFIRMED CONFIRMED CONFIRMED UNCONFIRMED
TEMPORAL SCORE 4,4 8,7 7,0 0,0
Collateral Damage Potential NONE NONE LOW NONE
Target Distribution HIGH HIGH HIGH NONE
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