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The Common Vulnerability 
S c oring  S ys tem ( CVS S ) v 2
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� Introduction and overview of CVSS
� W h y  CVSS?
� Internal s
� Scoring
� R oadm ap
� Cl os ing  com m ents  and q ues tions

Agenda
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� Cl os ing  com m ents  and q ues tions



� Com m on Vul nerab il ity  Scoring  Sy s tem  ( CVSS)
� A  univers al  l ang uag e to convey  vul nerab il ity  s everity and h el p  

determ ine urg ency and p riority  of res p ons e
� Sol ves  p rob l em  of m ul tip l e,  incom p atib l e s coring  s y s tem s  in us e 

today
� Initial l y  a N IA C p roj ect

O v er v i ew
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� Initial l y  a N IA C p roj ect
� Subgroup of the global Vulnerability Disclosure Framework WG
� N ow und er the custod ial care of FI R ST -SI G

� O p en
� U s ab l e,  unders tandab l e,  and dis s ectib l e b y  any one
� In v2  now ( J une 2 0th 2 007)



� Cis co
� Sy m antec
� Q ual y s
� eB ay
� DHS/MITRE

A j o i nt  N I AC  ef f o r t
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� C ERT/C C
� Mi c r o s o f t
� ISS



Ado p t er s
Amazon 
Ar c S i g h t  
As s u r i a Au d i t or  
B i g  F i x  
C i s c o 
( M y S D N )  C S C  
e B ay  
E-S e c u r e -I T  
H P  

T e nab l e  N e t w or k  S e c u r i t y  
ne t F or e ns i c s  
N I S T  
N p ow e r  
O r ac l e  
R e d s e al  
R W E 
S k y p e  
S y mant e c  
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H P  
I B M  
I nt e l l i s h i e l d  
I P A ( J ap an)  
I S S  
M c Af e e  
M y S D N  
nC i r c l e  
ne t V i g i l anc e  

S y mant e c  
S k y b ox  S e c u r i t y  
T h r e at G u ar d ,  I nc .  
Q u al y s  
U S -C ER T  
w e b M e t h od s



� CVSS is  not:
� T hreat scoring system ( T he DH S color warning system)
� Vulnerability d atabase ( Symantec’ s bugtraq )
� R eal-time attack scoring system ( Symantec’ s A R I S)
� O v erall risk management program

S c o p e C o ns t r ai nt s
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� D ifferent O rg aniz ations
� Vend ors ( response)
� C oord inators ( notification,  coord ination)
� R eporters ( research,  d iscov ery)
� U sers ( mitigation)

� A l l  h ave different rol es ,  m otivations ,  p riorities ,  res ources ,  etc

W h y  C V S S ?
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� A l l  h ave different rol es ,  m otivations ,  p riorities ,  res ources ,  etc
� W e need a com m on way  to com m unicate!
� Set an indus try  ex am p l e on al ert dis cl os ure



H o w  do  w e s c o r e no w ?  
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Rating D e f initio n
Critical A vulnerability whose exploitation 

c ould  allow the propag ation of  an 
I nternet worm  without user ac tion.

I m p o rtan t A vulnerability whose exploitation 
c ould  result in c om prom ise of  the 
c onf id entiality,  integ rity,  or availability 
of  users d ata,  or of  the integ rity or 

V endo r  S c o r i ng:  M i c r o s o f t

©  20 0 7 by  FI RS T . O rg ,  I n c.
S lid e 9 /  C V S S  B asics [For Public Release]

of  users d ata,  or of  the integ rity or 
availability of  proc essing  resourc es.

M o d e rate E xploitability is m itig ated  to a 
sig nif ic ant d eg ree by f ac tors suc h as 
d ef ault c onf ig uration,  aud iting ,  or 
d if f ic ulty of  exploitation.

L o w A vulnerability whose exploitation is 
extrem ely d if f ic ult,  or whose im pac t is 
m inim al.



C o o r di nat o r  S c o r i ng:  C E R T / C C
The metric value is a number between 0  and  1 8 0 that assig ns an ap p ro x imate 
severity  to  the vulnerability .  This number co nsid ers several f acto rs,  includ ing :

Q 1 I s inf o rmatio n abo ut the vulnerability  wid ely  available o r k no wn?
Q 2 I s the vulnerability  being  ex p lo ited  in the incid ents rep o rted ?
Q 3 I s the I nternet I nf rastructure at risk  because o f  this vulnerability ?
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Q 3 I s the I nternet I nf rastructure at risk  because o f  this vulnerability ?
Q 4 H o w many  sy stems o n the I nternet are at risk  f ro m this vulnerability ?
Q 5 W hat is the imp act o f  ex p lo iting  the vulnerability ?
Q 6 H o w easy  is it to  ex p lo it the vulnerability ?
Q 7 W hat are the p reco nd itio ns req uired  to  ex p lo it the vulnerability ?

3 * (Q1 + Q2 + Q3) * (Q4 * Q5 * Q6 * Q7) / (20^4)



R es ear c h er  S c o r i ng:  S ec u ni a
Rating D e f initio n

E x tre m e ly  Critical T ypically used  for remotely 
ex ploitable v ulnerabilities,  which 
can lead  to system compromise.  
Successful ex ploitation d oes not 
normally req uire any interaction 
and  ex ploits are in the wild .
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H ig h ly  Critical A s A bov e,  no known ex ploits
M o d e rate ly  Critical A s A bov e,  but DoS only or 

req uiring user interaction
L e s s  Critical X SS,  priv ilege escalation,  

sensitiv e d ata ex posure
N o t Critical Very limited  priv ilege escalation,  

locally ex ploitable DoS,  non-
sensitiv e d ata ex posure



� M icros oft s ay s  “ Im p ortant”
� CE R T  s ay s  “ 47. 31 ”
� Secunia s ay s  “ L es s  Critical ”

� U s er s ay s  “ H uh ? ”

And t h e U s er … ?
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T h e B u s y  S ec u r i t y  O p er at i o ns  G u y

W h at d o e s  it m e an  to  h av e  4 , 1 2 9  
v u ln e rab ilitie s  re p o rte d  in  2 0 0 2 ?

Read the descriptions
4,129 vulnerabilities * 15 minutes = 129 
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4,129 vulnerabilities * 15 minutes = 129 
d ay s

A f f ected b y  1 0 %  of  the v u l nerab il ities?
I nstal l  patches on one sy stem

413  vulnerabilities * 1 h o ur = 52 d ay s
Reading  reports and patching  a sing l e 
sy stem  costs 1 2 9  +  5 2  =  1 8 1  day s
W hich v u l nerab il ity  shou l d I  patch f irst?   
Rem ote root in D N S ?   W eb  serv er?   
D esk top sy stem s?   D oS  af f ecting  rou ting  
inf rastru ctu re?



S c o r i ng D i s c r ep anc y  C h ar t
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� M etrics  and form ul as  y iel d a s core
� T h at’ s  al l !

H o w  do es  C V S S  w o r k ?
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� A  cons tituent com p onent or ch aracteris tic of a vul nerab il ity  th at 
can b e q uantitativel y  or q ual itativel y  m eas ured

� M ak e up  th e b ul k  of CVSS
� T h ree dis tinct g roup s

� B ase M etrics ( Good )
� T emporal M etrics ( B etter)

M et r i c s
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� T emporal M etrics ( B etter)
� E nv ironmental M etrics ( B est)

� D es ig ned with  O B J E CT IVIT Y in m ind



C V S S  ( M et r i c s  V i ew )
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� M os t fundam ental  q ual ities  of a vul nerab il ity
� D o not ch ang e;  “ Im m utab l e”
� Intrins ic attrib utes  of a vul nerab il ity
� 7 B as e m etrics

B as e M et r i c  G r o u p
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A cce s s  V e cto r ( A V )

� M eas ures  wh eth er a vul nerab il ity  is  ex p l oitab l e l ocal l y  or 
rem otel y

� L ocal  ( L ) :  T h e vul nerab il ity  is  onl y  ex p l oitab l e l ocal l y
� A dj acent N etwork  ( A ) :  T h e vul nerab il ity  m us t b e s tag ed from  

B as e M et r i c s
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� A dj acent N etwork  ( A ) :  T h e vul nerab il ity  m us t b e s tag ed from  
eith er th e b roadcas t or col l is ion dom ain of th e vul nerab l e 
s oftware

� N etwork  ( N ) :  T h e vul nerab il ity  is  ex p l oitab l e rem otel y  ( and 
p os s ib l y  l ocal l y  as  wel l )  A n ex am p l e of a network  attack  is  an 
R P C b uffer overfl ow.  



A ccess C o mp lex ity  ( A C )  
� Measures the complexity of attack required to exploit the vulnerability once an attacker has 

access to the targ et system
� H ig h ( H )  :   S pecializ ed access conditions exist.  F or example:   
� I n most config urations,  the attacking  party must already have elevated privileg es or spoof 

additional systems in addition to the attacking  system ( e. g . ,  D N S ) .
� T he attack depends on social eng ineering  methods that w ould be easily detected by 

know ledg eable people.  F or example,  the victim must perform several suspicious or atypical 
actions.   

� T he vulnerable config uration is seen very rarely in practice.    - I f a race condition exists,  the 
w indow  is very narrow .   

B as e M et r i c s
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w indow  is very narrow .   
� Medium ( M)  :  T he access conditions are somew hat specializ ed;  the follow ing  are examples:
� T he attacking  party is limited to a g roup of systems or users at some level of authoriz ation
� T he affected config uration is non-default,  and is not commonly config ured
� T he attack requires a small amount of social eng ineering  that mig ht occasionally fool 

cautious
� L ow  ( L )  :   S pecializ ed access conditions or extenuating  circumstances do not exist.   T he 

follow ing  are examples:
� T he affected product typically requires access to a w ide rang e of systems and users,  possibly 

anonymous and untrusted ( e. g . ,  I nternet-facing  w eb or mail server) .
� T he attack can be performed manually and requires little skill or additional information 

g athering .  U sed default config uration 



A u th e n ticatio n  ( A u )
� M eas ures  wh eth er or not an attack er needs  to b e auth enticated 

to th e targ et s y s tem  in order to ex p l oit th e vul nerab il ity
� M ul tip l e ( M )  E x p l oiting  th e vul nerab il ity  req uires  th at th e attack er 

auth enticate two or m ore tim es ,  even if th e s am e credential s  are 
us ed each  tim e.   A n ex am p l e is  an attack er auth enticating  to an 

B as e M et r i c s

©  20 0 7 by  FI RS T . O rg ,  I n c.
S lid e 21 /  C V S S  B asics [For Public Release]

us ed each  tim e.   A n ex am p l e is  an attack er auth enticating  to an 
op erating  s y s tem  in addition to p roviding  credential s  to acces s  an 
ap p l ication h os ted on th at s y s tem .

� Sing l e ( S)  T h e vul nerab il ity  req uires  an attack er to b e l og g ed into 
th e s y s tem  ( s uch  as  at a com m and l ine or via a des k top  s es s ion 
or web  interface) .  

� N one ( N )  A uth entication is  not req uired to ex p l oit th e 
vul nerab il ity .



Confidential ity  Im p act ( C)  

� M eas ures  th e im p act on confidential ity  of a s ucces s ful  ex p l oit of 
th e vul nerab il ity  on th e targ et s y s tem

� N one ( N ) :  N o im p act on confidential ity
� P artial  ( P ) :  T h ere is  cons iderab l e inform ational  dis cl os ure

B as e M et r i c s
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� P artial  ( P ) :  T h ere is  cons iderab l e inform ational  dis cl os ure
� Com p l ete ( C)  :  A  total  com p rom is e of critical  s y s tem  inform ation



I n te g rity  I m p act ( I )

� M eas ures  th e im p act on Integ rity  of a s ucces s ful  ex p l oit of th e 
vul nerab il ity  on th e targ et s y s tem

� N one ( N ) :  N o im p act on integ rity
� P artial  ( P ) :  Cons iderab l e b reach  in integ rity

B as e M et r i c s
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� P artial  ( P ) :  Cons iderab l e b reach  in integ rity
� Com p l ete ( C)  :  A  total  com p rom is e of s y s tem  integ rity



A v ailab ility  I m p act ( A )

� M eas ures  th e im p act on A vail ab il ity  of a s ucces s ful  ex p l oit of th e 
vul nerab il ity  on th e targ et s y s tem

� N one ( N )  :  N o im p act on avail ab il ity
� P artial  ( P )  :  Cons iderab l e l ag  in or interrup tions  in res ource 

B as e M et r i c s
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� P artial  ( P )  :  Cons iderab l e l ag  in or interrup tions  in res ource 
avail ab il ity

� Com p l ete ( C)  :  T otal  s h utdown of th e affected res ource



� T im e dep endent q ual ities  of a vul nerab il ity
� 3 T em p oral  m etrics

T em p o r al  M et r i c  G r o u p
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E x p lo itab ility  ( E )
� M eas ures  h ow com p l ex  th e p roces s  is  to ex p l oit th e vul nerab il ity  

in th e targ et s y s tem  once it h as  b een acces s ed
� U np roven ( U ) :  N o ex p l oit code is  y et avail ab l e
� P roof of Concep t ( P O C) :  P roof of concep t ex p l oit code is  

avail ab l e

T em p o r al  M et r i c s
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avail ab l e
� F unctional  ( F )  :  F unctional  ex p l oit code is  avail ab l e
� H ig h  ( H ) :  E x p l oitab l e b y  functional  m ob il e autonom ous  code or 

no ex p l oit req uired ( m anual  trig g er)
� N ot D efined ( N D ) :  A s s ig ning  th is  val ue to th e m etric wil l  not 

infl uence th e s core.  It is  a s ig nal  to th e eq uation to s k ip  th is  
m etric.



R e m e d iatio n  L e v e l ( R L )

� M eas ures  th e l evel  of s ol ution avail ab l e
� O fficial  F ix  ( O F ) :  Com p l ete vendor s ol ution avail ab l e
� T em p orary  F ix  ( T F ) :  T h ere is  an official  tem p orary  fix  avail ab l e

T em p o r al  M et r i c s
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� W ork around ( W )  :  T h ere is  an unofficial  non-vendor s ol ution 
avail ab l e

� U navail ab l e ( U ) :  T h ere is  eith er no s ol ution avail ab l e or it is  
im p os s ib l e to ap p l y

� N ot D efined ( N D ) :  A s s ig ning  th is  val ue to th e m etric wil l  not 
infl uence th e s core.  It is  a s ig nal  to th e eq uation to s k ip  th is  
m etric



R e p o rt Co n f id e n ce  ( R L )
� M eas ures  th e deg ree of confidence in th e ex is tence of th e 

vul nerab il ity  and th e credib il ity  of its  rep ort
� U nconfirm ed ( U C) :  A  s ing l e unconfirm ed s ource or p os s ib l y  

s everal  confl icting  rep orts
� U ncorrob orated ( U R ) :  M ul tip l e non-official  s ources ;  p os s ib l y  

T em p o r al  M et r i c s
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� U ncorrob orated ( U R ) :  M ul tip l e non-official  s ources ;  p os s ib l y  
incl uding  indep endent s ecurity  com p anies  or res earch  
org aniz ations

� Confirm ed ( C) :  Vendor h as  rep orted/ confirm ed a p rob l em  with  its  
own p roduct

� N ot D efined ( N D ) :  A s s ig ning  th is  val ue to th e m etric wil l  not 
infl uence th e s core.  It is  a s ig nal  to th e eq uation to s k ip  th is  
m etric



� Im p l em entation and environm ent s p ecific q ual ities  of a 
vul nerab il ity

� 3 E nvironm ental  m etrics

E nv i r o nm ent al  M et r i c  G r o u p
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Collateral Damage Potential (CDP)
� T his metric measures the potential for loss of life or physical assets 

through d amage or theft of property or eq uipment.  
� N one ( N ) :  T here is no potential for physical assets,  prod uctiv ity or 

rev enue d amage
� L ow ( L ) :  A  successful ex ploit of this v ulnerability may result  in slight 

loss of rev enue or prod uctiv ity to the organiz ation

E nv i r o nm ent al  M et r i c s
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� L ow-M ed ium ( L M ) :  A  successful ex ploit of this v ulnerability may result in 
mod erate loss of rev enue or prod uctiv ity to the organiz ation.

� M ed ium-H igh ( M H ) :  A  successful ex ploit of this v ulnerability may result 
in significant  loss of rev enue or prod uctiv ity

� H igh ( H ) : A  successful ex ploit of this v ulnerability may result in 
catastrophic loss of rev enue or prod uctiv ity.

� N ot Defined  ( N D) :  A ssigning this v alue to the metric will not influence 
the score.  I t is a signal to the eq uation to skip this metric



T arget Dis trib u tion (T D)

� M easures the relativ e siz e of the field  of target systems susceptible to 
the v ulnerability

� N one ( N )  :  N o target systems ex ist,  or targets are so highly specializ ed  
that they only ex ist in a laboratory setting ( 0 % )

� L ow ( L ) :  T argets ex ist insid e the env ironment,  but on a small scale ( 1 %  

E nv i r o nm ent al  M et r i c s
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� L ow ( L ) :  T argets ex ist insid e the env ironment,  but on a small scale ( 1 %  
- 1 5 % )

� M ed ium ( M ) :  T argets ex ist insid e the env ironment,  but on a med ium 
scale ( 1 6 %  - 4 9 % )

� H igh ( H )  :  T argets ex ist insid e the env ironment on a consid erable scale 
( 5 0 %  - 1 0 0 % )

� N ot Defined  ( N D) :  A ssigning this v alue to the metric will not influence 
the score.  I t is a signal to the eq uation to skip this metric



I m p act R e q u ire m e n t ( I R )  b as e d  o f  F I P S  1 9 9
� T h is  m etric enab l es  th e anal y s t to cus tom iz e th e CVSS s core 

dep ending  on th e critical ity  of th e affected IT  as s et.  
� L ow ( L ) :  L os s  of [ confidential ity  |  integ rity  |  avail ab il ity ]  is  l ik el y  to 

h ave onl y  a l im ited advers e effect on th e org aniz ation or 
individual s  as s ociated with  th e org aniz ation

� M edium  ( M ) :  L os s  of [ confidential ity  |  integ rity  |  avail ab il ity ]  is  

E nv i r o nm ent al  M et r i c s
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� M edium  ( M ) :  L os s  of [ confidential ity  |  integ rity  |  avail ab il ity ]  is  
l ik el y  to h ave a s erious  advers e effect on th e org aniz ation or 
individual s  as s ociated with  th e org aniz ation

� H ig h  ( H ) :  L os s  of [ confidential ity  |  integ rity  |  avail ab il ity ]  is  l ik el y  to 
h ave a catas trop h ic advers e effect on th e org aniz ation or 
individual s  as s ociated with  th e org aniz ation

� N ot D efined ( N D ) :  A s s ig ning  th is  val ue to th e m etric wil l  not 
infl uence th e s core.  It is  a s ig nal  to th e eq uation to s k ip  th is  
m etric



� T h e p roces s  of com b ining  m etric val ues
� B as e s core is  th e “ foundation”  and s tands  al one as  th e CVSS 

rep res entation of a vul nerab il ity  attrib utes
� M od ified  by T emporal and  E nv ironmental metrics

� B as e and T em p oral  s cores  com p uted b y  vendors  and 
coordinators  with  th e intent of b eing  p ub l is h ed

S c o r i ng and F o r m u l as
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coordinators  with  th e intent of b eing  p ub l is h ed
� E nvironm ental  s core op tional l y  com p uted b y  end-us er /  

org aniz ation



C V S S  ( S c o r i ng V i ew )

CVSS 
Sc o r e
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O p t i o n a l
CVSS 
Sc o r e
r e f i n e m e n t s



� Com p uted b y  vendors  and coordinators
� Com b ines  innate ch aracteris tics  of th e vul nerab il ity
� T h e b as e s core h as  th e l arg es t b earing  on th e final  s core

� C omputed  primarily from the I mpact M etrics
� R ep res ents  vul nerab il ity  s everity

B as e S c o r i ng
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� Com p uted b y  vendors  and coordinators
� M odifies  th e B as e Score
� A l l ows  for th e introduction of m itig ating  factors  to reduce th e 

s core of a vul nerab il ity
� D es ig ned to b e re-eval uated at s p ecific interval s  as  a 

vul nerab il ity  ag es

T em p o r al  S c o r i ng
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vul nerab il ity  ag es
� R ep res ents  urg ency at s p ecific p oints  in tim e



� Com p uted b y  end us ers
� A dj us ts  com b ined B as e-T em p oral  s core
� Sh oul d b e cons idered th e F IN A L  s core
� R ep res ents  a s nap s h ot in tim e,  tail ored an environm ent
� U s er org aniz ations  wil l  us e th is  to p rioritiz e res p ons es with in th eir 

own environm ents

E nv i r o nm ent al  S c o r i ng
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own environm ents



F o r m at f o r  p u b l i s h i ng V ec t o r s
� E v e ry  ap p licatio n  o r s e rv ice  th at u s e s  th e  Co m m o n  V u ln e rab ility  S co rin g  S y s te m  ( CV S S )  s h o u ld  p ro v id e  n o t o n ly  th e  CV S S  s co re  - b u t als o  a v e cto r d e s crib in g  th e  co m p o n e n ts  f ro m  w h ich  th e  s co re  w as  calcu late d .  
� T his al l ow s end-u sers to v al idate score w hil e prov iding  a com m on set of  v u l nerab il ity  attrib u tes to b e discl osed 
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C V S S  B as e  V e c t or s
C V S S  vec tors c ontaining  only base m etric s tak e the f ollowing  f orm :
( AV : [ L , A, N ] / AC : [ H , M , L ] / Au: [ M , S , N ] / C : [ N , P , C ] / I : [ N , P , C ] / A: [ N , P , C ] )

h ttp : / / n v d . n is t. g o v / cv s s . cf m ? v e cto rin f o v 2



V ec t o r  def i ni t i o ns
� E xam ple 1 :  ( AV : L / AC : H / Au: N / C : N / I : P / A: C )

E xam ple 2 :  ( AV : A/ AC : L / Au: M / C : C / I : N / A: P )
M e t r i c : AV  =  Ac c essV ec tor ( R elated  exploit rang e)P os s i b l e  V al u e s : L  =  L oc al ac c ess,  A =  Ad j ac ent network ,  N  =  N etwork
M e t r i c : AC  =  Ac c essC om plexity ( R eq uired  attac k  c om plexity)P os s i b l e  V al u e s : H  =  H ig h,  M  =  M ed ium ,  L  =  L ow
M e t r i c : Au =  Authentic ation ( L evel of  authentic ation need ed  to exploit)P os s i b l e  V al u e s : M =  R eq uires m ultiple instanc es,  S =  R eq uires sing le instanc e,  N =  
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P os s i b l e  V al u e s : M =  R eq uires m ultiple instanc es,  S =  R eq uires sing le instanc e,  N =  
N one req uired  
M e t r i c : C  =  C onf I m pac t ( C onf id entiality im pac t)P os s i b l e  V al u e s : N  =  N one,  P  =  P artial,  C  =  C om plete
M e t r i c : I  =  I nteg I m pac t ( I nteg rity im pac t)P os s i b l e  V al u e s : N  =  N one,  P  =  P artial,  C  =  C om plete
M e t r i c : A =  AvailI m pac t ( Availability im pac t)P os s i b l e  V al u e s : N  =  N one,  P  =  P artial,  C  =  C om plete



E x am p l e - CVE-2 0 0 3 -0 0 6 2  
� Cons ider CVE -2 003-0062 :  B uffer O verfl ow in N O D 32  

A ntivirus .  N O D 32  is  an antivirus  s oftware ap p l ication 
devel op ed b y  E s et.  In F eb ruary  2 003,  a b uffer overfl ow 
vul nerab il ity  was  dis covered in L inux  and U nix  vers ions  
p rior to 1 . 01 3 th at coul d al l ow l ocal  us ers  to ex ecute 
arb itrary  code with  th e p rivil eg es  of th e us er ex ecuting  
N O D 32 .  T o trig g er th e b uffer overfl ow,  th e attack er m us t 
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N O D 32 .  T o trig g er th e b uffer overfl ow,  th e attack er m us t 
wait for ( or coax )  anoth er us er ( p os s ib l y  root)  to s can a 
directory  p ath  of ex ces s ive l eng th .  



E x am p l e - CVE-2 0 0 3 -0 0 6 2  
� Since th e vul nerab il ity  is  ex p l oitab l e onl y  to a us er l ocal l y  

l og g ed into th e s y s tem ,  th e A cces s  Vector is  “ L ocal ” .  
� T h e A cces s  Com p l ex ity  is  “ H ig h ”  b ecaus e th is  vul nerab il ity  

is  not ex p l oitab l e at th e attack er' s  wh im .  T h ere is  an 
additional  l ay er of com p l ex ity  b ecaus e th e attack er m us t 
wait for anoth er us er to run th e virus  s canning  s oftware.

� A uth entication is  s et to “ N one”  b ecaus e th e attack er does  
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� A uth entication is  s et to “ N one”  b ecaus e th e attack er does  
not need to auth enticate to any  additional  s y s tem .  If an 
adm inis trative us er were to run th e virus  s can,  caus ing  th e 
b uffer overfl ow,  th en a ful l  s y s tem  com p rom is e woul d b e 
p os s ib l e.  Since th e m os t h arm ful  cas e m us t b e cons idered,  
each  of th e th ree Im p act m etrics  is  s et to “ Com p l ete” .  
T og eth er,  th es e m etrics  p roduce a b as e s core of 6. 2 .  

� T h e b as e vector for th is  vul nerab il ity  is  th erefore:  
A V: L / A C: H / A u: N / C: C/ I: C/ A : C.



E x am p l e - CVE-2 0 0 3 -0 0 6 2  
� P artial  ex p l oit code h as  b een rel eas ed,  s o th e E x p l oitab il ity  m etric 

is  s et to “ P roof-O f-Concep t” .  E s et h as  rel eas ed up dated s oftware,  
g iving  a R em ediation L evel  of “ O fficial -F ix ”  and R ep ort 
Confidence of “ Confirm ed” .  T h es e th ree m etrics  adj us t th e b as e 
s core to g ive a tem p oral  s core of 4. 9 .  

� A s s um ing  th at confidential ity ,  integ rity ,  and avail ab il ity  are roug h l y  
eq ual l y  im p ortant for th e targ eted s y s tem s ,  and dep ending  on th e 
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eq ual l y  im p ortant for th e targ eted s y s tem s ,  and dep ending  on th e 
val ues  for Col l ateral  D am ag e P otential  and T arg et D is trib ution,  
th e environm ental  s core coul d vary  b etween 0. 0 ( “ N one” ,  “ N one” )  
and 7. 5 ( “ H ig h ” ,  “ H ig h ” ) .  \



ap p l i c at i o n
• So what does a CVSS Environmental Score of 7.5 for 

CVE-2 0 0 3 -0 0 6 2  mean to me?
– Y o u r  r e s p o n s e  t o  7 . 5  m a y  b e  d i f f e r e n t  t h a n  m i n e  b a s e d  o n  

c o n s t i t u e n c y  
– C o n s i s t e n t  u n i v e r s a l  s c o r i n g  o f  B a s e  a n d  T e m p o r a l  c a t e g o r i e s  

p r o v i d e s  r e l a t i v e  s e v e r i t y
– S o  f a r … 0-3 N o im p act – wait for SP

4-5 N ex t P atch  Cy cl e
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• A ny  scoring  /  normaliz ation of this many  variab les is 
g oing  to b e a g ross g eneraliz ation
– S o m e  s u b j e c t i v i t y  i n  e v a l u a t i n g  m e t r i c s
– F o r m u l a s  e n c o d e   p r e -d e f i n e d  v a l u e s
– S o m e  t h i n g s  a r e  m i s s e d

6-7 W ith in 7 day s
7-1 0 F iredril l



ap p l i c at i o ns
T he C om m on V ulnerability S c oring  S ystem  ( C V S S )  and  I ts Applic ability to U S  

F ed eral Ag enc y S ystem s

� N I S T  I R  7 4 3 5  is published  as f inal.  C V S S  provid es an open f ram ework  f or 
c om m unic ating  the c harac teristic s and  im pac ts of  I T  vulnerabilities.  T his 
public ation d ef ines and  d esc ribes the C V S S  stand ard ,  provid es ad vic e on 
perf orm ing  sc oring ,  and  d isc usses how F ed eral ag enc ies c an inc orporate F ed eral 
I nf orm ation P roc essing  S tand ard s ( F I P S )  1 9 9  im pac t rating s into their C V S S  
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I nf orm ation P roc essing  S tand ard s ( F I P S )  1 9 9  im pac t rating s into their C V S S  
sc ores to g enerate sc ores that are spec if ic ally tailored  to partic ular F ed eral 
ag enc y environm ents.

� F or c om plete artic le see:
� http: / / c src . nist. g ov/ public ations/ nistir/ ir7 4 3 5 / N I S T I R -7 4 3 5 . pd f



ap p l i c at i o ns

CVSS and th e P ay m ent Card Indus try  ( P CI)

� In order for p rivate-s ector firm s  to p roces s  credit cards ,  th ey  
need to com p l y  with  th e P ay m ent Card Indus try  D ata Security  
Standards  ( P CI D SS) .  E ffective J une 2 007,  th e P CI g overning  
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Standards  ( P CI D SS) .  E ffective J une 2 007,  th e P CI g overning  
b ody  is  req uiring  firm s  us e CVSS in order to determ ine h ow 
vul nerab l e are th eir IT  s y s tem s .  T h e P CI D SS is  avail ab l e:

� h ttp s : / / www. p cis ecurity s tandards . org / p dfs / p ci_ ds s _ tech nical _ a
nd_ op erational _ req uirem ents _ for_ ap p nroved_ s canning _ vendo
rs _ A SVs _ v1 -1 . p df



ap p l i c at i o ns
� G eneral l y ,  to b e considered com pl iant,  a com ponent m u st not 

contain any  v u l nerab il ity  that has b een assig ned a C V S S  b ase 
score eq u al  to or hig her than 4 . 0

T he f ol l ow ing  ex ceptions or cl arif ications appl y :
� A  com ponent m u st b e considered non-com pl iant if  the instal l ed 
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� A  com ponent m u st b e considered non-com pl iant if  the instal l ed 
S S L  v ersion is l im ited to V ersion 2 . 0 ,  or ol der.  S S L  m u st b e a 
m ore recent v ersion than 2 . 0 .

� V u l nerab il ities or m is-conf ig u rations that m ay  l ead to D oS  shou l d 
not b e tak en into consideration



F i nal  c o m m ent s
� T h e auth ors  recog niz e th at m any  oth er m etrics  coul d h ave b een 

incl uded in CVSS.  W e al s o real iz e th at no one s coring  s y s tem  
wil l  fit every one' s  needs  p erfectl y .  

� T h e p articul ar m etrics  us ed in CVSS were identified as  th e b es t 
com p rom is e b etween com p l etenes s ,  eas e-of-us e and accuracy .  
T h ey  rep res ent th e cum ul ative ex p erience of th e CVSS Sp ecial  
Interes t G roup  m em b ers  as  wel l  as  ex tens ive tes ting  of real -
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Interes t G roup  m em b ers  as  wel l  as  ex tens ive tes ting  of real -
worl d vul nerab il ities  in end-us er environm ents .  

� A s  CVSS m atures ,  th es e m etrics  m ay  ex p and or adj us t,  m ak ing  
th e s coring  even m ore accurate,  fl ex ib l e and rep res entative of 
m odern vul nerab il ities  and th eir ris k s .  



L i nk s
� F IR ST :  h ttp : / / www. firs t. org / cvs s

� N IST :  h ttp : / / nvd. nis t. g ov/ cvs s . cfm ? s h owal l and 
h ttp : / / nvd. nis t. g ov/ cvs s . cfm ? cal cul ator.  

� Cis co M y SD N :  h ttp : / / tool s . cis co. com / M y SD N / Intel l ig ence/ h om e. x
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� Cis co M y SD N :  h ttp : / / tool s . cis co. com / M y SD N / Intel l ig ence/ h om e. x

� X force h ttp : / / x force. is s . net/ x force/ al erts / al erts

� F IP S 1 9 9  h ttp : / / cs rc. nis t. g ov/ p ub l ications / fip s / fip s 1 9 9 / F IP S-P U B -
1 9 9 -final . p df



q u es t i o ns ?
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Addi t i o nal  s l i des   - C h anges
� A dd additional  g ranul arity  into A cces s Com p l ex ity .  W e woul d 

ch ang e A dd an additional  " m edium "  fiel d to h el p  b etter des crib e 
th e com p l ex ity  needed to us e a p articul ar ex p l oit.  

� M ove th e “ im p act b ias ”  m etric from  th e b as e s coring  to th e 
environm ental  s coring .  In its  new form  with in th e environm ental  
s ection,  it woul d enab l e end us ers  to decl are wh ich  CIA  attrib ute 
is  m os t im p ortant to th em  in th e contex t of a p articul ar 
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is  m os t im p ortant to th em  in th e contex t of a p articul ar 
vul nerab il ity .  

� E x p l icitl y  add to th e CVSS s tandard th at vul nerab il ities  th at g ive 
root l evel  acces s  s h oul d b e CIA  of al l  ‘ com p l ete’  and 
vul nerab il ities  th at g ive us er l evel  acces s  to th e O S or g eneral  
acces s  to an ap p l ication s h oul d b e CIA  of ‘ p artial ’ .  



Addi t i o nal  s l i des   - C h anges
� R eword th e acces s  com p l ex ity  definition to m ak e it cl ear th at th e 

m etric is  deal ing  with  h ow eas y  it is  to ex ecute an attack  once 
ex p l oit code ex is ts  as  op p os ed to m eas uring  h ow h ard it is  to 
write ex p l oit code.  

� A dd a new op tion to th e acces s  vector m etric for vul nerab il ities  
th at are acces s ib l e onl y  over a l ocal  network  and renam e ex is ting  
m etrics  ap p rop riatel y .  T h e new op tion is  cal l ed “ L ocal  network  
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m etrics  ap p rop riatel y .  T h e new op tion is  cal l ed “ L ocal  network  
acces s ib l e”  ( s om etim es  referred to as  “ adj acent”  in th e CVSS 
SIG  em ail  l is t dis cus s ions ) .  

� Ch ang e th e col l ateral  dam ag e m etric s o it m ay  al s o m eas ure 
econom ic l os s  of p roductivity  or revenue.  



Addi t i o nal  s l i des   - C h anges
� M od ification of A uthentication M etrics to the following:  R eq uires no 

authentication:  R eq uires a single instance of authentication:   R eq uires 
multiple instances of authentication

� I n ord er to make scoring consistent and  to focus scoring on the 
software that is d irectly v ulnerable,  the C VSS d ocumentation should  be 
upd ated  to reflect that v ulnerabilities should  always be scored  with 
respect to the impact on the v ulnerable serv ice.  
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respect to the impact on the v ulnerable serv ice.  
� T o make scoring more consistent,  the C VSS d ocumentation should  be 

upd ated  to ind icate that v ulnerabilities should  be scored  based  on the 
priv ileges that are most often used  ( sometimes referred  to as “ most 
probably” )  for the application.  T his d oes not necessarily reflect the best 
practice for the application,  especially for client applications,  which are 
often run with root-lev el priv ileges.  I f it is not clear what priv ileges are 
most often used  for an application,  analysts should  assume the d efault 
configuration  



Addi t i o nal  s l i des   - C h anges
� F or m ul ti vector vul nerab il ities  :  T o m ak e s coring  m ore 

cons is tent,  th e CVSS docum entation s h oul d b e up dated to 
indicate th at anal y s ts  s h oul d g enerate a s core for each  ap p roach  
to ex p l oitation and th en as s ig n th e vul nerab il ity  th e h ig h es t of th e 
s cores .  If th e h ig h es t s core is  s h ared b y  m ul tip l e ap p roach es ,  
th en anal y s ts  s h oul d com p are th os e ap p roach es  and s el ect th e 
one th at is  m os t l ik el y  to b e us ed.  
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one th at is  m os t l ik el y  to b e us ed.  



Addi t i o nal  s l i des   - C h anges
� N IST  s tatis ticians  in conj unction th e SIG  went over th e CVSS 

form ul as  to identify  and fix  s om e of th e is s ues  with  th e ex is ting  
form ul as  for ex am p l e:
� lack of d iv ersity of scores,  
� multiplicativ e eq uations issues,  
� high score scarcity problems 
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� high score scarcity problems 
� many to one scoring issues.



S u m m ar y
� CVSS is  a way  to tal k  ab out vul nerab il ity  s everity
� N ew
� O p en
� Sim p l e
� O b j ective
� Com p reh ens ive
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� Com p reh ens ive


