
Agenda for the CVSS SIG meeting – 0 2 / 1 4 / 2 0 0 6  M eeting:  
This meeting was held on Tuesday, February 14, 2006 
C onf erenc e C all 
 
Attending:    P eter M ell, L uann J ohnson, G erhard E sc helbec k , G av in R eid, M ik e S c hec k , A rt 
M anion, A nton C huv ak in, S asha R omanosk y, R obin S terz er 
 
Agenda:   
 

1)        R oll c all  
2)        R ep ort status on ac tion items f rom p rev ious meeting on, 01/ 17 / 06:  

a.        G av in – W ill f ollow up  with M ik e C  in p rov iding an up date on the website and 
timelines 

b.        G av in – R esearc h and doc ument the three new additions p rov ided by A rt and send 
to team to v ote 

c .        Team – E stablish what a q uorum in v oting f eedbac k  into C V S S  
d.        R obin/ G av in – O btain list of  v endors who hav e adop ted C V S S  and is using it in 

p roduc tion and p ublish on site 
e.        G av in – Follow up  with P ete regarding the use of  the C V S S  logo on website and 

doc umentation  
3)        C V S S  S truc ture, S trategy and P roc ess:  

a.        M ethodology f or inc orp orating f eedbac k  into C V S S  
                                 i.             A dop tion L ist 
                               ii.             2nd c hange – A dditional granularity f or target distribution 
                              iii.             3 r d c hange – A c c ess V ec tor 

b.        C omp arison on C V S S  S c ores 
4)        A dministrativ e:  

a.        C V S S  v 1. x  doc umentation status up date and p rop osed c hanges 
5 )        R oundtable:  U p dates/ N eeds/ Q uestions  

 
D is c u s s ion:  
 

1)        R oll c all  
2)        R ep ort status on ac tion items f rom p rev ious meeting on, 01/ 17 / 06:  

a.        G av in – W ill f ollow up  with M ik e C  in p rov iding an up date on the website and 
timelines – H P  hosts the FI R S T website.   They hav e rules and regulations to be 
f ollowed.   There hav e been talk s to mov ing to an A S P .   I n the meantime there hav e 
been renegotiations with the c ontrac tors.   C hanges/ additions are being done in a day 
or two.   L ong term items will be done in the distant f uture.   There is still no arc hiv ing 
c ap ability av ailable.  

b.        G av in – R esearc h and doc ument the three new additions p rov ided by A rt and send 
to team to v ote – There were two new additions and G av in sent them to the team f or 
disc ussion.   O ne was f or ex tra granularity to the target distribution.   H ow c an we get 
rep eatable sc ores.  
C isc o has work ed with the P S I R T team and sc ored all p roduc t v ulnerabilities that 
hav e been released.   S ome issues were disc ov ered and will be doc umented on the 
best p rac tic es doc umentation.  ( ac tion item)  

c .        Team – E stablish what a q uorum in v oting f eedbac k  into C V S S  – C ontinue with the 
original thought of  7 0%  f or the v ote.   

d.        R obin/ G av in – O btain list of  v endors who hav e adop ted C V S S  and is using it in 
p roduc tion and p ublish on site – L ast v ersion sent by G av in.   W ill send it to FI R S T to 
be p ublished ( ac tion item)  

e.        G av in – Follow up  with P ete regarding the use of  the C V S S  logo on website and 
doc umentation – P eter has c ontac ted his grap hic  designer and they will disc uss 



today on f inaliz ing the logo.   P eter will p rov ide an up date as to when we c an adop t.  
( ac tion item)  

3)        C V S S  S truc ture, S trategy and P roc ess:  
a.        M ethodology f or inc orp orating f eedbac k  into C V S S .    

                                 i.             A dop tion L ist – The list has been c omp leted and will send to 
FI R S T to be p ublished.  ( ac tion item)  

                               ii.             2nd c hange – A dditional granularity f or target distribution – A dd a 
medium low.   This adds an ex tra granularity.   I t might be/ c an be abused.   A nton 
indic ated that more granularities will be usef ul.   A rt will write up  the 
doc umentation to sup p ort this granularity f or the target distribution in detail.  
( ac tion item)  

                              iii.             3 r d c hange – A c c ess V ec tor – M ix ing dif f erent attributes.   G av in 
will send to the team.   A rt will c hamp ion this.   H e will write something up  and 
send to the team.   ( ac tion item)  

b.        C omp arison on C V S S  S c ores – W e no longer need to c ontinue with the sc oring 
c omp arison.  

4)        A dministrativ e:  
a.        C V S S  v 1. x  doc umentation status up date and p rop osed c hanges – P rop osed 

c hanges hav e been p osted.   The draf t has been done.   W aiting f or an up dated f rom 
M ik e S .  

R oundtable:  U p dates/ N eeds/ Q uestions 
 

1)        P eter – L ink  with distribution of  C V S S  sc ores by N I S T.   H e has look ed at the metric s 
and sc oring algorithm.   The algorithm is good, but might need some adj ustments.   S mall 
c hanges to the ex isting standards.   P eter is work ing on a p ap er on his f indings.   I t is not 
c omp lete but will send to the team in a f ew week s ( ac tion item)  

2)        G av in – N o additions 
3)        M ik e – N o additions 
4)        S asha – S hould get the v endors together to disc uss their sc oring.   I t would be good f or 

them to get together f or them to c omp are their sc ores.   G av in will talk  to them about this 
( ac tion item) .   P eter’ s S enior A nalyst will work  on this along with G erhard, R on G ula and 
A mol.   They should send to the S I G  what work ed well and what did not.    

5 )        L uann – W here are Q ualys sc ores loc ated and who is it av ailable to?   The sc ores are 
av ailable to the c ustomers.   N ot sure if  it is p osted to the website.   Tenables and ndv s are 
p ublic ly av ailable.  

6)        A nton – W ill send to the list the env ironmental sc ores 
7 )        A rt – N o additions 
 

Ac tion Items :  
 

1)        G av in/ M ik e – D oc ument P S I R T team’ s f indings and issued disc ov ered into the best 
p rac tic e doc umentation  

2)        G av in – S end adop tion list to FI R S T to be p ublished  
3)        P eter – P rov ide up date on C V S S  logo and when we c an adop t 
4)        A rt – D oc ument in detail the 2nd c hange – A dditional granularity f or target distribution – 

and send to the team f or c omments 
5 )        A rt – D oc ument in detail the 3 r d c hange – A c c ess V ec tor – M ix ing dif f erent attributes – 

and send to the team f or c omments  
6)        P eter – W rite up  on the C V S S  algorithm f indings 
7 )        G av in – Talk  to P eter, G erhard, R on and A mol about v endors disc ussing their sc oring 

and p rov ide c omp arisons on their sc ores 
 


