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160

161 Introduction

162 A Product Security Incident Response Team (PSIRT) is an entity within an organization which, at
163 its core, focuses on the identification, assessment and disposition of the risks associated with
164  security vulnerabilities within theroducts including offerigs, solutions, components and/or

165 serviceswhich an organization produces and/or sells

166 A properly deployed PSIRT is not an independently operating group, disconnected from the

167 RS@St2LIYSyld 2F (KS 2 NH lisydrtioflthe argayizaha2 yLINE RodXPiF3RIS NJ
168 secure engineering initiativéel his structureensures that security assurance activities are

169 integrated into the Secure Development Lifecycle(SDL).

170 Product security incident response is often associated with the maintenance phase of the SDL
171 because most product security vulnerabilities are reported as queditapes aftethe product

172 has been released to the market. However, PSIRT can be impactful in the earlier requirements
173 gathering of architecture, design, planning and risk modeling phase

174 The difference between PSIRT and CSIRT

175 The focus on products is the key differentiator between the PSIRT of an organization and other
176 incident response teams represented in the same organization, such as Computer Security
177 Incidence Response Team (O3IRGenerally, an Enterprise CSIRT is focused on the security of
178 computer systems and/or networks that make up the infrastructure of an organization.

179 While there are important differences between an Enterprise CSIRT and PSIRT, it is important to
180 recognze that there is also synergy between the two groups. The important point to take away
181 is that PSIRT does not operate independently of other parts of an organization and throughout
182 this framework we will highlight areas of collaboration and synergy shatild be nurtured.

183 PSIRT Organizational Structure

184
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187 PSIRTs can be as unique and varied as the products they help protect. Between organizations
188  within the same sector or industry there will be variations in business characteristics, operating

189 models,product portfolios, organizational structures, and product development strategies. As a

190 result, there is no single onsize fits all product security incident response strategy or team

191 template for all organizations to low. However, thre@SIR™Modekare used by most

192 companies: Distributed, Centralized and Hybrid.

193 Distributed Model

194  The Distributed model utilizes a small core PSIRT that works with representatives from the
195 product teams to address security vulnerabilities in products. In this mddekmaller PSIRT
196 operations team has several core responsibilities:

197
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Engineering A

PSIRT
Oversight/Coordination

Support

Product Management

0 Creating policies, processes procedures and guidelines for the triage, analysis,
remediation, and communication of fixes, mitigations or other advigaigrmation to
address security vulnerabilities.

0 Establishing a matrix of (tiered) product security engineering representatives
throughout the organization.

0 Offering leadership and guidance regarding product security vulnerability response and

potential risk to the business.

Acting as the collection point for incoming security vulnerabilities where the economies

of scale benefit from a central point of control.

Notifying the security engineer representatives of new security vulnerabilities, and assist

in the development of remediation plans, and draft/publish conmeation of a fix or

mitigation, including incident management.

O«

[@]3

An organization with a large and diverse product portfolio can benefit from the Distributed
model because the cost of the PSIRT mission is defrayed across the organization. This model
also allows the PSIRT mission to scale by leveraging the skilled petiy@groduct

engineering teams.

The challenge with the Distributed PSIRT model is that the people responsible for performing
the triage and delivering the fixes for security vulnerabilities are not directly controlled &g or
not report to the PSIRT @pations team.

Centralized Model

The Centralized model has a larger PSIRTdst@affn frommu\[tiple departments that report

Ayid2 2yS 2NJ Y2NB &aSyYyA2N) SESOdziA@Sa NBalLl2yaAioft
model might have a structurgimilarto the following
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PSIRT
Service Area 1

PSIRT
Service Area 3

PSIRT
\ Service Area 5

PSIRT
Service Area 2

PSIRT
Service Area 4

PSIRT
Service Area 6 j

Engineering

Support

Product Management

0 PSIRT Program Management Departméreates policies, processes procedures and

guidelines for the triage, analysis, remediation, and communication of fixes for security

vulnerabilities. Manages the opations of the overall PSIRT initiative, ticketing system

and represents PSIRT leadership to the organization.

product portfolio.

0 PSIRT Security Intelligence and Tridgenitors various external sources for security
vulnerabilities. Assesses the initial impact of secufityzf Yy SNI 6 Af A 1A Sa

0 PSIRT Remediation and Communicati@ectly provides code fixes for security

vulnerabilities to the product engineering teams.

This model works well with a smaller organization and/opeganization with a homogenous
product portfolio. This model concentrates and cultivates a high level of security skill and
expertise into one area of the organization. The challenge with this model is in the cost of
maintaining a centrally specializecai®m that does not scale as well if the product portfolio

grows and/or becomes more diverse.

Hybrid Model

The Hybrid model is a variation that includes characteristics of both the Distributed and
Centralized model. An organization may choose to implemeamiescharacteristics and
features of both models, creating a hybrid that takes into account the following factors:



246

247
248
249

250

251
252
253
254
255

256
257
258
259
260

261

262
263
264
265
266

267
268
269
270
271

Engineering

PSIRT
Service Area

Support

PSIRT
Service Area

PSIRT
Service Area
PSIRT PSIRT
Service Area Service Area

Product Management

PSIRT
Service Area

[@]3

Organizational corporate structure and size
Product portfolio size and diversity
Product development strategy

Other Considerations

O« O«

It is important fora PSIRT to have the autonomy to maintain an independent and objective
LRAAGAZ2Y 2y GKS 2NHI YAT I (A2 sUchin dev@hBirg tz© i & S O dzNA
2NBI yYAT I GA2y Qa t { L thatorgnizatidn EhddHlddnsidey ow theitdatzO (i dzNB >
shouldbestbe integrated into the organization and its reporting structutas important that a

PSIRT report to an executive of the company that confirms the authority of the PSIRT.

As a PSIRT continues to ma&wand scale, and the mission evolves, the composition or

reporting structure of the team could change. The driving force of change and maturity of a

PSIRT is its key stakeholders and, unfgrtunately, the impact of a severe vulnerability on a broad
spectrum2 ¥ 0 KS 2NABFYAT FdA2y Qa adl {SK2t RSNJ ol asSo ({
adopted by the organization as well as the size of the organization.

Stakeholders

/| 2y AARSNAY3A GKS aidl {SK2ft RSNEQ ySSRa tratggr NI Ij dzA
and structure ola PSIRT. The model that an organization adopts to form the PSIRT can dictate

the identity of the stakeholders and the amount of influence the have. It is critical to continue

to maintain positive relationship&ervice Area 1: Stakeholder Ecosystem Management
contains more detail on the ecosystem of stakeholders and how to manage them.

One final consideration in the formation of the product incident response team and strategy is
influencers. This different than stakeholders, in that stakeholders are discretely named

people or groups of peopléncontrast,influencersare industry and government standards,
legislation, regulations, and trends. These influencers may levy greater requirements on the
formation, strategies, policies, and operational characteristics of a PSIRT than the stakeholders.
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What does the PSIRT team do?

The model used will define the scope and operational activities of a PSIRT, but not necessarily
change the actions an organizati needs to take with respect to addressing security
vulnerabilities in their products. The modedfines the scope of the capabilities, actions and
responsibilities directly attributed to the PSIRither than thosedistributed throughout the
organization

Ongoing Process and Policy Development

t{Lw¢a SadlFrofAakK (GKS 2NBFYAT | (A Themads odthé A OA S &
business drive and dictate the requirements of PSIRT and not the other way around. Before the
PSIRT policies can be implemented, they must be reviewedhanded withauthority by the

2NBFYATIFGA2y Qa f SI RSNEKAWSdwith tidaigdd@d@@sRthat,J2 £ A OA
gKSY F2ft26SRX SyadaNB (KS 2NHIFIYyATFGAZ2yQa 02

Sa
Y LJ
Educating Stakeholders

Along with PSIRT policies and procedures, the PSIRT team needs to build workflow and
management systems that streamline the exton and completion of the actions required to
address product security vulnerabilities. These implementations will make it easier for the
organization to adopt product security as part of their normal day to day business activities.

The greatest mistakthat can be made when deploying the PSIRT mission, policies and
procedures is to have it viewed as a separate responsibility or requirement. Therefore, it is
critical to educate all members of the organization on product security basics and the role they
play. The entire organization must be included, enabled, and empowered to meet the PSIRT
policy requirements.

The Importance of Metrics

It is critical to measure the success of the product security incident response mission. Metrics
does not define the regjrement, but supports the program, helps determine the required
resources, and may help identify places that need process/tool improvements. Creation and
tracking of metrics may also help in the maturinga®SIRT by uncovering issues or bottlenecks
with respect to the deployment and adoption aPSIRTService 1.7 Stakeholder Metriand
Service 5.3 Vulnerability Metrigoes into more details on the types of metrics that would be
valuable totrack.
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323
324
325
326

327
328

329

330
331

Definitions

In this document, we are defining the use of certain terms. Note that Service Areas, Services,
and Functions identifwhat is being done at different levels of details, while Tasks and Actions
identify how it is being done at different levels of details. Tasks and Actions are being published
in an accompanying document and can / will be updated more frequently:

-Advisory! announcement or bulletin that serves to inform, advise, and warn about a
vulnerability of a product.

-Bug Bars categories of bugs that will be fixed during particular development phase. Usually
includes severity.

-Coordinator? optional participant that can assist vendors and finders in handling and
disclosing vulnerability information

-Embarge a hold on the publication of vulnerability details until affected vendors are able to
release security updates or mitigations and workarounds to protect customers.

-Finder 3individual or organization that identifies a potential vulnerabilitya product or online
service. Note, finders can be researchers, reporters, security companies, hackers, users,
governments, or coordinators.

- Function- a means to fulfill the purpose or task of a specified service. The list of tasks that can
be performed as part of the function

-Open Source works that are freely available to the public, that once shared are collaborated
or commented on by numerous individuals. Open source projects are not owned by
companies or individuals and often have large lesdf individuals contributing to improve

upon the shared ideas.

-Partners Original Equipment Manufacturer® EMs, suppliersQriginal Design Manufacturers
(ODMps.

-Product*a system implemented or developed for sale or to be offered for free.

-Quality Gate- set of criteria that must be met before product moves to next phase of
development or release.

11SO/IEC 29147:2014 Information technoloddecurity techniques Vulnerability disclosure
Terms/Definitions 3.1

21SO/IEC 30111:2018formation technology Security techniques Vulnerability handling processes
Terms/Definitions 3.1

3ISO/IEC 29147:2014 Information technolodyecurity techniques Vulnerability disclosure

Terms/Definitions 3.3

4ISO/IEC 29147:2014 Information technolodyecurity techniques Vulnerability disclosure
Terms/Definitions 3.5
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334
335
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337

338
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340
341
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343
344

345
346
347

348
349

350
351
352

353
354

355
356

357

-Remediation (or Remedy) Patch, fix, upgrade, configuration, or documentation change to
address a vulnerability.

-Risk® the 'effect of uncertainty ombjectives'. In this definition, uncertainties include events
(which may or may not happen) and uncertainties caused by ambiguity or a lack of information.

-Risk Acceptancé a risk response strategy whereby the project team decides to acknowledge
the risk and not take any action unless the risk occurs.

-Risk Registef a document in which the results of risk analysis and risk response planning are
recorded.

-Secure Development Lifecycle (Sbis)adevelopment process that helps developers build
more secureroductsand address security compliance requirements while reducing
development cost.

- Service Areagroup services related to a common aspect that help to organize the services
along a topleve categorization to facilitate understanding.

- Service- the set of recognizable, coherent actions towards a specific result on behalf of or for
the constituency of an incident response team. The list of functions used to implement the
service.

-Service level Agreement (SLA9 contract between a service provider (either internal or
external) and the end user that defines the level of service expected from the service provider.

-Stakeholdersis a person or party with an interest or concern in PSIRT operati
organization. They can affect or be affected by the PSIRTs actions, objectives and policies. PSIRT
stakeholders are the "groups without whose support the organization would cease t@®exist

-Third-party- any upstream supplier gsroducer thatprovides components incorporated into a
product or solution/service.

-Vendor’person or organization that developed the product, or service, or is responsible for
maintaining it.

-Vulnerability-*%eakness of software, hardware, or online service that caxploited.

®SO/IEC 30111:2018formationtechnology Security techniques Vulnerability handling processes
Terms/Definitions 3.4

®1S031000:2009/ 1ISO Guide 73:20B2%k managemertt Principles and guideline$erms/Definitions
2.1

"The Project Management Body of Knowledge (PMBOK) Guide ana®tand

8The Project Management Body of Knowledge (PMBOK) Guide and Standards

91SO/IEC 30111:2018formation technology Security techniques Vulnerability handling processes
Terms/Definitions 3.7

191SO/IEC 30111:2018formation technology Securitytechniques Vulnerability handling processes
Terms/Definitions 3.8
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358 Operational Foundatiors

359
360 This section identifies and describes the foundation of core components that an organization

361 needsto plan, establish, and effectively operate a PSIRT.

362 Purpose Enable an organization to plan and implement the foundational components

363 for establishing and operating a PSIRT.

364 Outcome The identification, planning, and implementation of the PSIRT operational

365 foundation components help arganization establisiis PSIRT which witepare the

366 t{Lw¢ (02 OFNNE 2dzi AdGa YA&darAzy FyR adzail Ay
367 and services to its defined stakeholders.

368

Vulnerability
Intake

369
370
371
372
373
374
375
376
377
378

Issue
Remediation

379 |.  Executive sponsorship
380 Obtain sponsorship®yY (G KS 2NHIYyATFGiA2yQa SESOdziA@Sa | yR

381 Purpose Inform and obtain the support (buff Y 0 FNBY GKS 2NHFYAT I GAzZ
382 (e.g., Gevel officers, board of directors) or other decision makers to enable the PSIRT to
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383 operate effectively.
384 Outcome:Ongoing funding and support basedf desired business metrics.

385 To obtain executive sponsorship, the organization should inform or educate the executives by

386 providing them with a plan and other supporting information to help them understand the

387 purpose, importance, potential risks of security vulnerabilities and benefits of operating a

388 t{Lwe¢d 06{SS at{Lwe¢ /KINGSNE FTYR d.dzZRISGQ 0S¢t 2

389 See Service 1.1 Internal Stakeholder Management for related information.

390 Il Stakeholders

391 Identify stakeholdersand the relationship your PSIRT will have with these groups.

392 Purpose Understand who the PSIRT will serve and with whom the PSIRT will interact.

393 Outcome Clearly defined list of interested parties.

394 This should include external stakeholders, suchasthe gidh I | G A2y Qa OdzaG2YS
395 external security researchers, CSIRTs, and other PSIRTSs, as well as internal stakeholders,
396 such as software developers, engineers, customer support, legal, and

397 public/corporate/media relations.

398 See Service Area 1 Stakeholder Ecosyditanagement for (Service 1.1 Internal

399 Stakeholder Management, Service 1.2 Research Community Engagement, Service 1.3
400 Community and Organizational Engagement, and Service 1.4 Downstream (Consumer)
401 Stakeholder Management) for related information.

402 1L, PSIRTharter

403 Develop a charter or other document (e.qg., strategic plan, implementation plan, or

404 concept of operations document).

405 Purpose Identify, describe, and document the basic program elements under which the
406 PSIRT will operate.

407 Outcome:A document that describes why the PSIRT was created/funded and desired

408 outcomes from the PSIRT.

409 The PSIRT charter (or plan) should define the following:

410 O t{Lwe¢ YAAaaAz2y O0&aAK2dzZ R &adzlJLIR2 NI FyR |If
411 0 Purpose, roles and respongibes.

412 0 Products and services (e.g., receive vulnerability reports, develop fixes or
413 patches, distribute patch announcements).

414 V. Organizational model
415 Determine and document the organizational structure and model that the PSIRT will
416 use.

14



417
418

419
420

421
422
423
424
425
426

427
428

429
430

431
432

433
434
435

436
437

438

439
440
441

442
443
444

445
446

447

448
449
450

VI.

VII.

Purpose Identify, describe, and document the organizational model under which the
PSIRT will operate.

Outcome:Establish a welllefined team structure with documented roles and
responsibilities.

The documented organizational model should describe the PSIRTsainteporting
A0GNHzZOGdzNB YR ARSYU(GATe (GKS |dziK2NARGe dzy RSN
hNBFYATFTGA2YFE { GNHzZOGdzNBE Ay GKS LyidNRRdzOG
organizational models (e.g., distributed model, centralized model, hybrid model). See

Service 1.5 Incident Communications (e.g., the PSIRT reports directly to the Chief

Information Security Officer [CISO]).

Management and Stakeholder Support
Obtaind dzLJLBUNEY é&6 FNBY 2NBFYAT FiA2y L+t YFEyYylF3aSYSyd

Purpose Inform and obtain the support beip from other internal management and
stakeholders to enable the PSIRT to operate effectively.
Outcome Stakeholders are apprised of key business metrics to ensure ongoing support.

See Service 1.1 Internal Stakeholder Mgeraent for related information.

Budget
Identify the costs of resources required to operate the PSIRT, and obtain the
appropriate funding to finance these resources.

Purpose ldentify, describe, and document the organizational model under which the
PSIRT will operate and be funded.

Outcome:Documented PSIRT operat@bnosts, expenses, and funding model.

The budget should include expenses for staffing the PSIRT (salaries, benefits, plus other
encumbered costs), equipment and other capital exper{eas, information technology
systems/devices, software licenses), and training budget (including travel expenses).

Staff
Identify the staffing resources needed to provide your PSIRT services, and obtain a
skilled staff.

Purpose Identify, describe,rad document the organizational model under which the
PSIRT will be staffed.

Outcome:PSIRT staffing resource needs will be documented.

This includes identifying the various staff position or roles and responsibilities for
individual members of the PSIRT, as well as the competencies (knowledge, skills, abilities
[KSAs]) and any other requirements (e.g., education, experience, certifisption

15



451 expected of those roles. Full time employee, vendors, contractors, or a combination of

452 these may fill these positions or roles.

453 As part of the staffing plan (or as identified in a separate document), training

454 requirements should be identified and plagah, including general training for all PSIRT
455 staff and rolebased training for individuals (e.g., initial onboarding/mentoring; ongoing
456 training, education, and awareness; specific training for professional development).

457 See Service 6.1 PSIRT for relatédrmation.

458 VIII. Resources and Tools

459 Identify and acquire other necessary resources and tools.

460 Purpose ldentify and acquire the resources, equipment, and tools needed for the PSIRT
461 to operate.

462 Outcome:The tooling and resource needs for the PSIRT will be documented and

463 understood.

464 These resources and tools include the following:

465 0 Infrastructure, such as facilities (office space).

466 0 Tools/Technology/Equipment (hardware, software) (e.g., see Service 3.3
467 Reproduction).

468 0 Vulnerability Reporting Systeidiethods €.g., website, email, phone)

469 (see Service 2.1 Intake of Vulnerability Reporting).

470 0 Secure Communications (e.g., PGP/encryption) (see Function 1.5.2 Secure
471 Communications Management).

472 6 Vulnerability Databse/Tracking system (e.g., see Function 1.5cBir&¢

473 DefectTracking System Updates and Function 3.2.1 Finder Database).
474  XI. Policies and Procedures

475 Document the policies, processes, and procedures relevant to conducting PSIRT

476 operations.

477 Purpose Identify, describe, and document the policies and procedures under which the
478 PSIRT will operate.

479 Outcome:The PSIRT will have formal policies that describe PSIRT authority and the
480 governance/operations they will wield. The PSIRT will also have formaligndoted

481 procedures/guidelines that describe how to perform duties.

482 Documenting the policies and procedures will ensure common understanding among all
483 PSIRT staff, enable consistency and repeatability of the products and services provided
484 by the PSIRT, arsrve as a training resource for new PSIRT staff.
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485
486
487

488
489

490
491

492
493
494

495
496
497

498
499

500

Evaluation and Improvements
Identify metrics for evaluating performance andfeifectiveness tadentify
improvements.

Purpose Assess or evaluate how well a PSIRT is operating, and to identify dotentia
areas for improvement.

Outcome:The PSIRT will be able to measure its performance and understand areas
where improvement is desired.

The PSIRT should continuously and/or periodically assess or evaluate how it is
performing (providing its products arskrvices) and identifying any potential areas for
improvement.

Evaluation metrics and methods can be informal (e.g., collecting feedback from
stakeholders) or formal, and can occur as needed (e.g., documenting lessons learned
[see Function 1.1.3 IncidenbBt-Mortem Process]) or on a designated schedule.

The information provided in this PSIRT Framework document can be one source of the
criteria or capabilities used to evaluate a PSIRTs operations.
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501 Service Area 1 Stakeholder Ecosystem Management

502

503 This service area describes the services and functions a PSIRT can fulfill to appropriately engage
504  with both internal and external stakeholders. Execution of services under this umbrella are in

505 effectthroughout the lifecycle of an incident or the maturity lifecycle of the PSIRT team. This

506 service area is dedicated to ensuring all stakeholders of the PSIRT are appropriately informed
507 and engaged in the incident response process.

508 Prior to formally provithg these services, the PSIRT must first identify the unique stakeholders
509 that are relevant for their businesseStakeholders includsuch parties as executivce

510 businesdeadership, internal development teams, external component providers or develppers
511 2 NJ S@Sy (KS 2 NB-bagei lltkan heeytrondely Qsdfdl id 2oviSI&lA matrix of
512 stakeholdergo-products/versions to streamline the communication process. Prior to

513 communicating with these stakeholders, it also would be beneficial to utaledsthe

514 viewpoints or artifacts or methods by which they desire to be engaged by (web portal,

515 personalized email, internet chat, ticketing system, etc.). For the purposes of this document,
516 stakeholdersare dividedinto several groups (your specific busssecircumstance may identify

517 others): finders, peers/partners, internal teams, and stakeholders of your products.

518 Purpose Highlight the processes and mechanisms to share information with the

519 assorted stakeholders a PSIRT can and should interact with.

520 Outcome Successful engagement with the PSIRTs stakeholder ecosystem will ensure

521 timely reports of discovered vulnerabilities as webaissfied stakeholdefpartners

522 GKSY aSOdzNAGe @dzZ ySNIroAfAGASA Ydzald 60S 0O2YY
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523

524
525
526
527
528

529
530

531
532
533

534
535

536
537
538
539
540
541
542

Service 1.1 Internal Stakeholder Management

Internal

Public Relations/
Communications/
Legal/
Governmental Affairs

Internal Internal

Corporate Executives Customer-facing Support/Sales

PSIRT

Internal Internal

Lines of Business/
Product-offering Managme

Engineering/Development

Define processes related to engaging with internal stakeholders to ensure both awareness as
well as assistance during incidents. Successful internal stakeholder engagement will improve
communication and response efforts by clearly communicating the P&iRMithin the
organization and making internal connections between product teams and security analysts.

Purpose Establish the PSIRTs authority and expertise to internal stakeholders to
facilitate the smooth coordination of vulnerability remediation gmdduct security.

Outcome:Flaws discovered by internal employees relieve the pressure of external
embargoes or media scrutiny, and as such are some of the most impactful ways to
AYLINR OGS Yy 2FFSNAYyIQa aSOdaNAGe LINRPTFAL SO

Function 1.1.1 Engage Internal Statolders
Maintaining active dialog with internal teams involved around the development, testing,

LI O1 1 3Ay3E YR YILAYGSylryO0S 2F (GKS 2NABIFYyAT |
only are engineering resources, but also could be testing/quality asseyaelease

engineering, stakeholdefiacing support teams, sales and marketing, or other technical

subject matter experts in the field.

Purpose Build presence on internal messaging/information platforms to notify internal
associates about the PSIRTs exise, processes, and functions.

Outcome:The PSIRT will have a formally documented list of internal stakeholders and an
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560
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564
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566
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569

570
571
572
573
574
575
576
577

understanding of their roles and responsibilities.

SubFunction 1.1.1.1  Engage with Corporate/Business Leaders and Executives

For a PSIRT to be effective, it must understand and be able to react to the current
organizational environment. Working with business leaders and executives helps
the PSIRT on several levels. It helps legitimize the PSIRTs work within the
organization byirtue of executive sponsorship. It allows the PSIRT to share
information with leaders to help inform business decisions. It also allows leadership
to express changes in policy and organizational direction that might alter the PSIRTs
mission.

Subfunction 1.1.1.2 Engage with Public Relations/Corporate Communications,
Legal Departments, and Government Affairs

Engaging with the array of internal Communications and Legal teams will ensure that
the PSIRT is compliant with current branding and messagindatds as well as the
regulatory/legal environment the organization must be compliant wély., privacy,
federal space) Each of these stakeholders offer unique paths to critical stakeholders
of the PSIRT, and lines of communication should be estatlisé#re times of

critical events or incidents to ensure all parties can effectively work together.

PurposeEnsure the PSIRT and any security vulnerability messaging is compliant with
brand and legal policies. Working with the specialized communicaiions
governmental/legal groups within the organization helps ensure the PSIRT is
delivering braneapproved, or legally/contractualgpproved messaging.

Outcome:Any communications coming from the PSIRT will be compliant with
relevant corporate standardsnd policies. ldeally working with PR, Communications,
Legal, and other internal groups will help the organization avoid loss of brand
reputation, criminal or civil legal issues, or loss of corporate -gabbdrom its
stakeholders, regulators, and peers

SubFunction 1.1.1.3  Engage with Internal Business Units/Lines of Business

Engaging with development stakeholders ensures issues get appropriately
documented, prioritized and addressdebr example, egineers from the PSIRT

team or authorized delegates need to coordinate vulnerability remediation with the
software engineering groups responsible for the faulty code. In times of incidents,
these partnerships also assist in the speedy transmission mhiation and

effective, quick remediation of the issue. Stakeholders here include Program or
Product Managers, SDL oversight groups, Project Managers, Product Owners, and
others with similar busineselated responsibilities.
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PurposePSIRTs should engagith the business to exchange information about the
PSIRTs role in the product release process, any governance functions it fulfills,
product flaws and vulnerabilities to ensure all parties understand their roles and
responsibilities. Making these comtiens with business personnel will help ensure
appropriate prioritization of flaws and adherence to corporate security guidelines.
Ongoing conversations with the business, providing metrics around vulnerabilities
and remediation will help them approptely fund and address issues as they arise.

Outcome:The PSIRT will understand how the Lines of Business function, what their
goals and objectives are, and how the PSIRT impacts them.

SubFunction 1.1.1.4  Engage with Internal Development/ Engineering

Ergineers from the PSIRT team need to coordinate vulnerability remediation with
the software engineering groups responsible for the faulty code. Engaging with
development stakeholders ensures issues get appropriately documented, prioritized,
and addressedIn times of Incidents, these partnerships also assist in thedypee
transmission of informatioand effective, quick remediation of the issue

SubFunction 1.1.1.5  Engage wh stakeholdeffacing supportéams

Engineers from the PSIRT team need to proexj@danation and artifacts to

stakeholder support teams so that asugs develop and become pubie support

2NBI yAT I GA2y OFy NBAaALRYR G2 adGl1SK2f RSNJ A
couldinclude frof AyS 6 @1 ®F @ &I St iJsuppdrirgsourcedS NR 2 y Y S
(e.g., Technical Account Management, Stakeholder Success Managers, etc.), or
internal/external Sales teams,-field resources (consulting, sales engineering, etc.).

PurposeThe PSIRT must supply timely information for the organiZ@tion | & & 2 NIi SR
stakeholdeffacing support teams can respond to stakeholder demand for
support/information/solutions.Failure to appropriately support the teams providing

direct stakeholder support could negatively impact the brand, lose stakeholder faith

andrisk future revenuet KSa St AYNSEY &+ 3a20A1 1Sa Ydzad |t &:
and questions from/o® SKI f F 2F (GKS 2NHIFIYyAT A2y Qa a&i

Outcome: The PSIRT will be able to collect information around customer satisfaction
of vulneability remediations as well as respond to customer requests as needed.

SubFunction 1.1.1.6  Internal working group @rticipation

In more mature organizations, engineers from the PSIRT team can build and
strengthen relationships with internatakeholders by participating in various
internal initiatives or working groups. This helps to reaffirm/establish the technical
expertise of the PSIRT, and build networking/communication channels for future
efforts.
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PurposePSIRT members should be seeaaive participants within the
organization. Sitting in on working groups or other internal initiatives establishes the
role and expertise of the PSIRT and raises awareness of how to engage the team.

Outcome:Participating in these efforts establish@®dibility of the PSIRT and builds
internal communication channels that can be leveraged during incidents.

Function 1.1.2 Internal Secure Development Lifecycle

Maintaining and enforcing a Secure Development Lifecycle is a cornerstone of
establishing stikeholder confidence and trust in an organization's products. Without
being able tadlemonstrate repeatable application of security standards through a

LINE RdzOG Qa t AFSOe Ot S aidl {SK2f RSNAR Yl & f
requirements orthe organization may be imposed (burden of proof, right to audit, etc.),
and ultimately could lead to loss of revenue and stakeholder confidence.

Purpose:Organizations that follow good Secure Development Lifecycle practices will
spend less on remediatirsgcurity flaws in their product set by catching these flaws
earlier in the development or augmentation of products. All participants in this lifecycle
will clearly know expectations around security features, functionality, and requirements
of offerings, ad will understand their roles and responsibilities within the lifecycle.

Outcome: The PSIRT will have clear product release information and be able to provide
metrics and data around delivery performance. In mature organizations, the PSIRT can
provide data around common weaknesses of historic products to avoid making similar
errors wth future efforts.

SubFunction 1.1.2.1  Participate inSDLcreation and maintenance

SDL is a critical governance process that helps an organization produce stable,
repeatable offerings that adhere to common standards©iePSIRTs participation in
the creaion and maintenance of the organizational SDL helps ensure that
appropriate security practices and checks are followed.

SubFunction 1.1.2.2  Participate inSDLgovernance/enforcement

SDL is a critical governance process that helps an organization pretcinbe,
repeatable offerings that adhere to common standartisePSIRTs participation in
the governance and enforcement of the organizational SDL helps ensure that
appropriate security practices and checks are followed, and that exceptions are
documented and appropriately reviewed.

Function 1.1.3 Incident Postmortem process

' & @dzt YSNIOAfAGASE NS RAAO2OSNBR 6AGKA
mechanism to review these issues (be they coelated, processelated, or personnel
related) and to provide that feedback to participating stakeholders @igénizational
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leaders. Some severe or very public security vulnerabilities may require mdeptin
analysis about how the company reacted to the issues and corrected it. Anoottm
is a meeting involving all internal stakeholders involved in reatexh and

communication efforts, and seek to document what went well, what could have been

done better, and what changes will be made for future events.

PurposeProvide a clear, factual account of events that occur during vulnerability

response, includmsecurity incidents to perspectives from all involved parties/teams.
GAYSa 2F ONRGAOIFE AaadzsSaz GKS t{Lw¢ OFyYy |

remediating these publiclgnown, highimpact issues.

Outcome:The PSIRT will provide data arduhe organization performance reacting to
Aa2F0 061 NB QdzZ ySNIoAtAGASAD ¢CKA&a RIFOLF
future improvement in events.

SubFunction 1.1.3.1  Establisha process to review failings the development
process that can lead to security vulnerabilities

Establishing a consistent process to review pusttem issues helps ensure that
products are continuously improved with lessons learned.

SubFunction 1.1.3.2  Track process failings and cooralie lessondearned for
routine vulnerability response and periodically review those issues with key
stakeholders

The PSIRT needs to document, report on, and ensure that findings from review
meetings are appropriately followedp on. If left unattended ounresolved,
chronic issues could lead to a decrease in produetity, increasem future
security issues, and an overall decrease in stakeholder confidence.

SubFunction 1.1.3.3  Review timing of processes and release of updates
Track areas of strengténd weakness.

SubFunction 1.1.3.4  Coordinate organization lessoiesarned response review
for high-profile incidents and provide reporting data to the business and other
stakeholders as required.

SubFunction 1.1.3.5  Assist in coordination of revisal imternal processes
identified in postmortem process and track remediation progress.
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Service 1.2 Finder Community Engagement

Security Vendors
Upstream Communities

Bug Bounty
Vendors
other PSIRTS Security
PSIRT Researchers
Corporate CIRSTs CERTs

Downstream Consumers

Services related to engaging the research community as a stakehbldders caake the

form of academics, development professionals, professional security finders, or hobbyists.
Finders have many varied roles and unique perspectives. Some can be academics, researching
theoretical attacks or flaws in the hopes of pubtioa and academic achievement, while others

are professional security finders that are motivated by financial or corporate means. Still others
may be hobbyists or enthusiasts participating in their spare time, perhaps to gain respect and
accolades from thie communities. Finder community engagement is a proactive approach to
Product Security Incident Response.

Purpose Position § 2 NH | YRSIRT as’ar attiveécontributor to the research
community, and to build situational awareness of threats that afigct an

2 NH | y A prodiichs2oyiriya Negative or antagonistic relations with finders could
lead to loss of early notification of research that could put the organization at a
disadvantage in reacting to security vulnerabilities, and thereby ingta&eholder
sentiment towards the organization.

Outcome Successful community engagement will strengthgn a2 NBI Y AT | G A2y Q&
reputation and market position in championing product security. Additionally, positive
engagement with finders can lead to early access to research and/or security

vulnerability disclosures to help the organization prepare their reaction for eventual

public release.
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Function 1.2.1 Engage Finders
Activities designed to maintain active dialogue with finders that have expertise in the
aSOdzZNRAGe 2F  O2YLI yeQa LINRPRdAzOG& FyR I O0OSa
Purpose Build presence on social media sites such agsefwWonitor Twitter and other
common sites/forums for indicators that finders or stakeholders may have found an

issue. Consider regular attendance at security conferences where face to face meetings
with finders can occur.

Outcome:The PSIRT will recelvetter quality reports with more advanced warning with
highly-engaged finders.

SubFunction 1.2.1.1  Invite qualified finders to private contracts

Some organizations find value in deepening the relationship with particular security
finders. If it isvaluable to your organization, qualified finders can be engaged in
private contracts.

SubFunction 1.2.1.2  Engage with security finders ebnferences andther
events

Some organizations find value by engaging face to face with particular security
finders. It helps to build trust between your organization and the finders.

PurposeFinder attend security conferences and other events to discuss their
findings, learn and network with others. Meeting them face to face gives
opportunity to build mutuatrust.

Outcome A positive engagement with finders may establish/improve relationships
with the finders. Finders may be more likely to report issues when they find them as a
result of this engagement.

SubFunction 1.2.1.3  Sponsor academic research ecarity flaws and topics

Some organizations find value by sponsoring academic research. If it is valuable to
your organization, research which academic conferences pertain to your product or
services.

Purpose:Academic conferences provide organizationsiwhe opportunity to

identify new areas of research and potential vulnerabilities. By sponsoring,
organizations may be given early access to research papers and then can address the
issue before the issue is presented to the public.

Outcome Supportingacademic research provides another avenue of finder
submissions. It may allow the organization to direct/suggest areas for research. It
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may also provide a pipeline of potential employees down the road.

Service 1.3 Community and Organizational Engagement

{2YSOGAYSAE NBFSNNBR (G2 & dadzLJAONBFYE YR aR26Y
to nurture joint remediation efforts or assistinmutdalA R g A 1 K 20 KSNB A GKAY
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O2YLIRySyida 2N LINRP2SOGa F2NJ &@2dzNJ 2NHIFYATFGA2YQ
groups, or organizations that source your output as parts of their offerings. Downstream
engagement is covered in Service 1.4 below.

A vibrant upstream community can help feed innovation into product streams as well as assist
with the burden of complex vulnerability remediations, oftentimes filling in for the lack of

crucial subject matter expertise that may be deficient within the orgaromatiLikewise,

cultivating professional relationships with individuals and teams from other organization can
help virtually expand the capabilities of the PSIRT by allowing access to external perspectives,
expertise, and historical knowledge. This can bleieved through proactively engaging the
security community as a stakeholder, establishing relationships with partners and peer PSIRTS.

PurposeThePSIRT needs to build and maintain an active ecosystem of partners and

peers. These community associatonsy | aaixaid Ay | aYlye SeSa¢
and remediating flaws, as well as sharing good practices between different groups to

improve the overall experience in vulnerability remediation.

Outcome:Good relationships and an active ecosystem of pastaed peers will
facilitate information sharing on threat intelligence and bpsactices. A PSIRT with
good reputation in the security community may help to draw resources and
collaboration to address critical situations.

Function 1.3.1 Define & Engage ith Upstream Communities & Partners
Oftentimes products will include code or components that were not created by the
organization. The originators of thes®terials are sometimes called thighrties,
suppliers,or upstream vendors, OEMs or simplrimers. It is helpful to identify these
partners within your ecosystem and determine how the organization would contact and
engage them when vulnerabilities are discovered inttlied-partyQa O2 RS @

Purpose: Establish cordial working relationships wittose individuals or groups from
which you receive components or those groups that receive components from your
organization. Understand who and how to contact these groups will keep the PSIRT
informed of looming issues, as well as having an understammdingpom the PSIRT

needs to inform as they discover affected components others derive from them.

Outcome:The PSIRT will better understand by who and from where components are
sourced from. This should provide faster access to information and fixes hdsen t
components are discovered to have flaws.

SubFunction 1.3.1.1  Document and define upstream communities arattpers
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Upstream communities and partners provide code, and/or, knowledge and expertise

GKFG Aa AyO2NLR NI Gdfdinga. yitis 2ritidalfo&no & | Y A T | (G A 2

engag with these suppliers to ensuspeedy and effective interactions as security
vulnerabilities are reported to and worked on with the PSIRT. Ideally these
relationships are documented in contracts, covered bg-dsclosure agreements
and other protections for the organization.

SubFunction 1.3.1.2  Find channels to engage these communities aadners
in active dialogue

Each upstream community or partner may have different methods or tools they use
to develop ad communicate about their software/offerings. The PSIRT should
understand how to engage with these external groups, and ensure that the PSIRT
has appropriate contacts/methods to collaborate on security issues involving those
external parties.

SubFunction 1.3.1.3  Actively provide expertise to these communities through
project participation, making resources available to these projects, and acting as
mentors to upstream developers and groups

Participation with upstream communities and partners helpsdwuéluable trust
between the groups, as well as helping augment the capabilities of that external
team with expertise the organization may have.

SubFunction 1.3.1.4  Participate in ommunity events, such as conferences, to
directly work with participants

Conferences and professional organizational meetings are excellent places for
PSIRTSs to interact with stakeholders and partners, getting direct feedback for the
organization as well as building goodwill and a positive reputation amongst the
external communty that can be leveraged for fute coordination/collaboration.

SubFunction 1.3.1.5  Engage with communityesurity teams and/or security
leads on projects

It is critical that the PSIRT understands who and how to contact upstream
a2F0 6 NEkKFNRgGFINSEKkAaSNIDAOS LINPJARSNRBRQ &
engineers). Establishing lines of communication and rapport between the PSIRT and
these groups helps ensure smooth interactions during times of crisis or vulnerability
remediation

Function 1.3.2 Engage with Peer PSIRTs
Nurturing relationships between peer PSIRT teams can help in informstiEming and
potential mutuatassistance and/or coordination for incidents. Working with these peer
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organizations can help fill in vital dataremediate vulnerabilities and virtually includes
LISSNDa SELISNIA&AS G2 GKS 2NAEIFYATLFGAZY | &

PurposeProvide communication channels between your organization and other PSIRT
teams to share vulnerability information, thrigatelligence, and best practices.

Outcome A community of peer PSIRT is valuable to respond to vulnerabilities related to
the software supphchain. A faster response rate can be expected.

SubFunction 1.3.2.1 Document and define Peer PSIRTs

Collect contact information and engagement processes for future Tise PSIRT

should engage and interact with the larger PSIRT community to share best practices
and insights around lessons learned. As vulnerabilities arise, they are often solved in
a colaborative, multigroup manner, and allows the PSIRT to extend its internal
capabilities by leveraging these external peers for information and/or assistance.

SubFunction 1.3.2.2  Define Responsible Disclosure parameters between
organizations

PSIRTShould carefully document vulnerability information sharing parameters and
agreements. The PSIRT should honor embargo parameters set out by the
vulnerability finder and/or reporting organization (and expect to have theirs
honored).

SubFunction 1.3.2.3  Establish secure informatiesharing channels to facilitate
data-sharing around security vulnerabilities

The PSIRT should establish methods to securely share vulnerability and other
confidential information with parties involved in the responsible disates
arrangement. This could be such options asaftiband, norelectronic
communication, encrypted email/portals or private mailing lists.

SubFunction 1.3.2.4  Participate in Industry SIGs and/or functson

Working with peers on topics of interest forghndustry supports and nurtures
contacts as well as furthers the professionalization of the profession by
collaboratively solving problems.

Purpose Participation in the PSIRT community helps open lines of communication,
allows for future collaboration oissues, and provides a sounding board to gauge
services and processes. Participation in Industry SIGs also help further
professionalize and mature the discipline.

Outcome The PSIRT will have contacts within the PSIRT community and share good
practicesfor the betterment of the Industry.
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Function 1.3.3 Engage with Coordinators (CERTSs, CSIRTSs, or other coordination center
organizations)

Working with government CERTs and CSIRT helps build trust to share information, and
helps the PSIRT earn the trust amedpect of valued peers. Other organizations with
relevant interests or communities include FIRSITREAdvancing Open Standards for

the Information Society@ASI% the Industry Consortium for Advancement of Security

on the Internet (ICASI)SO, among®thers. Groups that participate could be viewed
based off of national, enterprise, regional or industrial sectors.

Purpose:Organizations are frequent targets for threat actors who often use previously
unknown vulnerabilities to penetrate networl&uilding relationships with CERTs and
CSIRTs enables the trust and contacts needed to get potential vulnerability reports at
early stages.

Outcome:Good relationships with CERTs, CSIRTSs, and other coordination center
organizations are valuable to becomeaw of vulnerabilities eargn. A faster
response rate can be expected.

SubFunction 1.3.3.1  Find channels to engage these communities and partners
in active dialogue

The PSIRT should research where the desired external groups engage in dialog and
make dforts to participate in those forums.

Function 1.3.4 Engage with security vendors

Large commercial security vendors work with stakeholders during breaches and
oftentimes will have forensic data that the PSIRT may not normally have access to.
Developingelationships with these vendors helps build trust and mutual respect and
ideally can help the PSIRT gain access to critical threat data that may otherwise not be
available to them.

PurposeBuild a formalized partner program with security vendors whaooelsc
vulnerabilities being used (or could be used) in active attacks. At a minimuny a non
disclosure agreement between partners should be signed while a more thorough legal
agreement is recommended.

Outcome Security vendors will help monitaulnerabilities or exploits that could
otherwise go undetected underground. Security vendors can present a good opportunity
to collaborate and improve product security.

SubFunction 1.3.4.1  Document and define Bugounty Vendors in scope for the
offeringsthe organization provides

Knowing and properly engaging with security vendors can speed communications

29



880
881
882
883
884

885
886

887
888

889
890
891

892
893
894

895
896
897
898

899
900

901
902

903

904
905
906
907
908
909
910

911
912

and efforts around vulnerability reporting/remediation as they report issues to the
PSIRT. Itis important to understand what these vendors will hasesado and

keep. The organization's relationship to the bug bounty vendor should be
thoroughly documented and vetted prior to entering into a relationship so all parties
understand how they act, what they access, and how data is shared and with whom.

SubFunction 1.3.4.2  Find channels to engage these Security Vendors in
dialogue

The PSIRT should research where the desired external groups engage in dialog and
make efforts to participate in those forums.

Function 1.3.5 Engage with Bugdounty Vendors
Building a relationship with Bug Bounty vendors to help further communication and
data-sharing efforts around vulnerability management.

Purpoself your organization receives frequent vulnerability reports from
vendors/brokers who pay finders for bugs, consimaintaining a direct relationship
with those organizations who often establish SLAs for vulnerabilities to be addressed.

Outcome:A direct relationship with bugounty vendors can help to start a constructive
dialog to explain the process to releasingraduct security patch. Alongside with
establishing agreeable SLAs, such relationship will help to reduce the risk-déyero
vulnerabilities to the mutual benefit of all stakeholders.

SubFunction1.3.5.1 Document and define bugounty vendors applicabl¢o
the offerings the organization provides.

SubFunction1.3.5.2 Identify channels to engage these bbgunty \vendors in
active dialogue.

Service 1.4 Downstream Stakeholder Management

Services related to engaging your stakeholdase as a stakeholder.tBklishing processes and
methods to interact with the stakeholder community around product security response.

{GF1SK2f RSNAE 2F (KS 2NBFIYATFGA2yQa LINRRdAzOG &

they represent current and future revenue opportuiets for the organization. Stakeholders put
the products and services of the organization to daily use, and oftentimes will find routine bugs
and security flaws through normal usage. Reacting to these findings helps establish and
reinforce the credibilityof the organization and can help generate geaitl towards the brand.

Purposet { Lwe¢ ySSR& (2 06dAfR YR YFIAYGFAY OKIF y

base to convey information about product security vulnerabilities or during Incident
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response eants.

Outcome:Good relationships with your constituency will not only confirm (or in some
cases increase) revenue, but will also provide stakeholders with a voice into your
product, encouraging a sense of involvement and participation in the solution.

Function 1.4.1 Engage with Downstream Stakeholders

Stakeholders of your products and services should have avenues to share information,
opinions, and get support around how the organization handles security vulnerabilities.
Proactively working with therganization's stakeholders helps provide a positive brand
experience and sustain/improve stakeholdtyalty.

Purpose:it N2 A RS YSGK2Ra FT2NJ 6KS 2NBIYyATlIGAZ2YyQa
communicate with the PSIRT, and receive support for security igdoerseacting

appropriately to stakeholder inquiries or demands could negatively impact the brand

through negative public comments, loss of renewal®ss ofnew business.

Outcome Downstream stakeholders should receive quick and clear guidance around
security flaws. This will build levels of trust for the product and helps increase-brand
loyalty. Create a positiveverall experience with the help of PSIRT and establish PSIRT
SELISNIAAES 6A0GK &l 1SK2f RSNAD® DSemBdel £ f 85 AY
brand.

SubFunction 1.4.1.1  Provide clear lifecycle and support policies

¢KS 2NBIYAT I GA2Yy aK2dzZ R Of SFNI& | yR LJzo f A
expectations are around the fixing of security vulnerabilities and for how long
products are supped. Refer toService Area for more information.

SubFunction 1.4.1.2  Stakeholder Engagement

Stakeholders of the organization's products and services will have questions, require
assistance, or need remediation of reported security flaws. The PSIRT should
actively engage with stakeholder requests, provide clear and accurate guidance
around secuty vulnerabilities, and provide risk mitigations until such time security
fixes carbe provided to the stakeholder.

Service 1.5 Incident Communications Coordination within the Organization

A security incident touches on many internal groapsl, possiblyncludingproducts within

the organization. PSIRTs are a central point to coordinate vulnerability remediation efforts as
well as serving as a hub for sharing information about an event to authorized internal
stakeholders.

PurposeEnsure that all parties within a business have information about the status of a
security vulnerability response so they can make educated decisions about the next steps
to take. Communication can take many forms (email, traditional mail, RSS feedks, socia
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media, etc.) but ultimately all outlets provide clear, timely, accurate information around
security vulnerabilities and security incidents of concern for stakeholders.

Outcome:Internal stakeholders will be apprised of the scope and impact of threats to

GKS 2NBIFYAT FiA2yQa 2FFSNAy3IaSP {GF1SK2f RSN
appropriate next steps as the security vulnerability is remediated, and as mitigations are

made available.

Function 1.5.1 Provide Communication Channels/Outlets

To engageffectivelywith stakeholders, the PSIRT must provide an assortment of
communication channels. Different stakeholders may prefer certain outlets over others.
The PSIRT should account for the widest possible audience as communications are
crafted and relased. The PSIRT also should be equipped to intake security reports,
comments, and questions from a variety of sources.

PurposeProvide methods to stakeholders to allow communication with the PSIRT.

Outcome:These channels, whether they be email, chat) form, etc. allow internal
stakeholders to communicate and share information with the PSIRT.

SubFunction 1.5.1.1 Provide clear channels on how to communicate
vulnerability reports to the PSIRT

Stakeholders should have avenues to submit questions, dhecstatus of flaws,
and report issues to the PSIRT. If a stakeholder is impacted by or discovers a security
vulnerability, they should easily be able to make and send a report to the PSIRT.

SubFunction 1.5.1.1.2 Provide internal communication channels

To engage internal stakeholders, the PSIRT should provide communications channels
to advertise the remediation status of vulnerabilities. Internal stakeholders should
be able to easily contact the PSIRT and understand what to expect from inquiries.

SubFunction 1.5.1.1.3 Provide external communication channels

To engage external stakeholders, the PSIRT should provide communications
channels to advertise the remediation status of vulnerabilities. This would include
vetting/qualifying activities around exteal communication to ensure their validity
and that they get appropriately routed to internal associates.

Function 1.5.2  Secure Communications Management

Oftentimes the PSIRT must handle information that is considered confidential (i.e.,
issues that areinder embargo). The PSIRT needs to be able to securely and privately
communicate with finders, other organizations, or with assorted internal resources.
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Abiding by the disclosure agreements and only communicating via private methods
helps build confidenc&om finders. Protecting the confidential vulnerability

information from unauthorized parties also helps ensure the issue can be appropriately
and effectively managed, per the terms of the embargo. Secure channels also can help
protect the identity of fnders that do not wish to be revealed. A retention policy should
be established to ensure data is properly disposed of after its use has ended.

PurposeProvide facilities for parties to privately exchange information around security
vulnerabilities. Thee channels provide protection of the confidentiality of the security
vulnerability and that of the finder until such time they can be publicly disclosed.

Outcome:Parties involved in supporting security issues can share information privately
with others hat have needo-know around an issue. Finders are more likely to come
back to the organization with future reports if they feel their concerns are protected by
the organization.

SubFunction 1.5.2.1 Providesecure communications channels

The PSIR3hould ensure that vulnerability finders and partners working on
@dzt YSNF oAt AGASE AYLI OGAYy3I (GKS 2NBFYAT I GA2
methods to share information.

SubFunction 1.5.2.2  Provide secure file transfer capabilities

The PSIRT shouldseme that vulnerability finders and partners working on
@dzt YSNF oAt AGASE AYLI OGAYy3I GKS 2NBFYAT I GA2
methods to share information.

Function 1.5.3  Security Defect Tracking System Updates

The PSIRT should have access tstem of record for all product defects and be able

to create and use a system for the tracking and informat&iraring around security
vulnerabilities. Persons with a netmtknow should be able to access and update these
vulnerabilities.

Purpose: Praoer recording and tracking of security defects allows the organization to
say when and where vulnerabilities were addressed. This defect system also allows
communication between the PSIRT, finders, and engineers actively working on solving
the problem.

Outcome: With security vulnerabilities appropriately tracked usangystem all parties
that require access to information around a flaw can review history, progress, and
comments about it.

SubFunction 1.5.3.1  Provide security defect tracking feulnerability finders
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All security defects should be tracked. Systems should be accessible (within least
privilege model) with internal and external parties to update and track progress.
External finders should receive adequate communication aroundtéieis of the
reports they have filed with the PSIRT.

SubFunction 1.5.3.2  Provide process to intake, triage, route, and prioritize
security vulnerabilities in defect tracking system

The PSIRT should ensure that vulnerability finders and partners wonking o
@dzt YSNIF OAEAGASE AYLI QGAy3a GKS 2NHIFYAT I (A2
methods to share information.

Function 1.5.4  Information Sharing and Publishing
After an issue has been addressed, the PSIRT should share it with all impacted
stakeholders.All impacted stakeholders should understand what the security
vulnerability is, what its severity and impact are, what possible risks could be exploited,
and how to resolve the issue or mitigate it until such a time that fixes can be made
available.

Purpcse: Share details about security vulnerabilities that have been reported and
remediated. Stakeholders should be able to receive treatment or alternative mitigations
to contain the risk until formal fixes can be provided.

Outcome:Stakeholders will bmformed about security issues, how they could be
affected by them, and how they were remediated. Stakeholders that receive timely
information and updates are more likely to view the organization positively and either
continue with the offerings they hawe expand future usage of the organization.

SubFunction 1.5.4.1  Provide multiple methods of communication for
advertisement of vulnerability remediation

Different stakeholders will prefer different methods of interaction/communication
as vulnerabilitiegre disclosed to the public. The PSIRT should ensure that in
addition to traditional advisorgtyle updates, that other methods are used to
ensure maximum engagement and awareness from stakeholders around the
vulnerability.After vulnerabilities have beeremediated, the PSIRT should use
multiple different methods to advertise the fix, and how to acquire it.

SubFunction 1.5.4.2  Provide methods for stakeholders to provide feedback on
communications, process, and performance around vulnerability remediation

Feedback helps improve processes and response in the future. It can highlight areas
the PSIRT is strong at, and should continue performing in areas where the PSIRT
needs to develop and improve further.
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Service 1.6 Reward Finders with Recognition & Ackledgement

When security vulnerabilities are discovered it is expected to cite where they came from.
Acknowledging the finder helps establish their credibility within the community in addition to
expressing appreciation for partnering with the PSIRT orfléive

PurposeFinders are acknowledged for their effort to disclose product vulnerability
responsibly. Finders can build up their reputation via these acknowledgements to
construct an expertise portfolio and show value to the organization.

Outcome:A positive collaboration with finders will improve product security. Finder
acknowledgement is beneficial to internal employees to build up their reputation and
show off their expertise.

Function 1.6.1 Provide Acknowledgements
Acknowledgement of the persifs) responsible for discovering a security vulnerability is
a vital element within the security vulnerability workflow. The small expression of
gratitude builds trust and respect within the community, and shows that the
organization is responsive to setty concerns.

PurposeFinders are acknowledged for their effort to disclose product vulnerability
responsibly. Finders can build up their reputation via these acknowledgements to
construct an expertise portfolio.

Outcome:A positive collaboration withrfders will improve product security. Finder
acknowledgement is beneficial to finders to build up their reputation and encourages the
finder to send future vulnerability reports to the PSIRT.

SubFunction 1.6.1.1  Provide acknowledgements for security vulaleility
finders in defect tracking systems/release notes

2NAGOSY O1y26ft SRAISYSYG 2F | FAYRSNRA
security vulnerability is the single most effective and inexpensive tool the PSIRT has
to reward these individualslt is traditioral to include acknowledgement of the
finder(s) in security advisories and software release notes. The PSIRT will need to
understand how internal attribution of found vulnerabilities will be communicated.

SubFunction 1.6.1.2  Provideacknowledgements for security vulnerability
finders in public security advisories and on web properties

2NRAOGGSY |1O01y26f SRASYSYG 2F + FAYRSNRA
security vulnerability is the single most effective and inexpensigethe PSIRT has

to reward these individuals. It is traditional to include acknowledgement of the
finder(s) in security advisories and software release notes and CVE text.
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Function 1.6.2 Reward Finders
To generate goodavill and to encourage further sharing of research, the PSIRT can elect
to develop a program to reward or incent this gebedhavior in the hopes that it will
continue and expand in the future.
Purpose: Reward person(s) who report secuflgws in the organization's products and
services. Rewards can take many forms from electronic/physical thank you notes, to
organizational swag, to monetary gifts, or other merchandise/enticements. The PSIRT
needs to provide transparency around the regigagiven and the rules for such awards.

Outcome:This practice is designed to generate goall toward the PSIRTS organization
and encourage future continued collaboration around security issues.

SubFunction 1.6.2.1  Start a rewards program faulnerability finders

The PSIRT can sponsor a rewards program designed to encourage positive behavior
in security finders. Rewards could be monetary, corporate swag, or any number of
things a security finder might value above their acknowledgement indeog the

issue.

Purpose:Reward positive behavior in security finders and show that the
organization cares about solving security vulnerabilities.

Outcome:Finders will responsibly disclose vulnerability information as opposed to
publicly first.

SubFuwnction 1.6.2.2  Start a monetary bug bounty

One form of a reward can be monetary compensation. Some organizations will pay
finders that disclose vulnerability information to them.

Purpose A monetary bug bounty provides direct monetary compensation terfsnd
for their effort to research and report vulnerabilities.

Outcome Finders are compensated via monetary instruments for their effort.
Subfunction1.6.23 { GF NI | Wt2Ayda . 2FNRQ
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reporting security vulnerabilities, and encourages friendly competition by promoting
Gf S RSNBRE YR LiNBe@roRvayader. NI y 1 Ay3a F2N F

Service 1.7 Stakeholder Metrics

Providing details around PSIRT volume, performanceth@r asneasurements isritical in

keepng stakeholders aware of the effectiveness of the PSIRT. Different stakeholders will have
unique viewpoints that must be addressed with potentially differently formatted artifacts (or
views). The PSIRT must understand how each stakahgidep desires to consume this
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information. These metrics could be Key Performance Indicators (KPIs) for the PSiRibn
2.5.1speaks to Operational Reporting the PSIRT should consider protodingure smooth
operations.Function 2.5.Zeviews Business Reporting that the PSIRT can consider providing to
stakeholders.

PurposeProvide data around PSIRT measurement and performance. This helps
stakeholders understand how effective tA8IRT is in providing a given area or service.

Outcome:By reviewing the PSIRTs metrics, stakeholders should know how effectively a
PSIRT is providing a service and be able to provide feedback to make adjustments to that
service delivery.

Function 1.7.1 Understand Stakeholder Artifact Requirements

The first step to effectively articulating how a PSIRT is delivering services is to
understand the unique viewpoints of each stakeholder group. Some stakeholders may
be concerned about timeliness of securitytgl@es, while others may be focused on
financial dimensions of the PSIRTs operation. Each viewpoint is valid, and requires
different artifacts to effectively communicate the desired information. Each stakeholder
group should be polled to understand whatpeects of the PSIRT they require data on,
and the best rethod to share that information.

PurposeUnderstand what a stakeholder cares abautregard tothe PSIRTs operation
and services. Once these requirements are gathered and agreed upon, a delivery
method/medium and cadence of updates needs to be selected.

Outcome:A documented list of stakeholder artifact (report/view/dashboard)
requirements will bereatedfor upkeep.

SubFunction 1.7.1.1  Gather Internal Stakeholder requirements for metrics and
deliverables

Internal stakeholders will be concerned with a specific set of data that other
stakeholders may not bef-or example,&ch metrics could baround performance
of the extended patch remediation team, costs, and quality

SubFunction 1.7.1.2  Gather External Stakeholder requirements for metrics and
deliverables

Exernal stakeholders will be concerned with a specific set of data that other
stakehdders may not be. Such metrics could be around timydeliver-from-public
notice, reissuance of patches (bad patches), or others as examples.

Function 1.7.2 Collect Stakeholder Metrics
The processes and actions required to document the requested mériedl
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stakeholder groupsWherever possible, thtooling the PSIRT uses should be able to
collect and provide information about the PSIRTs processes and performance. Ideally
metrics should be stored in a centralized location (a database, spreadshexhev

tool) so that historic performance can be periodically reviewed, and so that the differing
stakeholder views can be easily addressed with minimal additional labor.

PurposeGather, generate, aggregate, and/or collect the data points necessary to
satisfy stakeholder requirements around dimension of PSIRT performance. This
information should be centrally stored for historical review and stakeholder reuse (i.e.
two or more stakeholder groups desire the same information).

Outcome:Desired stakeholdanetrics will be collected for the creation of artifacts
(reports, view, dashboards, etc.).

SubFunction 17.2.1 Gather stakeholder etrics

The PSIRT should create processes and methods to collect the required metrics at
the prescribed intervals (SLAs/O)LAs

SubFunction 1.7.2.2  Store stakeholder mtrics

The PSIRT will need to conduct historical analysis on performance and other trends,
so it is useful to develop a repository for this data so that it can continue to be
leveraged in the future.

Function1.7.3  Analyze Stakeholder Metrics

Data without context is meaningless. Incorrect assumptions can be inferred and
services may not be adjusted to meet changing business or stakeholder demands. Once
the PSIRT has collected the required data, effort mustdmat inreviewing that data
and providinghecessary context around what that data means to the stakeholder.

PurposeUnderstand the meaning of the data collected and provide context to the
stakeholder about what to do with the information. Ideally the stakeholder should be
able to understand how a givédey Performance Indicatd{P) is performing, what
factors influened it during the reporting period, and be able to see trends in that KPI.

Outcome:Historic data will be kept and compared to current performance to identify
trends.

SubFunction 1.7.3.1  Analyze and review metric data

Data without context is less usefulhe PSIRT should spend time and effort to
review collected data and provide context along with the metric reporting.

SubFunction 1.7.3.2  Analyze data trends and historic performance
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As historic data is gathered, unique trends or chronic issues maiehéfied that
the PSIRT or its partners can address.

SubFunction 1.7.3.3  Provide context to data so that Stakeholders can
appropriately understand what will be provided to them and provide a way to
address questions or concerns.

Function 1.7.4 Provide $akeholder Mdric Artifacts

After metrics data has been collected and analyzed it must be delivered to stakeholders
in an agreeeupon format. This format can be referred to as an artifact, or as a view to
address a stakeholder viewpoint. These artifaxsld take the form of a web page, an
email, a more formalized report, or other method.

Purpose:Stakeholders should be given metrics data in a format they can digest to
provide insights and understandiog thePSIRT performance in delivering servicéss T
data should be understandable, and have sufficient context to help the stakeholder
make decisions based off of that performance.

Outcome:Metrics will be provided to stakeholders in the appropriate format at the
agreed upon timeframes.

SubFunction1.7.4.1  Provide stakeholders artifacts describing required metrics

Each stakeholder has a unique viewpoint they represent. Each viewpoint needs to
be addressed with a view of the data in the form of some reporting artifact. These
artifacts may need to badjusted to match differing viewpoints. Artifacts could
include reports emailed or posted to a web page, dynamic web portal, executive
briefs, charts, graphs, or any number of other data delivery mechanisms.

SubFunction 1.7.4.2  Review metrics data anthprove processes or service
offerings as needed

One of the PSIRTSs strongest goals should be to constantly improve the process of
vulnerability management. Reviewing performance metrics and stakeholder
feedback helps the PST identify areas to focus onionprove.
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Service Area 2 Vulnerability Discovery

a4 Y
Intake of Vulnerability Reporting
Identify Unreported Vulnerabilities
Vulnerability —
Discovery Monitoring for Prod uct
(Service Area 2) Component Vulnerabilities
Notification of Development Teams
Identifying New Vulnerabilities
\

This service area describes the services and functions a PSIRT may perform to discover potential
vulnerabilities. Operation of this service area will trigger the vulnerability hanphocess
described in other sections of this document. Maturity of a PSIRT may be measured via the
availability and efficiency of the difference services prescribed in this service area.
PurposeEstablish processes and mechanisms to collect intelligelatedeo product
vulnerabilities, vulnerable thirdarty components or architectural weaknesses from
various sources.

Outcome:Increasesituational awareness for reports and potential vulnerabilities that
require action by the stakeholders.

Service 2.1Intake of Vulnerability Reporting

For a PSIRT the main scenarithesA y 4 { S 2F NBLER2NILA FFFSOGAy3a |

element for the intake of vulnerality reports is to seup andmaintain the required

infrastructure, define and advertise otact points, and define and maintain readiness.
PurposeEstablish processes and mechanisinas will allowan entityto easilyreport a
@dzft ySNI 0AfAGE Ay | aidl1SK2ft RSNRa LINRRdAzOG =
vulnerability report.

Outcome:PSIRT readiness for and professional intake of vulnerability reports.

Function 2.1.1 Ensure Reachability
PSIRTs must create awareness of their existence, and be available to external parties or
internal escalation paths. A clear and defirmammunication channel may help findgr
partners, or stakeholdenseport a vulnerability to PSIRTSs.

Purpose Allow an entity interested in reporting a vulnerability to easily find the required
contact information and preferred way of submission.

Outcome Obtain higher number of reports and preclude any claimsthe PSIRT was
unavailable to accept the submission of vulnerability information.

SubFunction 2.1.1.1  Define preferred way and form of report submission
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Expect to receive vulnerabilities through various channels and of variable quality. It
is still helpful to define théest way to process a reporthis can be a web form, a
public ticketing system, anmail address, a suppohotline, or any other meansf
submission.

SubFunction 2.1.1.2  Publish contact details

The preferred contact information for the PSIR®wd appear in product

R20OdzYSy il dA2y> IROSNIAASR 2y GKS O2YLI yec
registered in major CSIRT/PSIRT lists,cangmunicated to Common Vulnerability
Enumeration (CVE) issuing entities such as CVE Numbering Authorities (CNA) and
announced in security communities.

SubFunction 2.1.1.3  Register common points of contact

~

It is helpful to reserve common terms relatedtto{ L w¢ & dzOK | a WLJA A NI X
2N WASOZINRGEXQ GAGKAY @2dzNJ O2YLI ye@Qa R2Yl!
direct relevant PSIRT communication to you.

SubFunction 2.1.1.4  Connect the PSIRT within the company

Ascertain that stakeholder service(fstakeholder request or vulnerability reports),
the communications department (for media requests), as well as your product
development teams (for escalating critical internal findings) are aware of the PSIRT
and know how to contact it.

SubFunction 2.11.5 Define and maintain readiness

Depending on the industry and the requirements set forth by the stakeholders,
establish orcall or follow the sun duty to maintain the necessary readiness to
respond to critical reports.

SubFunction 2.1.1.6  Prepare for enrypted submissions

Vulnerability reports often contain sensitive information about the operational
environment and products the vulnerability was observed in. To avoid accidental
information leakage or disclosure, promote means to submit reports in arypted
manner, such as S/IMIME or PGP protectedagls or an HTTPS enabled web form.

Function 2.1.2 Handle Vulnerability Reports
Vulnerability reports are received from diverse sources and in various forms. Regular
monitoring of incoming communication chaels and timely response to incoming
reports is crucial. Response times to external finders should be defined in a Service Level
Agreement (SLAnternal to the company.

Purpose Provide processes and mechanisms to receive vulnerability reportstfiem
parts of the vendor company, stakeholders, and third parties (finders, other PSIRTS,
CSIRTSs, etc.).
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Outcome Professional handling of vulnerabiligports from third parties.

SubFunction 2.1.2.1  Monitor communication channels

Check the advertisesheans of contacting the PSIRT regularly, as well as other
available channels such as gengratpose email inboxes or company social media
accounts.

SubFunction 2.1.2.2  Process reports in isolation

Vulnerability reports will be investigated by the PSNRiich is therefore easy to

target through a malicious submission. Prepare policies and technical procedures to
protect the working environment from such attempts by providing means to
securely process vulnerability reports.

SubFunction 2.1.2.3  Acknowledgeeports timely

The detailed analysis of the report is often complex and time consuming, but mere
acknowledgement of the report can be quickly achieved. Prompt reaction shows the
report is taken seriously and greatly helps create a relationship of trubsegjuent
communication throughout the handling process dsbuilt upon this first
engagement and it shows the PSIRT is committed to comprehensible resolution.

Service 2.2dentify Unreported Vulnerabilities

Vulnerabilitiesdisclosed to the vendor directly émom reportingparties arestraightforward to
take in. However, it is important to realize there are additional vulnerabilities that may be
disclosed via informal channels like news outlets, technical blogs, expertagasbsocial
media or technical publications and conferences.

Purpose Maintain situational awareness, reduce timiedetection for threats affecting

I a0l {SK2f RSND&a LINRPRdzOG Fa ¢Sttt a NBRAzOAY
Outcome Increasd situational awareness in terms of security threats for a

a0l 1SK2f RSNR& LINRPRdzOG LI NIF2f A2

Function 2.2.1 Monitor Exploit Databases
Publicly available exploit databases or commercial festabsildbe monitored actively to
discover potential zeralay vulnerilities that require investigation. A fullyinctional
SELX 2A0 YIéd tSIFR (2 | O2YLIl yeQa LINRIOGAGS

Purpose Discover vulnerabilities that were never reported via proper channels.

Outcome Enhancd knowledge about existence of functional exploits on the market.

Function 2.2.2 Monitor Conference Programs
Relevant security conferences should be monitored to identify submissions of interest.
Although conferences often require coordinated or responsible disclosure by the
presenting party, this proves only effective for specific products. Submissions might be
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discussing broader topics such as protocol flaws that could require work of a PSIRT. If
the abstract raises questions, it is a good idea to engage with the finder at an early stage
to clarify if action needs to be taken. In addition, presence on conferandepreactive
engagement with authors can promote direct contact to the PSIRT for future research.

Purpose Prevent surprise by any uncoordinated disclosure or identify flaws that could
directly or indirectly impact products of the stakeholdii the authors had not yet
considered.

Outcome Opportunity to actively approach the authors before any publication to clarify
whetherany products of the stakeholders are affected or whether there was a problem
in submitting a report.

Function 2.2.3 Monitor Publications byRenownFinders
Pay attention to publication by finders who have a track record of relevant publications
2N) SEGSyaArodS SELISNIAAS 6A0GK SAGKSNI GKS AYyR
services. Their scientific works, blggssts, or mailing list participation may hint on
possible vulnerabilities or weaknesses that require attention.

Purpose Maintain state of the scientific and technical knowledgesecuritytopics
relevant for the stakeholders.

Outcome Expertise itommon threats, weaknesses, and possible countermeasures to
support the stakeholders when resolving product security issues.

Function 2.2.4 ~ Monitor Mass Media
Especially in cases of catastrophic incidents to stakeholder installations or personnel,
the mas media often is first to pick up. Monitoring of mass media can help to detect
situations where the stakeholders of the PSIRT are potentially an important or
predominant supplier.

Purpose Refutinga product vulnerability has contributed to the occurrence of the
incident.

Outcome Increasd readiness in the event stakeholders or the media inquire about
product vulnerabilities that could have been involved in causing the incident.

Service 2.3Vlonitoring for Product Component Vulnerabilities

+dzf YSNIFoAfAGASAE NRdAZAKE& FlrLit Ayd2 GKNBS OFGS3
source code, (2) vulnerabilities in product components maintained by veintknnal sources,

and (3) vulnerattities in components provided byendorexternal sources (thirgharties). From

I LINPRdzOG Q& LISNELISOGAGSET 6HO FYR 600 FNB SEGS
components can ultimately impact the superseding product. Although a product owser ha

only indirect control over the remediation of the underlying issue, the-statkeholder sees

some degree of ownership over the supply chain and the remediation of the vulnerability with

regard to the affected product. This is especially the case, whenumerable component
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cannot be updated independently from the including product. Included open source
components are also considered thiparty components.

Purpose ldentify, gather, and monitor vulnerabilities in the supply chain of a
aidl 1 SK2 tuet§ Al ebtify phaBluct teams on vulnerabilities affecting their
product.

Outcome Greater insight into ararly identification of vulnerabilities inherited from the
adzllLX & OKIAYy GKIFG FFFSOG | adl1SK2f RSNAQ

Function 2.3.1 Inventory of Product Components

Keep a list of vendors, products and versions provided by external and internal parties
that are included in products. This is essential to quickly identify affected products for
inherited vulnerabilities

Purpose ldentify products including vulnerable components that could potentially lead
to a vulnerability in the product itself.

Outcome Completd bill of materials for all products to search for vulnerable product
components.

Function 2.3.2  Monitor ThirdParty Advisories

Obtain timely information about vulnerabilities in thigghrty components by
subscribing to vendor advisories or establishing specific communication channels to
suppliers. Subscribe to security mailingsli®r open source projects. This can be
supported by the use of vulnerability information providers.

Purpose Identify vulnerabilities in thirgarty components that result in a vulnerability
2F | adl{1SK2f RSNNa LINRPRdAzOG @

Outcome Possiblynitiate the vulnerability handling process before an external report
for affected products occurs.

Function 2.3.3 Monitor Vulnerability Intelligence Sources

It might not always be possible to subscribe to vendor advisories for-plarty

components. This is when theendor does not publish advisories, the vendor went out

of business or the open source community around the component is not proactive.
Resources such as the National Vulnerability Database (NVD) or commercial intelligence
sources can help identify vulredsilities that have not been advised.

Purpose Identify vulnerabilities in thirgarty components that have not been advised.

Outcome Greater insight into vulnerabilities that would have gone unnoticed.

Furction 2.3.4  Setup Procedures for Intake o¥/endorInternal Supply Chain
Vulnerabilities

Product components from vendanternal sources will in most cases not issue public
advisories on resolved security issues. In order to obtain informationtabou
vulnerabilities in the vendeinternal supply chain, setp specific communication
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channels with such suppliers.

Purpose ldentify vulnerabilities in vendeanternal supply chain that result in a

@dzt YSNIoAfAGe 2F | adl{1SK2f RSNR& LINRRdzO0 @
Outcome Greater insight into vendeanternal supply chain vulnerabilities that would

have gone unnoticed.

Function 2.3.5 Notification of Internal Development Teams
Establish automated channels to distribute identified thparty vulnerability
notifications directly to the development teams of affected products. Often it is
sufficient to follow the instructions of the upstream vendor to fix the issue in the
downstream product. In accordance with the prioritization policy, define when
vulnerabilities should be triaged differently and escalated to PSIRT handling. The latter is
especially important if an endtakeholder needs to take actida obtain a fixed version
of the product in order to secure operation.

Purpose Selectively inform development teams about vulnerable dependencies and
patch information (if available) to allow fixing in the next product release.

Outcome Reduceeffort for PSIRTanual vulnerability handling as advisanjormation
from third-party can be processed directlytive development processes.

Service 2.4 Identifying New Vulnerabilities

A PSIRT may actively engage in internal discovery of new vulnerabilities as an opportunity to
address security issues with products wétlesser management of external relations and
potentially less coordination effort. Such activities should complement security verification
activities that are part of the SDL. PSIRT activities may include red teaming prior to product
release or in maintenase phase, as well as providing security testing tool expertise to R&D.

Purpose Detect product vulnerabilities before external parties do.

Outcome Expertise, procedures, and mechanisms for internal product vulnerability
discovery.

Function 2.4.1 Vulnerahlity Assessment
Vulnerability assessment is the practice of actively seeking to discover currently
unknown vulnerabilities. This can include a wide range of techniques and tools such as
red teaming, grey box/black box security assessments, or reversesamniig.

Purpose Detect vulnerabilities through proactive mechanisms.
Outcome A complementing quality assurance step to SDL security verification activities.

SubFunction 2.4.1.1  Vulnerability assessment of products

The analysis results of a penetratitaster challenging the security controls of a
product can beof great help to developers looking tmprove the posture of their
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product before it is released to the market or when preparing an update.
SubFunction 2.4.1.2  Vulnerability assessment dfird-party component

For components that are obtained from thizhrties, in addition to general
procurement management, confidence in the quality of the component is increased
through dedicated vulnerability assessment. Especially for critical compartargs

is completive for a high quality due diligence.

Function 2.4.2 Maintain Expertise for Security Testing Tools
Both commercial entities and communities are constantly developing new security
analysis and offensive tool$he PSIRT security team shibolaintain upto-date
knowledge of available tools. This is useful for conductssgssments of products,
validatingfindings from external finders, dhe direct development teamshoosing the
right tools for their internal tests.

Purpose Providewell-prepared expert team with the skill to handle complex tools and
provide advice on the usage.
Outcome Leverage the best tools available

SubFunction 2.4.2.1  Training of PSIRTa#f on security testingdols

Training of staff is a key element of maintainingtopdate knowledge of available

security testing toolsService 6.3 Secure Validatielaborates on PSIRT staff training
in more detail.

Service 2.5 Vulnerability DiscoveMetrics

Providing details around PSIRT volume, performance, or other measurements is critical to keep
stakeholders aware dhe effectiveness of the PSIRalso seeDperational Foundation Section

10: Evaluation and Iprovementg. Different stakeholders will have unique viewpoints that

must be addressed with potentially differently formatted artifacts (or views). The PSIRT must
understand how each stakeholder group desires to consume this information. These metrics
could beKPIdor the PSIRT.

PurposeProvide data around PSIRT measurement and performance. This helps
stakeholders understand how effective the PSIRT is in providing a given area or service.

Outcome:By reviewing the PSIRTs metrics, stakeholders should know how effectively a
PSIRT is providing a service and be able to provide feedback to make adjustments to that
service delivery

Function 2.5.1 Operational Reports
Operational reports provide information on the volume as well as the types of
vulnerabilities being discovered. These reports may be published on a regular basis
internally within the PSIRT as well as with internal stakeholders.
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PurposeCollect data reglarly for general reporting

Outcome Determine areas requiring analysis, resource, improvement

Subfunction 2.5.1.1

Total of discovered vulnerabilities vs. confirmed

This data helps capture the volume that a PSIRT handles from a resource
perspective. fis data may be broken down to businesstuevel, product type, or

specific products.

Subfunction 2.5.1.2
party component

Total of confirmed vulnerabilities broken down thyrd-

This data helps capture the risk associated with embedded sp#tificparty

components.

Subfunction 2.5.1.3

Total confirmed vulnerabilities broken down by CWE

This data can be fed upstream to the Security Development Lifecycle and impact
Training and Education. This data nieybroken down to businesshit level,
product type, or specific products.

Subfunction 2.5.1.4

Total discovered vulnerabilities broken down by

vulnerability discovery approach

This data helps identifgasyto-spot vulnerabilities and can be fed upstream to the
Security Developmeiriifecycle. fis data may be broken down to businesstun
level, product type, or specific products.

Subfunction 2.5.1.5

Total discovered vulnerabilities broken down by source

This data helps descritb®w weltknown the PSIRT is.

Function 2.5.2 Business Reports
Business reports provide information on the vulnerability response health of an
organization as it relates to handling and responding to security vulnerabilities.
Purpose9 a i 6f AaK YSUNROa (2 RSTFAymcolleNtEata AT | A :
regularly for management reporting to identify risks.

Outcome Dashboard highlighting successes and opportunities for improvement

Subfunction 2.5.2.1

Ontime response rate

This data captures how well the PSIRT is doing infomieitial response to
vulnerability reports within the respective SLA timeframes.

Subfunction 2.5.2.2

Total down time of PSIRT communication channels

This data captures if the PSIRT communication channels were available as defined in

SLA.
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Subfunction 25.2.3

Time to triage rate

This measures the time from initial report intake to completion of triage activities.

This data captures the performance and/or workload of PSIRT staff.
Subfunction 2.5.2.4

¢ KA a

RI O

Number of full disclosures, vulnerabilities exploitadhe
wild and vulnerabilities identified through media
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Service Area 3 Vulnerability triage and analysis

Vulnerability Qualification
Established Finders

Reproduction

Vulnerability intake and triage commence the case managerartion of a PSIRT. While the

order of operations is very similar among PSIRTS, there are variations stitbithe exact

LRAYG 2F 6KSYy | wOFrasSQ A& ONBIGOSR 2N 6KS LISNa
Where organizations receive a higblume of vulnerability reports, they may consider

performing initial triage to validate reports before cases are creabedontrast, in

organizations where the volume of vulnerability reports is low, a case may be made created

before triage.The ultimae goal among PSIRT is to create an efficient and defined process.

Purpose Define how vulnerability reports will be triaged.
Outcome Establish process across the PSIRT and related engineering teams.
Service 3.Mulnerability Qualification

Organizations define an appropriate qualification criteria to the type and scope of issues it is

willing to address. Such qualification criteria will help to set the security baseline and help with
triaging incoming vulnerability reports effectively. Fuaththe organization should define the
RATFSNBYOS 06Si0sSSy | aSOdzNA(Ge& a@dzZ ySNI oAt AlRE
types go into the vulnerability patching process. For example, a security vulnerability might be
defined as an exploitde condition where a security issue might be defined as a method of

bypassing a security mitigation.

Function 3.1.1 Quality gate and Bug bars
Quality gate and bug bars are used to establish minimum acceptable levels of security
quality, and prioritizatn criteria for security vulnerabilities. Defining these criteria
before products are released provides transparency to the vulnerability handling
process by praeletermining what the PSIRT will qualify as a product vulnerability that
should be remediated.

Purpose Define clear minimum standards and prioritization criteria to provide
transparency to internal and external stakeholders.

Outcome Provide tear expectations to engineers and finders abkevhat constitutes a
vulnerability. Furtheprioritization criteria will mitigate confusion and disputes in
managing the vulnerability lifecyctefrom initial triage to patch communication.

SubFunction 3.1.1.1  Document product security vulnerability definitions

The quality gate or bug bar should documented, stored in a central location, and
be part of the standard training for developers/engineers.
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1535 SubFunction 3.1.1.2  Engage with product development teams

1536 In the event that there are multiple products and product development teams

1537 within an organization, engaging across all of them to standardize the definition of a
1538 product security vulnerability is critically important.

1539 Function 3.1.2 Continuous improvemen

1540 A mature PSIRT should adopt the mindset of continuous improvement to revise its
1541 gualification criteria where appropriate to reflect preceding experience, industry-best
1542 practices, product ciinges, and stakeholder feedbadkis important to communicate

1543 changes to internal and external stakeholders to manage their expectations.

1544 Purpose Recognize that the qualification criteria are subject to revision. The dynamics
1545 surrounding PSIRT such as stakeholder expectations, industry trends, or the volume of
1546 incaming vulnerabilities will likely lead to frequent adjustments.

1547 Outcome A fluid vulnerability qualification criteria will lead to an efficient vulnerability
1548 gualification practice.

1549 SubFunction 3.1.2.1  Collect data

1550 Collect data on the triage proceseluding number of incoming reports, how many
1551 qualify as a vulnerability, how many do not qualify, and any discrepancies

1552 encountered.

1553 Purpose Drive improvements based on data.

1554 Outcome Changes to quality gaseand bug bars are data driven.

1555 Service 3.ZEstablished Finders

1556 !''a |y 2NHIFIYATFiA2y Qa t { lagroup ¥habiteNdhdels G KS GSI Y
1557 responsible for reporting an abov@rmal volume of vulnerabilities. It is recommended to

1558 02y aARSNI 6KS FTAYRSNIDA& NBdflsabhinissidng, that sophdRfunktions G 2 NA O
1559 be bypassed such as qualification and triage to move directly to root cause analysis and

1560 remediation development. This may help to improve process efficiency and foster finder

1561 relationships.

1562 Purpose Understand the resegch community and who most commonly reports

1563 vulnerabilities in your products and services and consider immediate escalation of
1564 reports from highly trusted finders.

1565 Outcome Reduceesponse time for high quality finders.

1566 Function 3.2.1 Finder Database

1567 Develop and maintain a database of individuals and organizations who have reported
1568 vulnerabilities to you in order to track history, outcomes, and any other case handling
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considerations for that finder

Purpose Improve the efficiency of the triage processl foster better relations with
finders who have a track record for quality submissions.

Outcome Reports from qualified finders move through the system faster. Finders are
satisfied with outcomes and remediation is produced before any potential public
disclosure timelines.

Function 3.2.2  Accelerated Handling for EstablishethBers

Some finders may be prolific or consistent (vetted/credibility) in finding and reporting
software bugs in your products or services. They may for example use custom fuzzing
tools and report crashes without a specific write up or proof of concéfftenthe

finder is well known to you and you ha determined that the majority of the issues

they report will be fixed, consider skipping the qualification/vetting process all t@geth
and moving straight to remediation.

Purpose Improve the efficiency of the triage process and foster better relations with
finders who have a track record for quality submissions.

Outcome Reports from qualified finders move through the system faBtaders are
satisfied with outcomes and remediation is produced before any potential public
disclosure timelines.

Function 3.2.3  Finder Profile

Consider building profiles on finders to inform handlers how to best work with them.
Profiles might contain tings such as geographic location, languages spoken,
conferences they have presented at, methodologies used to find vulnerabilities,
products/technologies they typically focus on, do they practice coordinated vulnerability
disclosure, do they like to presetheir findings at conferences, do you pay them

bounties or have you offered other incentives, etc. Consult with lagdlor compliance
teams to determine what information can be collected and how long it can be kept.

Purpose Get to know the people wHd vulnerabilities in your products.

Outcome Handling can be tailored for a specific finder for the most positive outcomes.

Function 3.2.4  Defining Finder Report Qality

Organizations may want to consider defining and publishing guidelines for what
constitutes a minimum quality vulnerability report in order to provide finders guidance
on the type of information you need to quickly assess their report. A baseline might
include,but not be limited to,a write up, reproduction steps, platform(s) tested on, and
proof of concept.

Purpose Provide guidelines to finders on the baseline for a quality vulnerability report.
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Outcome Back and forth between the vendor and findanisimized and the vendor
can focus quickly on a fix plan.

Service 3.3/ulnerability Reproduction

. S@2YR ljdzr t ATAOFGA2Y Y dzyt Saa 20KSNBAAS aLISOAT

reproducible to validate and understand the conditions wHezdd to the vulnerable state.
Purpose Provide the tools and environment for qualifying vulnerability reports.
Outcome Efficient, safe, and secure vulnerability report validation.

Function 3.3.1 Establish Service Level Agreement for VulnerabiRgproduction
A PSIRT may not have sufficient technical expertise to reproduce all incoming
vulnerabilities. PSIRTs may need to consult, work with, or rely on expertise within the
product development or otheteams sat is important to haveclear aligned ad defined
agreement toensure the needed expertise is readily available. Ideally a dedicated full
and/or part time resources is recommendddowever, ifdue to budget constraints this
is not possible, at a minimum, subject matter experts should begmetified as part of
the PSIRT plan who can serve on short notice for limited periods of time in case of an
incident.

Purpose Recognizéhe PSIRT does not have technical expertise to reproduce all
incoming vulnerabilities.

Outcome Prior internablignment will ensure expertise is readily available on short
notice to help reproduce vulnerabilities.

Function 3.3.2 Reproduction Test Environment
A dedicated test environment shild be set up for PSIRT or dedicated team to
reproduce the vulnerability. Ae test environment sbuld be isolated, to avoid malicious
FOGAGAGASA YR f233Ay3 Ay @GFtARFGAY3I |
network environment, simulations, or virtualization can be used to create a safe
environment.

Purpose Create a safe environment to allow inspection and reproduction
vulnerabilities

Outcome A welldeployed reproduction test environment will help to process and qualify
vulnerabilities efficiently, while limiting the vulnerability to the scope of &t t
environment.

Function 3.3.3 Reproduction Tools
Teams engaged in reproducing reported vulnerabilities need to have tools and updated
product licenses at their disposa perform these operations (e.g. debugge}.

Purpose Ensure reproduction teanmave the tools they need.

Outcome Assure eproduction of reported vulnerabilities is as efficient as possible.
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Function 3.3.4 Vulnerability Storage

Given the sensitive nature of vulnerability reports, every effort should be taken to
safeguard them. If possible, this information, including any proof of concept files, etc.,
should be stored on a separate network that is limited to only those who neessac
using multifactor authentication.

Purpose Keep sensitive and potentially damaging vulnerability information secure.

Outcome Sensitive information is kept secure with limited access and is not susceptible
to a compromise of the organization's pany network.

Function 3.3.5 Affected Products

During reproduction, the team doing the analysis should work to determine which
products are affected and if any variants of the vulnerability exist. Sed alsict
LifecycleManagement section 4.1.1

Purpose Gain a complete understandiagd scope of the vulnerability across products.

Outcome Fixes for the vulnerability are comprehensive across supported products.
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Service Area 4 Remediation

This servicarea captures the different services required to deliver and announce security fixes
to both stakeholders and downstream vendors. The delivery mechanism for a remediation
should be determined based on impact of the vulnerability to stakeholders wheniteglo
Processes should be established to ensure that security fixes are delivered on a predictable
schedule so both stakeholders and downstream vendors can plan accordingly for the test and
deployment of these security fixes.

Purpose Highlight theprocesses and mechanisms required to release and announce

security fixes to stakeholders and downstream vendors.
Outcome Enable stakeholders and downstream vendonglao accordingly for security

fixes.

$A4.1 Security Patch Release Management Plan

Inciden®

Yes

Normal v
4.3 Incident Handling S1.5 Incident _Cqmmunlcgtlo_ns Coordinatio
within Organization
Expedite
$4.2 Remediation

AREWATS

F4.2.4 Risk

Resolution
Management

Delivery

$A4.4 Vulnerability Release Metrics g
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1668 Service 41 Security Patch Release Management Plan

1669 This service focuses on providing guidance around how the vendor plans to establish a cadence
1670 for releasing security fixes for supported product versions in the market. Stakeholders,

1671 especially in the enterprise spacmeed to plan for the deployment of security fixes. Some

1672 deployments, like cloud, may have automatic updates or a different patch management policy.

1673 Purpose Educate constituency on what products will be supported, mechafism

1674 delivering security fes as well as the cadence in which they will be delivered.

1675 Outcome Stakeholder will be able to plan in advance for deployment of security fixes.
1676 Function 4.1.1 Product Lifecycle Management

1677 Companies may have different support policies and agreementsstékeholders. Based
1678 on these factors, a PSIRT may partner with business units/lines of businesses and
1679 stakeholder support to determine how and if, they will support products which have
1680 fallen out of the support scope or support obligations. This couftedd on the severity
1681 of the vulnerabiliy and may involve inputs from business units/lines of businesses and
1682 stakeholder apport.

1683 Purpose Provides a clear policy to product teams on how an organization will support
1684 products with security vulnerabilities.

1685 Outcome Clear policy on what the business unit/line of business expectations is in
1686 delivering security fixes for those types of products.

1687 SubFunction 4.1.1.1  Build a product inventory of all the products released to
1688 market to ensure all supportedpplicable products are assessed and remediated.
1689 SubFunction 4.1.1.2  Understand the different types of product support models
1690 including paid services, extended warranties, maintenance agreements or contracts
1691 with specific stakeholders.

1692 SubFunction 4.11.3 Identify at what point a product is no longer supported

1693 within the productlifecycle

1694 Function 4.1.2 Method of Delivery

1695 PSIRTs may partner with product teams and stakeholder support to identify the

1696 different options for delivering security fixes to stakeholders. The criteria for

1697 determining when to deploy a security fix through the means identified should also be
1698 developed

1699 Purpose:Maintain a consistent mechanism to deliver remediated vulnerabilities based
1700 on a set of conditions.

1701 Outcome:Stakeholders can plan and easily deploy security fixes.

1702 Subfunction 4.1.2.1 Understand the different content types for packagia

1703 security fix such as RPM.
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Subfunction 4.1.2.2 Understand the different mechanisms for delivering
security fixes such as hot fix, patchamtenance releaseand how to distribute fixes
securely
Subfunction 4.1.2.3 Identify across the differerpiroducts how the scurity
updates can be deployddr exampleremotely, customer installable, autcetic
updates or requires onsite
Function 4.1.3 Delivery Cadence
Stakeholders and downstream vendors need to plan for security fixes so that they can
maintan the security posture of their environment. By setting a cadence for when
security updates will be delivered, this will enable stakeholders to schedule and plan
resources for the necessary updates to their environments.

Purpose Maintain a consistentadence for when security updates are released to
stakeholders.

Outcome Stakeholders can plan and deploy the security updates.

Subfunction 4.1.3.1 Partner with product management teams and release
management to determine the cadence for when securitgdighould be delivered

Some security fixes are integrated in as part of a feature release and will be aligned
to those release schedules. While others may require an emergency fix which is
considered an out of band release

Subfunction 4.1.3.2 Identify and document the exceptions for when a fix
would not be delivered through the normal cadence.

Service 4.2 Remediation

This service relates to the management of reported vulnerabilities by finders and includes the
responseanalysis as well as mitigatioand defines which versions will be remediated and may
take into consideration how the remedy will be delivered. It may also consider any workarounds
that can be immediately applied by the stakeholder prior to the securtipding delivered.

Purpose Provide processes and best practices for delivering a remedy to a stakeholder
based on the affected product(s), version(s) and stakeholders impacted.

Outcome A security fix that is compatible with impacted products statkeholder
needs.

Function 4.2.1 Analysis
The impacted product may include a single software application, firmware or multiple
hardware programs with different versions of software or firmware. A number of
parameters need to be considered when craftingemediation plan to ensure that your
stakeholder needs are met.

PurposeDetermine affected product(s), versions and stakeholders
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1740 Outcome A security fix that is compatible with impacted products and stakeholder
1741 needs.

1742 SubFunction 4.2.1.1  Validate thevulnerability report or incident agaihghe

1743 quality gate or bug bar

1744 SeeFunction 3.1.1 in the Vulnerability /Triage Service Area

1745 Subfunction 4.2. 1.2  Identify affected products, versions and stakeholders as
1746 well as any variants that may need to fdeed at the same time.

1747 Subfunction 4.2.1.3 Review the support agreements and models associated
1748 with affected product versions

1749 Refer toSubFunction 4.1.1.2 irunction 4.1.1 Product Lifecycle Management
1750 Subfunction 4.2.14 Root cause analysis

1751 Understand the design or implementation flaw that caused the vulnerability.
1752 Subfunction 4.2.1.5 Determine the mechania for rejecting a vulnerability
1753 For examplea vulnerability may ba false positive or security desiglaw.

1754 Subfunction 4.2.1.6 Remediation analysis

1755 Determine the means to mitigate or remediate the risks created as a result of the
1756 vulnerability.

1757 Subfunction 4.2.1.7 Identify if there are any workarounds that can be

1758 implemented to mitigate the vulnerability while fix is under development.

1759 Subfunction 4.2.1.8 Identify any exceptions where a wgrability cannot be
1760 remediated

1761 Refer toFunction 4.2.4 Risk Management Process.

1762 Function 4.2.2 Remedy Resolution

1763 Prior to releasing aecurity fix for a reported vulnerability, it needs to be validated by a
1764 quality assurance (QA) engineer and if applicable, the finder who reported the

1765 vulnerability. This describes the process and mechanisms for validating the remedy
1766 internally as well apartnering with the finder to validate and sign off on the remedy.
1767 PurposeProvide a process and a mechanism to validate the remedy internally as well as
1768 partnering with the finder to sign off on the remedy, if applicable.

1769 Outcome Internal and/orexterral finder approval of the remedy that will be released.
1770 Subfunction 4.2.2.1  Validate to ensure all instances of the reported

1771 vulnerability have been remediated across all affected product versions.

1772 Subfunction 4.2.2.3 Obtain signoff of the remedy by thesponsible QA
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engineer or team. Remedy validation should be integrated into the standard
testing/QA practice.

Subfunction 4.2.2.4  Partner withthird-party finder or stakeholder to sign off
on remedy.

Function 4.2.3 Remedy Delivery

As part ofreleasing a security fix for a reported vulnerability, the fix needs to be made
available at the same time as the disclosure. Key stakeholders across tiséynd
including the finder neetb be kept informed. This describes the process and
mechanism focoordinating the remedy and disclosure.

PurposeThe security fix is released at the same time as the disclosure and stakeholders
are informed.

Outcome Deliver security fix along with the disclosure to stakeholders.
Subfunction 4.2.3.1 Disclosure type

Determine the preferred mechanism for disclosing the vulnerability. This may be
based on severity or type of vulnerability.

Subfunction 4.2.3.2 Coordinae the disclosure, if applicable.

Subfunction 4.2.3.3 Partner with stakeholderugpport or other stakehtulers to
post the remedy to web portal, stakeholder support site or Release to
Manufacturing (RTM) as examples.

Subfunction 4.2.3.4 Partner with stakeholderpport or stakeholders to
release the disclosure of the reported vulnerability.

Function 4.2.4 Rk Management

It is a PSIRT responsibility to provedakeholders with sufficient information so they are

able to evaluate the risks to their systems resulting from vulnerabilitiélseir system

andin the productghe PSIRT organizatienpports. Risk management assessments

should be conducted across the organization when a vulnerability is not remediated
within a specific timeframe (perL39g or not remediated within a product. This includes
having a transparent mechanism to quantify the risk @l as escalating up to, the
FLILINBLINRF S &adF1SK2ft RSNBR Ay Of dzZRSR Ay (KS
PurposeDefine a process for formal risk acceptance for any vulnerabilities not
remediated within the internal SLAs time requirements.

Outcome:Transpareng across the organization on the risks and assurance that the risks
are appropriately escalated and acknowledged.

Subfunction 4.2.4.1 Identify which roles have the authority to accept the risk,
for example Chief Information Security Office (CISO) /Gdefirity Office (CSO) or
Risk Manager, and which roles should be informed of the risk.

Subfunction 4.2.4.2 Define risk management practices for handling and
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1810 responding to risks within the organization including the set of conditions which

1811 would trigger he process.

1812 Subfunction 4.2.4.3  Assess and quantify risks by conducting an assessment of
1813 the risks to understand the threat and impacts to the business.

1814 Subfunction 4.2.4.4 Documer the risk in the risk register

1815 Assist the €Q Risk Manager or other dtaholders in tracking both status of risk
1816 evaluation and subsequently implementing recommendations.

1817 Subfunction 4.2.4.5 Recommendatns

1818 Update risk register withhe findings and recommendations.

1819 Service 4.3 Incident Handling

1820 The PSIRT needs to have a mechanism to expetitediation timeli 2 | RRNX &da a ONR G A
1821 @dzf YSNI 0AfAGASae gKAOK OFy 06S RSTFAYSR la | OGA
1822  public disclosure. This servipeovides guidance fdhe incident as welas alerting stakeholders

1823 and coordinating activities associated with the respomsgigation,and recoveryf an incident

1824 to reduce the time from report to delivery of the security fix.

1825 PurposeDevelop a plan to manage critical vulnerabilities and develop the ability to
1826 mobilize all the resources required to address them.

1827 Outcome:Delivery of emergency fixes for pending or public disclosure of a vulnerability
1828 or other situation where stakeholdemay be a risk and quick action is required.

1829 Function 4.3.1 Establish Situation Room

1830 When incident management is required, establish a situation room including PSIRT,
1831 Legal, Communications, Development, Stakeholder Support, Supplier and other roles as
1832 needed. This can be a physical location or virtual as long as all parties are atailable
1833 respond as needed in a secure manrigrpicallyboth physical and remote options are
1834 necessary to ensure stakeholder attendance. Resources should be identified ahead of
1835 time in order to adequately support the incident management process.

1836 PurposeEnsue stakeholders are available to answer questions and provide direction
1837 Assurethe appropriate resources have been assigned to manage the incident.

1838 Outcome:Organize vetted resources.

1839 Subfunction 4.3.1.1 Identify resources required tbandle and manage the

1840 incident

1841 Resourcesnay include meetingooms, private lines and additional mgower. For

1842 longterm incident handling, food and accommodations should be considered.

1843 Subfunction 4.3.1.2 Identify all key stakeholders required to piaipate in

1844 handling the incident as padf your incident response plan
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This may be Communications, Developer leads, Legal as lanfe&ervice 1.1
Internal Stakeholder Managemeand Service 1.5 Incident Communications.

Subfunction 4.3.1.3  Assign clear roles and respdpifities to manage the
incident

Personnel must know their roles and order of operations when a response is
needed. Training antbletop exercises should be conducted to prepare key
response participants.

Function 4.3.2 Incident Management

When an incident is declared, the main focus of the PSIRT in partnership with their
stakeholders is to reduce the impact of the incident armtkato restore the business
function of a product as well as their stakeholders.

PurposeCreate a playbook and execute a plan to contain the incident.

Outcome:Restore operations back to the product teams as well as stakeholders as soon

as possible.

Subfunction 4.3.2.1 Information collection
Intake, cataloging, and storage of information related to the incident.

Subfunction 4.3.2.2 Incident handling is dependent upon analysis agésit
GKAOK INBE REFiAi¢)ERaEyaSO8AGY D
Subfunction 4.32.3 Respose

Services related to reducing the impact of an incident and wgto restore
business functions within the constituency.

Subfunction 4.3.2.4 Incident racking

Documenting information about actions taken to resolve an incident, including
critical informationcollected, analysis performedgmediation and mitigation steps
taken, closure and resolution.

Subfunction 4.3.2.5 Incident postmortem process

Action to review to identify improvements to processes, policies, procedures,
resources, and tools to help mitigate and prevent future compromise.

Function 4.3.3 Communication Plan

All stakeholders and action owners must know the latest plans and progress t@keep
track. Engage management as needed to break down any barriers that may impede
open collaborative communication during an incident.

PurposeDevelop a communication plan and designate a central point of contact for the

incident to keep everyone up to date on latest developments.
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Outcome:Organizevetted communication.

Subfunction 4.3.3.1 Publication of inform#fon to internal stakeholders

Management of lists used to distribute announcements, alerts, data feeds or other
publications for situational awareness.

Subfunction 4.3.3.2 Public relations arevell managed and coordinated

Ensuranformation is disseminated to the media asthkeholdersput only through
authorized organizational channels. This includes social media postings.

Subfunction 4.3.3.3 Recovery activities are communicated to internal
stakeholdersexecutivesand management teams.

Subfunction 4.2.3.4 Incident postmortem briefings are conducted by PSIRT and
feedbackis collected to improve incident re@nse as well as SDL activitfedat
SDL activity could have or should have prevented the issue in the first place?)

Service 4.4 Vulnerability Releasedttics

Data to be collected should include, bugy belimited to, issue volume, classification, fix time,
affected products or services

PurposeCollect data regularly for management reporting

Outcome Determine areas requiring analysis, resouncgrovement

Function 4.4.1 Operational Reports
Operational reports provide information on the volume as well as the types of
vulnerabilities being reported and confirmed across the different products and versions.
These reports should be published at least on a regular basis internally within the PSIRT
as well as with internal stakeholders.

PurposeCollect data regularly for general reporting
Outcome Determine areas requiring analysis, resource, improvement

Subfunction 4.4.1.1  Total number of vulnerabilitieseported versus confirmed
(by product/busness units)

This data helps capture the volume that a PSIRT handles from a resource
perspective.

Subfunction 4.4.1.2 Total confirmed vulnerabilities brokedown bythird-party
component

This data helps capture the risk associated with embedded spduift:party
components.

Subfunction 4.4.1.3 Total confirmed vulnerabilities broken down BYVE (by
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product/BU)

This data can be fed upstream to the Security Development Lifecycle and impact
Training and Education.

Function 4.4.2 Business Reports
Business reports provide information on the health of the vulnerability response
capability of an organization.

Purpose Establish measurements of the organization's level of success in meeting the
time bound commitments made in the SLAs. Regularly collect, analyze and disseminate
data which measures the level of achievement of those goals.

Outcome Credion of a dashboardhighlights thesuccesses and oppartities for
improvement.

Subfunction 4.4.2.1  Ontime impact assessment

This metric captures how well product teams are doing in completing impact
assessments within the respective impact assessment SLA timeframes.

Subfunction 4.4.2.2  Ontime fix plan

This metric captures how well product teams are doing in providing a fix plan within
the specified SLA.

Subfunction 4.4.2.3 Remediation Tracking

This metric captures how well product teams are doing in providingw&ifiin the
specified SLA timeframes.

Subfunction 4.4.2.4 Ontime remediation rate

This metric captures how well product teams are doing in meeting the overall
objectives or agreements for delivering a fix from time of report to delivery of a fix.
This carbe broken down by severity or by vulnerability type (product line, type of
vulnerability).

Subfunction 4.4.2.5 Number of incidents

This data captures the risk to the organization.

62



1945

1946
1947
1948
1949
1950
1951
1952

1953
1954
1955

1956
1957

1958
1959

1960

Service Aea 5 Vulnerability Disclosure

Notification

Coordination

Disclosure
Vulnerability Metrics

It is important to create a transparent and collaborative environment where vendors,
coordinators and finders can share information with their stakeholders and each other and
negotiate mutually agreeable disclosure plams; partnering in this way, the jpnary needs of
resolving vulnerabilities, protecting stakeholders and acknowledging finders can be
achieved.The vendor should publish their vulnerability disclosure policy so it can be referenced
by coordinatorsand byother vendors as well as finders.

Purpose Provide transparency to stakeholders and partners through collaboration with
finders, coordinators and downstream vendors to responsibly disclose vulnerabilities and
fixes.

Outcome Increased trust, collaboraticand control of the disclosure.

Beable to understand the flow through the disclosure process and how it interacts with the
different services throughout the PSIRT Framework
5.1 Notification

Finder

Vendor —

Notifies SA Vulnerability Discovery

Coordinator

SA3 Vulnerability Triag&
EENSS

q S5.2Coordination

A

SAl Remediation

S1.3 Community and Organizational .3 Disclosure
Engagement
S1.4 Downstream Stakeholder Managemen
S1.6 Reward Finders with Recognitién
Acknowledgement —
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Service 5.NNotification

This servie involves determining the appropriate notification process to provide timely
information about mitigation strategy, fixeand workarounds to stakeholders so they are kept
informed and can plan accordingly. In some cases, contractual agreements may exist between
vendors and an upstream vendor which would require the upstream vendor to notify the
vendor of any policy disclosedlnerabilities or known incidents. The intent of the notification
process is to ensure that all stakeholders and vendors can understand and manage the risk
imposed by the vulnerability.

Purpose Provide transparency to vendors dittlers through collabation.
Outcome Increasdrust and collaboration with finders.
Function 5.1.1 Intermediate Vendor(Downstream \éndor)

Anintermediate vendor such as an OEM or partner may develop and/or produce a part,
adzoaeaidsSyYy 2N az2Faegl NB GKIF G A osumis®nceesy Iy 2 i
their PSIRT should make arrangementshare vulnerability information with their

vendors. They should be conscious of the vulnerability handling policy of the different
vendors. Sometimes these expectations are captured in a contractual agreement. The
timeline for fix release and disclosure should be negotiated as soon as possible.

Purpo: Create environment of collaboration and clear expectations betvde and
partners and other vendors.

Outcome Increasdrust, collaboration and control of the disclosure between all parties
involved.

Subfunction 5.1.1.1 PSIRTs may learn\aflnerabilities reported by their
stakeholders and should notify the intermediate vendor PSIRT of those
vulnerabilities.

Subfunction 5.1.1.2 An intermediate vendor who supplies components or tools to
a vendor may learn of vulnerabilities reportddectly to them and should notify

their vendor PSIRTS.

Subfunction 5.1.1.3 PSIRTs should identify all of their intermediate vendors and
consider partnering with legal to ensure that clauses are added to contractual
agreements to ensure a timely resp@nsn vulnerabilities.

Subfunction 5.1.1.4 Vendor PSIRTs may inform their stakeholders especially if the
intermediate vendor is not able to or takes a considerable time in remediating the
vulnerability. Some cases, a vendor PSIRT, may apply a tetdccation process

and notify those stakeholders which would be impacted the most by the given
vulnerability.

Function 5.1.2 Coordinators

A coordinator may be asked by a PSIRT to partake in notifying other vendors as well as
coordinating the timing of releader their advisories especially if multiple vendors are
involved.Coordinators such asERT or third-party coordinators provide valuey getting
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a multitude of different organizations to parthand collaborateon addressing a
vulnerability.

Purpose Coordinators may be asked to step in and assist PSIRTs organization in both
notifying and collaborating on the vulnerability with all vendors.

Outcome Increasd trust, collaboration,and control of the disclosure between all
parties involved.

Subfunction 5.1.2.1 Document and understand the different coordinators based
on vunerability disclosure policy

Subfunction 5.1.2.2 Partner with a coordinator to ensure all affected vendor
PSIRTs has been notified.

Function 5.1.3 Finder

A finder such as a customer third-party researcher may notifg PSIR®f a
vulnerability through the channels documented\vininerability Discovery

Purpose Create environment of collaboration and clear expectations with finders.
Outcome Increasd trust, collaboration and contraf the disclosure with finders
Service 5.2 Coordination

Where appropriate, a vendor PSIRDld make arrangementi sharevulnerability

information with coordinators or other vendors. They should be conscious of the vulnerability
handling policy of theendor. Timelines for release and disclosure should be negotiated as
soon as possible.

Purpose Set expectations for all parties involved when collaborating and planning the
disclosure.

Outcome Increased trustcollaboration,and control of the disclosure.

Function 5.2.1 Bi-Lateral Coordination
A vendor PSIRT is responsible for maintaining communication with finders who report
potential vulnerabilites.L & A ada AYLRNIIYyd FT2N Sy R2NA
agendaand stance on vulnerabilities general, and promote/ and facilitate responsible
disclosure on an agreed timelin®SIRTs should consider acknowledging the finders
who adhere to the public disclosure.

Purpose Create an environment of collaboration wadinders know they will be taken
seriously.

Outcome Negotiated disclosure plan that honors the efforts of the finder.

Subfunction 5.2.11 Acknowledge receipt ofulnerability report from thirdparty
finder.

Subfunction 5.2.12 Provide the finderegular updates on the status of the
reported vulnerability

Subfunction 5.2.13 Provide the fix to finder so they can validate it as well
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Subfunction 5.2.14 Provide credit by acknowledging the contributions of the
finder who reported the vulnebility. Vendor should verify with the finder that the
credit is welcomed.

Function 5.2.2 Multi-Vendor Coordination

Where appropriate, a vendor PSIRDld make arrangements for sharing vulnerability
information with coordinators or other vendor$hey should be conscious of the

vulnerability handling policy of the vendor. Timelines for release and disclosure should

be negotiated as soon as possible.

Purpose Provide transparency to stakeholders and partners through collaboration with

all parties toresponsibly disclose vulnerabilities and fixes.

Outcome Increased trust;ollaboration,and control of the disclosure.

OEM To provide securitgatch. It is recommended

supplier upstream vendors manage their downstrear,
provides stakeholders (see Servideca 1.4.
technology

Receives To be notified to apply the security patch. It
technology | recommended thatlownstream vendors
from define and engage with upstream vendors
upstream communities and partners (see Function
vendor 1.3.1)

Subfunction 5.2.2.1 PSIRT vendor acknowledges receipt of the vulnerability report

from vendor or coordinator.

Subfunction 5.2.2.2 PSIRVendor or coordinator may need to identify those
vendors that are impacted by the vulnerability report.

Subfunction 5.2.2.3 PSIRT vendor or coordinator shatdnerabilityinformation
across the different vendors.

Subfunction 5.2.24 PSIRT vendor @oordinator partners wh vendors on the
timing andavailability of fixesand how the downstream vendors may receive the
fixes.

Subfunction 5.2.25 PSIRT vendor or coordinator validates with vendors that the
security update addresses the vulneralyili

Subfunction 5.2.26 PSIRT vendor or coordinator negotiates across all vendors to

agree on both how the vulnerability will be disclosed and the timing of when the
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disclesure will be publicly released.
Service 5.3 Disclosure

When a security updatis released there should be appropriate disclosures to ensure that
stakeholders and vendors are properly notified of the security updates. For each, the audience
needs to be well defined (there may be different audiences for different types of natices)

Pupose Document code changes and the release of security fixes.

Outcome Clarity regarding what updates has been made to the code and where to get
them.

Function 5.3.1 Release Notes
Release notes, including readme and change history, should includeféxéace(s) for
the security fix/mitigation Release notes should clearly communicate how the
vulnerability was addressedlransparency is key in demonstrating that the fix offered is
adequate anccomplete, andhot a partial mitigation or a patch that gsibly creates
other functionality or security issues.

Purpose Provide indication of security fixes included in the updated code.

Outcome Stakeholder can protect themselves from possible exposure of the
vulnerability.

Subfunction 5.3.1.1 Define what vulnerabilities should be disclosedha
release notes

Subfunction 5.3.1.1  Define the review process
Subfunction 5.3.1.2  Conduct review and approval of disclosure

Function 5.3.2 Security Advisory
Vendorsshouldhave amechanism by which to release security advisories to
stakeholders on a public web page adiclose vulnerabilities that have been
remediated.

Purpose Provide a public repository for published security advisories.
Outcome Security advisories aevailable for review and action by constituency.
Subfunction 5.3.2.1  Define a security advisorgmnplate

Subfunction 5.3.2.2  Determine the mechanism to deliver a security advisory
(e.g, Common Segity Advisory Framework (CSAFab documen}.

Subfunction 5.3.2.3  Define the set of conditions which would trigger the release
of a security advisory. For example, if actimeds to be taken to notifgtakeholders
that a hosted environment has been updated with a patch (brestemnario).

Subfunction 5.3.2.4  Determine the process for assigning a CVE ID to the
vulnerability.

Subfunction 5.3.2.5 Request whethethe finder seeks credit
Subfunction 5.3.2.6  Define review process such,agho are the stakehokets
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andwhen s$hould the disclosure be crafted.
Subfunction 5.3.2.7  Conduct review process with defined stakeholders.

Function 5.3.3 KnowledgeBase Articles
Vendor should have mechanism to publish knowledg®sedarticles which may
accompany certain security updates which are deemed a lower severity or alternatively
may be used as a means to communicate why specific reported vulnerabilities were
rejectedas falsegpositives.

Purpose Provide a repository of knowlge base articles.
Outcome:Knowledge base articles are available for review and action by constituency.

Subfunction 5.3.3.1 Define what vulnerabilities should be disclosed in a
knowledge base article

Subfunction 5.3.3.2 Define the review process
Subfunction 5.3.3.3 Conduct review and approval of disclosure

Function 5.3.4 Internal Stakeholder Communication
In addition to executive business owners who should be notified of vulnerability
communication plans; there are many employees whoaréehe front lines working
with stakeholders face to face and over the phone every dapviding advanced,
confidential notification and FAQ for coming advisories prepares those who may be
asked about them upon publishing.

Purpose Inform executive buisess owners, globaommunicationsand stakeholder

FILOAY3I SYLX28SSa 2F WO2YAy3a a22yQ | ROA&2NR
Outcome: Employees will be able to respoiadstakeholders and media asking

guestions on day of advisory publication, resultingantrolling the message.

Subfunction 5.3.4.1 Collaborate with internal stakeholders to craft and/or review
language for their teams to use when customers ask about the vulnerability issue.

Service 5.4 Vulnerability Metrics

Data to be collected shouldclude, but is not limited taissue volume, classification, fix time,
affected products or services

PurposeCollect data regularly for management reporting
Outcome Determine areas requiring analysis, resource, improvement

Function 5.4.1 OperationalReports
Operational reportsnayprovideadditional information on the volume of disclosures
posted as well as the number of viees those artifacts. These reports should be
published at least on a regular basis internally within the PSIRT as well asterntial
stakeholders.

PurposeCollect data regularly for general reporting
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Outcome Determine areas requiring analysis, resource, improvement
Subfunction 5.4.1.1 Numberof security advisories posted

The number of dferent disclosures can beportedand brokendown by product.
This may help drivgouto have a technical resource assigned.

Subfunction 5.4.1.2 Number of CVEs posted to NVD

The number of CVEs assigned can be used to promote your status to a CVE
Numbering Authority (CNA).

Subfunction 5.4.1.3 Page views on securitylaisories

This may drive your strategy to go towards proactive notification if the volume of
stakeholders viewing your advisory is low.
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Service Area 6 Training and Education

Training the PSIRT

Training the Development Team

Training the Validation Team

Secure Validation

Provide Feedback Mechanism

The world of productecurity is in a constant state of flux as new technologies, services, and
integration make continuing training and education a top priority for security professionals. As
software penetrates every aspect of the world e in from our cars to our refrigerators,
keeping up with the needs of securing products has né&een more critical. A PSIRTs @lay

key role in supporting a strong curriculum in educating all stakeholders on the intricacies of
developing, validatingand shipping products/services that meet the standards of today's
connected world.

Training and education needs can vary significantly across a corporation. The concerns of a
firmware developer vs. a software services developer are very differenbfied require very
specific and unique types of training. For the sake of this document we will break out training
needs into four stakeholder groups, PSIRT, product development, product validation and other
stakeholders involved ithe PSIRT process.

1) PSIRT trainings unique since PSIRT members must be plugged into many aspects like
legal, communications, and development

2) Product Development(internal Engineering and Development): Developers are highly
skilled and focused in their skills and thus need training that is just as focused. Developing
secure firmware that is very difficult to update in the field has very different requirements
than that of a desktop applicatioengineer.

3) Product Validation(Internal Engineering and Development): Validators requires constant
training to become familiar with the latest tools@techniques for things likegp-testing,
vulnerability scanning, and dgrdesign reviews to catch issues before they have to be
fixed.

4) All other Stakeholdersthis group represents a less technical audience that requires a
solid foundation in understanding the basics of developing, validating, and shipping
secure productsawell as in reacting when a shipped product has a vulnerability.

Secure development training is not considered as part of PSIRT program and is handled outside
the PSIRT process. Howee, it is important that PSIRDs champions of all aspects involved in
bringing secure products to market and as such should partner with various development

teams to make sure the appropriate training is in place. In many smaller organizations, there
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may not be a separate group that takes the responsibility for makingmoucts are
developed with a security focus. In those cases, PSIRT may be involved in bridging the gap (this
is outside the scope of this document).

In each section, we will identify various stakeholder groups and summarize some focus areas
that may helpa PSIRT team engage in meaningful discussions about training and educating
their stakeholdersPSIRTmay create all the training material-lmouse use external material or
use external training resources to train their stakeholders.

Service 6.1 Traininthe PSIRT team

PSIRT Teams need to be at the forefront of what is happening in the world of security including
GKIEGQa GNBYRAY3I: ySg SELX2A0G4% | yR Ay RdzadNE
knowledge starts with requiring a solid foundationgeneral security world topics as

demonstrated by the leading security certifications. But certifications only provide a base that
needs to be constantly updated via activities like security focused conferences, industry
consortium involvement, and keen aneness of the industry as a whole by being an avid
consumer of blogs, industry press, consortium publications, etc. PSIRT members also need to be
aware of the constantly evolving world of security and privacy legislation which seems to

change rapidly.

Furction 6.1.1  Technical training
It is important that PSIRT staff have a solid understanding of basic security concepts and
knowledge of the products that are being supported. The training material must be
regularly reviewed to ensure that as the securdgdscape changes, new vulnerability
techniques are being included in the training material.

PurposeTrain the PSIRT staff so that they understand the issue that is being reported
andcan adequatelyperform the initial triage before handing it off to teams responsible
for developing, testingand releasing fixes.

Outcome:PSIRT team has sufficient technical training to perform their duties.

The security concepts training would vary depending on the type of products that are
being supported by a vendde.g, hardware, firmware, software, networking, cloud
products or all of the aboye At a very high level, the training must cover basic sgcu
topics like common attacks, cryptography, confidentiality, integrity, availability,
authentication, authorization, access control models, multi tenancy, relevant
complianceand regulations among others. This training should also include any
industryspecific regulations that may impact PSIRT activities such as HIPAA for
healthcare verticals and PCI DSS for payment card vendors and banking. Some level of
product training must also be covered for PSIRT staff so that they are able to understand
the repotted issues.

71



2233 Function 6.1.2 Communications Training

2234 Since the external finders report issueshe PSIRT, it is important that the PSIRT staff
2235 is trained on the communication policies and soft skills that cover how to handle

2236 communications with external finders and internal stakeholders in a timely manner.
2237 PurposeEnsure PSIRT staff follows the comrmaition policies of the organization while
2238 interacting with external entities thus eliminating any regulatory/legal issues that may
2239 result from improper communication.

2240 Outcome:PSIRT team will have sufficient communications training to perform their
2241 assiged duties withclear accuracand no ambiguity in communications.

2242 Function 6.1.3 Process Training

2243 There should be process guidelines that define how the reported issues will be tracked,
2244 managed and measured. The roles of the various stakeholders involved in the process of
2245 resolution of reported issues should be defined. The process should cover résgaod
2246 finders in a timely fashion and sending periodic updates to them for all open issues.
2247 There should also be a weléfined and secure means of communicating information
2248 between an external finder and the vendor.

2249 PurposeEnsure there is a smoothWaof information in managing product security

2250 incidents which will result in timely resolution of issues.

2251 Outcome:PSIRT members will be sufficiently training on internal processes so that they
2252 can perform their duties.

2253 Function 6.1.4 Task Tools Training

2254 Subfunction 6.1.4.1 Bug tracking and other management tools for PSIRT and
2255 the engineering staff

2256 A formally acknowledged bug tracking tool should be identified for each product
2257 (preferably the same for all products) in a given organization. All bugsdsheul

2258 identified in this tool and security bugs should be uniformly identified as such. Only
2259 those that have a need to know should be able to view and access the information
2260 related to security vulnerabilities in a product. In addition, the tool shouldiael

2261 the capability to support program metrics requirements with both manual and

2262 automated reporting capabilities.

2263 PurposeEnsure that issues are tracked effectively and vulnerability information is
2264 safeguarded within the certified tracking tools wherdyothose that have a

2265 demonstrated need to know can access, tracid manage these issues.

2266 Outcome:PSIRT members will be sufficiently trained and knowledgeable on tools

72



2267
2268

2269
2270
2271
2272
2273
2274
2275
2276
2277

2278
2279

2280
2281

2282
2283
2284
2285
2286

2287

2288
2289

2290

2291
2292
2293
2294
2295
2296

2297
2298
2299

2300
2301

that they can perform their duties.
Subfunction 6.1.4.2 Third-party tracking tools

Most products include multipléhird- party components (including open source)
that are shipped with a product. The customendl wften not know about thethird-
party software shipped within the product and hence would rely on the vendor to
provide fixes or informatiomn the patch. Hence it is important that interngdird-

party tracking tools be identified to cover the dependenci#s oSy R2 ND& LINE Rd

various third party components. The National Vulnerability Database (NWDl-

LI NI & @GSYR2NEQ aSOdzNAiGe ROA&A2NASA | YR
track the vulnerabilities and fixes for thieird-party components so these fixesn

be providedto the customer

Purposeidentify tools to track théhird- party components embedded in products so
the vulnerabilities can be tracked and released in these components.

Outcome:PSIRT members will have an understanding and be able tothiedk
party components within shipped products:

Function 6.1.5 Tracking A Training Initiatives
PSIRT team will need to track all the trainings that are available to various stakeholders.
The team will need to ensure that all these trainings are delivered at a odregquency
as the security landscape is changing very rapidly and hence the trainings and processes
will need to be continually redefined.

PurposeEnsure all the trainings for various stakeholders are being tracked.

Outcome:PSIRT members will know various stakeholders have been trained on their
roles in the PSIRT process.

Servie 6.2 Training the Developmenteam

Secure Development refers to the methodologies and steps taken throughout the development
process which are spiically designed to reduce the number and severity of vulnerabilities in
software related products and services. By having a strong curriculum and a focus on secure
development methodologies, vulnerabilities can be greatly reduced prior to product eeleas
which is much less expensive than dealing with them after the products are already released to
the marketplace.

Secure development starts with product requirements and architecture. In addition, secure
design reviews are key to spotting possible vulndiidds before the product even goes into
development.

There are numerous activities that are involved in a secure development program, the details of
which are well outside the scope of this document. It is strongly recommended that a separate
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program «ists to manage an appropriate secure development lifecycle effort. This program
should follow an accepted industry standard program model. An example of a Secure
Development lifecycles theMicrosoft Secure Development Lifecycle model

PurposeEncourage the organization to have a propecuse Development Lifecycle
(SDM. program where development is trained on writing secure code and using
documented security guidelines while creating theh#ecture and design of a product.

Outcome:Development teamwill be able to write secure code and release more secure
products.

Secure development training is not always considered as part of PSIRT constituency and may be
handled outside the PSIRTocess. In any case, it is an important step that must be considered
by any vendor that cares about the secure posture of its products.

Function 6.2.1 PSIRT Process Training
Each member of the development process needs to comprehend why the PSIRT process
exists, how it works, and what they need to do to develop products to support it. Often
after a product is released, development teams move on to different projects and
sustaining efforts are minimal. Training the teams and providing them with the
appropriate methods to store key information about the product is critical for PSIRT to
fully address a product vulnerability issue. Having information documented such as who
was the security architect, the development lead, testing lead so that PSIRT teams can
go back to those who know the most to assess risks and develop mitigations. This
documentation should also include things such as: what are theaBty components
that are being used, what is the product update process, what logging exists, what
securty exceptions were allowed and how are stakeholders notified. This information is
also critical to PSIRT teamsdose a security vulnerabiliths new development team
members come and go, refresher training is also critical.

PurposeEnsure that all stakeholders understand the PSIRT process and how it relates to
their role in product development

Outcome Cultureof securityamong developers and better cooperation in dealing with
vulnerabilities.

Service 6.3 Training the Vdation Team

Validatorsneed to beconstantly updated on the latest tools and techniques for thingsch as
pentesting, vulnerability scanning, fuzzing, ethical hackamgl others. Training the validators

on this falls unde6Dland is outside the scope of this document. However, PSIRT team should
encourage the organization to have a group that focuses on this.

PurposeEncourage the ganization to have a proper Sptogram where proper
security testing tools are identified.
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Outcome: Higher quality and more secure products

Just like secure development, secure validation training is not considered part of PSIRT
constituency and is handled outside the PSIRT process. However, it is an equally important step
that must be covereas part ofSDLof a product by a vendor.

Function 6.3.1 PSIRT Process Training
Some members of the validation team may be involved in testing the fixes that are
required to fix product vulnerabilities. Thetgam membersieed to understand the
PSIRT process, how it works, what are the expected timeframes and what theginole
the process. They would need a good understanding of the product life cycle so they
know thesupportedversions that need to be tested for virability fixes. They would
need to also test the workarounds, if there are any. It will be important for them to also
test for regressions.

PurposeEnsure that all stakeholders understand the PSIRT process and how it relates to
their role in product vadiation

Outcome Cultureof securityamong validators and better cooperation in dealing with
vulnerabilities.

Service 6.4 Continuing Education for All Stakeholders

All stakeholders will require some level of training and awareness of the PSIRT proheaen.
are many stakeholders that are involved in the @énebnd PSIRT process. Therefore, it is
important to identify various stakeholder groups and develop training specific to their needs.

Purpose: Ensure that all stakeholder groups have the traininpasic awareness they
need to fulfill their role in the PSIRT program.

Outcome:Welkinformed internal constituencies that know how they will work i
PSIRT in managing emergent vulnerability issues and what services PSIRT will offer in
such situations.

Function 6.4.1 Training the Executive Management
CKAA 3ANRdzL) A& GeLMAOlffte Ay@2t SR AY AYAGAL
vulnerability proection and other policies. Management approval may also be required
F2NJ ONBIFiGAy3d &aSOdNAGE& I ROA&G2NASad ' fazs SE
required for critical situations that create high risk, are highly visible or create high
liability. Managenent may also want periodic status checks on the security posture of
all products. Thus, it is important to informanagement othe PSIRT processes.

PurposeiMake management teams aware of their role in the PSIRT program.

Outcome:Timely resolution of approvals that require management-sifjn
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2372 Furction 6.4.2 Training the Legal Team

2373 Legal is involved in setting up the initial corporate policies. Some firggerted issues
2374 may have liability issues and may require assistance kegal groups so it is important
2375 to identify points of contact beforehand.

2376 Purpose: Make legal team aware of their role in the PSIRT program and the involved
2377 timelines.

2378 Outcome:Timely closure of security issues that require legal approval.

2379 Function6.4.3  Training the Governrant Affairs and Compliance Team

2380 Government affairs folks are involved in regulatory compliance isJinesefore it is

2381 important to identify points of contact beforehand.

2382 Purpose: Make the Government affairs team aware of their role in the PSIRT program.
2383 Outcome:Timely resolution of security vulnerabilities that require complying to certain
2384 regulatory standards.

2385 Function 6.4.4  Training the Marketing Team

2386 Marketing is often involved when there is a risk to brand name. Also, security advisories
2387 may be reviewed by them and associated marketing information may be released

2388 alongside. Marketing teams are also involved in marketing the security aspect of

2389 products

2390 Purpose:Make the marketing teams aware of their role in the PSIRT program and

2391 educate them on what can ar@hnnot beclaimed regarding product security.

2392 Outcome:Proper coordination between PSIRT and marketing teams will result in-a well
2393 aligned exérnal security posture between the marketing material and security

2394 advisories.

2395 Function 6.4.5 Training the Public Relationseam

2396 Public Relations (PR) teams may be responsible for responding to external security posts
2397 or blogs, or press inquiries related to critical product vulnerabilities. Points of contact
2398 should be identified so PR can be involved if any external posting argedqu

2399 Purpose:Make the public relations teams aware of their role in the PSIRT program.
2400 Outcome:Proper coordination between PSIRT and public relations teams will result in a
2401 good externakecurity posture of the vendor.

2402 Function 6.4.6 Training the Sale§eam

2403 Sales teams may be trained on basic security concepts and communications regarding
2404 security practices. Also, it is very important for salespeople to know what can and

2405 cannot be shared externally. It is recommended thalesemployeesedirect any

2406 concerns about security from stakeholders/prospects to either PSIRT staff or support
2407 staff as opposed to addressing them directly.
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