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FIRST Incident Response Fusion Course
Lab Background Handout

Backing Information: Security Data Received

1. Low-level logs from Web servers exposed to the internet are automatically
delivered to you. Your filtering mechanisms detected several suspicious HTTP
requests. They did not match any specific attack signature but they were
detected as anomalies and automatically reported to your security event
collection system.

Information level: Low-Level

Source: Web server logs from servers exposed to the internet
Note: The filtering mechanisms detected several suspicious
requests. No specific attack signature was matched but they were
detected as anomalies and automatically reported to our security

event collection system.

HTTP Header:

POST
/%65%6d%62%65%64%2d%62%69%6e/%70%68%70?2%2d%64+%61%6Cc%6Cc%6f%77%5f%
75%72%6Cc%$5£%69%6e%63%6Cc%75%64%65%3d%6f£%56e+%52d%64+%573%61%66%65%5f%
6d%6f%64%65%3d%56£%66%66+%52d%64+%73%75%68%6£%73%69%6e%2e%73%69%6d%
75%6Cc%$61%74%69%6£%6e%$3d%6f%6e+%2d%64+%64%69%73%61%62%6Cc%$65%5f%66%
75%6e%63%74%69%6£%6e%73%3d%22%22+%2d%64+%6£%70%65%6e%5£%62%61%73%
65%64%69%72%3d%6e%6£%6e%565+%2d%64+%561%75%74%6£%5£%570%72%65%70%65%
6e%64%5f%66%69%6Cc%65%3d%70%68%70%3a%2£%2£%69%6e%70%75%74+%2d%64+%
63%67%69%2e%66%6£%72%63%65%5£%72%65%64%69%72%65%63%74%3d%30+%2d%6
4+%$63%67%69%2e%72%65%64%69%72%65%63%74%5£%73%74%61%74%75%73%5£%65
$6e%76%3d%30+%2d%64+%61%75%74%6£%5£%70%72%65%70%65%6e%64%5£%$66%69
$6cC%65%3d%70%68%70%3a%2f%2f%69%6e%$70%75%74+%2d%6e HTTP/1.1

Host: -h

Content-Type: application/x-www-form-urlencoded

Content-Length: 396
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2. You receive an automatic system alert indicating a possible DoS attack
against your company firewall.

This event was detected by one of your externally-facing network devices. It
was transferred across your internal network by your Security Information and
Event Management (SIEM) system and was presented to you. Note that your
action might be to create a new rule to block the unwanted traffic, or contact
your upstream provider, or escalate to Level 2. Think about your organization
and reply based on that. It is totally acceptable that your answer differs from
that of other students.

3. You work in a national CSIRT monitoring the feed delivering information about
open addresses and ports, and the CSIRT receives an email from a third
party with a sample of a new periodic detection indicator, Open DNS
Resolver.
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4. Your weekly US-CERT bulletin announces a new vulnerability in Firefox.

5. You spot an advisory about a Foo-5 CMS attack by searching an independent
research blog.
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