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Audience, Scope, and Purpose

This document is intended for network operators, security practitioners, policy authors, and
abuse-response teams. Its goal is to establish shared terminology for discussing IP proxy
technologies in the context of abuse detection, mitigation, and attribution.

Introduction

The phrase “Internet proxies” can cover a variety of underlying technologies and objectives.
This document covers terms and descriptions in an effort to avoid confusion when discussing
abusive Internet Protocol (IP) proxy types and behaviors.

An |IP Proxy could be defined this way:

An intermediary system, service, or application between two or more communicating
endpoints. The endpoints communicate and terminate sessions at the IP layer through
the intermediary rather than directly. This may be done for the purpose of endpoint
protection, hiding, resource sharing, or gating between two otherwise unconnected
networks. An IP proxy has access to communications above the IP layer.

IP proxies may act transparently. Of particular concern are malicious proxies installed or
configured without the knowledge of or explicit configuration by the system endpoint
owner. Some specific uses of these proxies are control of the proxied connection and
bypass of NATs or firewalls. Since each proxied endpoint communicates with a proxy IP
address the actual remote endpoint is often indistinguishable from the proxy.

There are a number of different protocol specifications that define intermediate
communication between an endpoint and proxy. The client-side connection of a proxy
may require the use of an authentication mechanism.

IP proxies have been used for a variety of purposes, both legitimate and nefarious. As of this
writing, there has been an explosion in the number of active IP proxies used for abuse. While
proxies can and do serve legitimate purposes, abusive proxies are often installed on networks
and devices without the explicit permission or the owner’s knowledge. Proxy functionality has
also been concealed in other applications. IP proxies can hinder attribution of original attack
sources, leading to responses that can harm unwitting proxy operator users and applications.
Running an IP proxy and facilitating certain types of traffic may violate an ISP’s terms of service



(ToS)/acceptable usage policy (AUP) and subject the owner to various penalties including
network restrictions, disconnection, fines, or legal risks. Malicious proxy operators often seek to
leverage the reputation of the host system(s) or network(s) to mask the harmful activities and/or
make the proxies more difficult to block without inflicting collateral damage. The malign network
traffic can and often does cause reputational damage to the IP address(es) running the proxy
which also impacts network operator reputation.

Other related intermediary devices may share challenges of attribution to an original source and
can lack fine-grained policy controls. Examples include virtual private network (VPN), network
address translation (NAT) and protocol translation relays. Some intermediary devices may
perform multiple functions, and the difference between intermediaries can be opaque. Terms
are sometimes used interchangeably or to highlight distinctions in primary function.



IP Proxy Types / Categories with Examples

Type

Description

Examples

App-embedded

Bundled into user-application
software. Common in mobile
apps and pre-compiled
software packages. May offer
system owners incentives for
installation and operation.

Hola, Honeygain, Luminati /
BrightData, Oxylabs

Commercial

Professionally developed and
supported proxy software and
infrastructure.

Zscaler, Securely, Netskope

Compromised

A system undermined with
the installation of proxy
capabilities for unauthorized
use.

Routers with easily bypassed
authentication protection and
reconfigured to act as a

proxy.

Data center

Dedicated hosting provider
network proxy systems or
networks.

Decodo, IPRoyal

provided by CDNs for content
resiliency.

Mobile Proxies on or attached to Bright Data, Limeproxies
cellular / mobile phone
networks.

Open Public-use or publicly Unprotected Squid proxies,
accessible proxy systems 6to4 relays

Privacy Anonymizing services Tor, iCloud Private Relay,
designed to limit surveillance | Cloudflare WARP
and traffic analysis.

Resnet Networks or address blocks ResNet
with proxies masquerading as
residential networks.

Residential App-embedded proxies or Mirai variants, SocksEscort
compromised systems on
residential networks and loT
appliances.

Reverse Reverse proxies commonly Cloudflare

Note: Proxies may belong to multiple of the above categories.




Abusive IP proxies have been used to facilitate unwanted activity including, but not limited to:

Denial of Service (DoS) or Distributed DoS attacks
Spam

Man-in-the-middle attacks

Scanning, crawling, and scraping

Click-fraud

Intellectual property theft

Bandwidth theft

Infrastructure policy bypass

Geolocation distortion

Avoidance of server/service security measures
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