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Explore Industry Trends in 2025
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CISA churn leaves some private sector partners wondering what’s
next

“Ithink CISA has a really mportant robe in the broader ecosystem of Cybersecurity in this country” Mitre's Mark Bristow
tells IT Brew.
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CISA churn leaves some private sector partners
wondering what’s next
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Camercon partners with FIRST to train IT security teams, boost cyber

defense skills, and then infrastruc i against digital
threats.
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Phoenix Security Unveils Groundbreaking Threat-

Centric Al Agent at VulnCon, for a Next-Gen

Vulnerability Management

NEWS PROVIDED BY
Phoenix Security
April 08, 2025, 15:00 GMT

Phoenix Security Unveils Revolutionary Threat-

738 Top Eplerios etoarsbttion

Centric Al Agent at VuinCon predicting which
vulnerability will become a ransomware or is likely to

be exploited

RALEIGH, NC, UNITED STATES, April 8, 2025

JEINPresswire.com/ - Phoenix Security is proud to announce

the launch of its first Al-powered Threat-Centric Agent at
VulnCon, marking a major leap forward in proactive =
vulnerability management and remediation. This new agent, Phoenix Security Analysis of Ransomware
built on a 3-step threat-centric approach, is designed to work
seamlessly alongside Phoenix’s Reachability Analysis Al
Agent and Blast Radius Analysis Copilot, enabling
organizations to focus on the most dangerous vulnerabilities
and apply targeted remediation strategies with unmatched

precision

The new Threat-Centric Al Agent is the result of Phoenix Phoenix Security ASPM winner of Gartner
Security's continuous innovation in the cybersecurity space. Peer insight and Get app

With Reachability Analysis Al already achieving a 71.5%
reduction in vulnerabilities for high-profile clients like Clear

Bank, and the Blast Radius Analysis Copilot providing
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At Cisco: PSIRT, Al,
. CVEs, and VEX

PODCAST: DOWNLOAD (124.1MB) | EMBED

-<'% Jennifer (JJ) Drew
Minella Conry-Murray

PACKET PROTECTOR 057

@0 @ e

Cisco Systems has a sprawling portfolio of home-grown and acquired products. What's it
like trying to find and address bugs and vulnerabilities across this portfolio? Omar Santos, a
Distinguished Engineer at Cisco, gives us an inside look. We dig into how Cisco identifies
security bugs using internal and external sources, the growing role of Al for bug hunting and
threat analysis, what it's like to run a Product Security Incident Response Team (PSIRT)
across an ever-expanding product line, the CVE process, and industry efforts such as the
Vulnerability Exploitability eXchange (VEX) that aim to keep organizations better updated
on the status of known vulnerabilities.

Episode Guest: Omar Santos, Distinguished Engineer,
Cybersecurity and Al Security Research, Cisco
Systems

Omar Santos is a recognized leader in the cybersecurity community. He is the Distinguished
Engineer (Sr. Director) at Cisco leading Artificial Intelligence (Al) Security Research,
vulnerability research, and disclosure. He works with senior management, executives,
engineers, and industry-peers during the investigation and resolution of security

wulnerabilities in Cisco products, including cloud services. Omar has designed, implemented,

and supported numerous secure networks for Fortune 100 and 500 companies and the U.S.
government.
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Happening This Week: “CVE/FIRST
VulnCon 2025,” April 7-10,2025

<vE CVEProgramBlog ( Fellow ) 1minread - Apr7, 2025

fe  Q n®

The CVE Program and FIRST are co-hosting VulnCon 2025 this week at the
McKimmon Center in Raleigh, North Carolina, USA, April 7-10, 2025.

Agenda

The full agenda is available now on this conference web page or view the
schedule by day. Virtual attendees should check your email for session links
and other details.

Get CVE Program Blog's stories in your inbox

Join Mediurn for free to get updates from this writer.

Enter your email

Monday, April 7 — View day 1 schedule
Tuesday, April 8 — View day, 2 schedule
Wednesday, April 9 — View day 3 schedule
Thursday, April 10 — View day 4 schedule

Venue

McKimmon Center

North Carolina State University
1101 Gorman St.

Raleigh, North Carolina 27606
UsA
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At VuInCon 2025, NIST scrapped its NVD consortium
plans, admitted it can't keep up with CVEs, and

outlined automation efforts amid a mounting backlog.
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At VulnCon 2025, NVD program manager Tanya Brewer and NIST division manager Matthew Scholl
delivered a long-awaited update on the status and future of the National Vulnerability Database (NVD)
today. The talk came just days after the NVD quietly reclassified tens of thousands of CVEs as
“Deferred"”, signaling its inability to keep up with growing disclosure volume.

Their virtual session — held in a packed ballroom but streamed remotely — outlined recent recovery
efforts, upcoming technical improvements, and a shift in strategy after a tumultuous year. But the format
and content of the presentation left some attendees underwhelmed.

“The session is virtual? (Weird, since | saw Tanya at the event.) And only 30 minutes long (including
Q&A)," security consultant Jercen Braak commented on LinkedIn. “For a community that's been raising
valid concerns and waiting for answers, this feels like a missed opportunity... it could further reinforce the
perception of INVD's] ongoing decline.”
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NVD Revamps Operations as
Vulnerability Reporting Surges
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After a tumultuous year marked by internal turmq NVD Leaves Exploited Vulnerabilities
vulnerability backlog, the National Vulnerability D Unchecked
within the US National Institute of Standards and =
finally stabilized.

However, the NVD is now facing a new challenge| SAP Fixes Critical Vulnerability After
reporting that has sent its backlog soaring, threat] Evidence of Exploitation
team's revitalized efforts,

NEWS FEATURE | 27 SEP 2024
Tanya Brewer, the NVD Program Manager, and M:

the Computer Security Division at NIST, shared so  Beyond Disclosure: Transforming
« Vulnerability Data Into Actionable

updates on April 10, the final day of VulnCon, an e Security

vulnerability management in Raleigh, North Caro

They announced several improvements in how th|
vulnerabilities and said they were working on new

th the backl lud v t tl g datl NIST Unveils New Consortium to
with the backlog, including aulomating more dall - gperate National Vulnerability
exploring Al-powered methods to assist them. Database
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NVD Overcomes Staffing ~—~ ~
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CVE/FIRST VulnCon 2025 & Annual
CNA Summit
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= Deseription
Title: CVE/FIRST VulnCon 2025 & Annual CNA Summit
Connection Details: link will be provided to registered attendees.

Deseription: The purpose of the conference is to collaborate with various
vulnerability management and cybersecurity professionals to develop forward
leaning ideas that can be taken back to individual programs for action to benefit
the vulnerability management ecosystem. A key goal of the conference is to
understand what important stakeholders and programs are doing within the
vulnerability management ecosystem and best determine how to benefit the
ecosystem broadly.

Event Website: https.//www first.org/conference/vulncon2025/
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NVD Revamps Operations to
Tackle Growing Backlog of
Vulnerabilities

Image Credit: Freepik j Freepik

9 by Dwaine Evans  April 14, 2025
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6. Conclusion
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The National Vulnerability Database (NVD) team at the US National Institute of
Standards and Technology (NIST) has faced significant operational challenges over

the past year. Periods of internal disruption, coupled with an overwhelming surge in
reported vulnerabilities, have created a substantial backlog, stressing NVD's

capacity to manage and process vulnerability data efficiently. Although staffing

issues have been addres

d, the backlog remains a growing concern. NVD leaders
Tanya Brewer and Matthew Scholl shared valuable insights into the current state and
future direction of the NVD's operations during their presentation at VulnCon, a

conference dedicated to vulnerability management.
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Databases, all the way down

| have been attending VulnCon 2025 remotely this week, although not all the
sessions, Even though the first conference was last year, VulnCon has clearly

found its niche as the premier gathering place for people interested in or

involved with vulnerability management. The conference is well designed and

well executed.

The sessions I've been attending are those that have to do with software

naming in what | call the “CVE ecosystem”, but which most people think of as
the National Vulnerability Database (NVD). If you have been reading my recent
posts, you know that:

1

=]

Learning about a software vulnerability isn’'t very helpful if you don’t
know what products are affected by it; ideally, you want to be able to
search on a product name in a vulnerability database and fiately be
shown all the vulnerabilities that have recently been Identfied in that

product. Moreover, since CVE is by far the most widely cited
vulnerability type and there are now over 280,000 CVES in the official list,
affected products need to be referred to using a machine-readable
software identifier. The only identifier currently supported by CVE.org
{the organization funded by DHS that creates and manages CVE Records)

Is CPE, which stands for Common Platform Enumeration.

‘When a CVE Numbering Authority (CNA), working for CVE.org, produces
a CVE Record to report a new software vulnerability, they do not usually
include a CPE name(s) to refer to affected products listed in the text of

the record. The reason for this is that the NVDM has always wanted to be
in control of CPE creation. This didn't previously cause a big problem,
since until last year, the NVD almost always created a CPE for every
affected product described in the text of a CVE Record; they did this
within a few days of recelving the record from CVE.org.

However, starting on February 12, 2024, the NVD drastically slowed their
production of CPE names, for a reason that has never been clearly
explained. This has produced an ever-growing backlog of CVE Records
without a CPE name. Despite several promises that they would fix the
problem by a certain date, the backlog has continued to grow. Today, the
backlog stands at well over 40,000 CVE Records (although a well-known

wvulnerabllity researcher estimated in the VulnCon chat that the backlog is

63 40.5K
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Nel contesto globale odierno, dove la tecnologia avanza a passi da gigante, la sicurezza

informatica riveste un ruolo sempre pid cruciale. La crescente sofisticazione delle minacce .
informatiche, unita alla necessita di proteggere dati sensibili & infrastrutture vitali, rende la Total number of social
cybersecurity una priorita assoluta per aziende, professionisti e istituzioni. engageme nts

112025 si preannuncia un anno decisivo per il settore della cybersecurity, con una serie di eventi
dedicati a temi di grande attualitd, come I'evoluzione delle minacce informatiche, 'uso
dellintelligenza artificiale nella sicurezza, la protezione dei dati personali e il ruolo sempre pit
centrale della resilienza digitale. Questi appuntamenti rappresentano anche urlimportante .
occasione di incontro e confronte tra professionisti del settore, rappresentanti delle istituzioni, I— | n ks 1
aziende, ricercatori e accademici, accomunati dall'obiettivo di condividere competenze,
esperienze e soluzioni innovative.
1link to first.org
In questo scenario, in continua evoluzione, restare aggiomati & essenziale, e la partecipazione
agli eventi di settore si conferma una delle strategie pil efficaci per affrontare le sfide
emergenti e rimanere al passo con le ultime novita.

Come ogni anno, siamo lieti di presentare la nastra Guida agli Eventi Cyber Security 2025, uno
strumento pensato per tutti coloro che desiderano navigare nel vasto panorama degli
appuntamenti dedicati alla sicurezza informatica. Questa guida annuale offre un calendario
completo di eventi, conferenze, workshop e summit, con informazioni precise su date, luoghi e
dettagli utili, facilitando cosi una pianificazione efficace della partecipazione.

Che tu sia un professicnista della cybersecurity, un"azienda o un appassionato, questa guida & il

tun runtn di rifarimantn nar ariantarti tra le innumaraunli annnrtunita nffarta dal mandn denli
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If you are a security nerd, and even if you're not, you probably heard about the
epic CVE mess that happened. It’s a very long story and was covered in many
places, but the TL;DR was the funding for CVE fell through, panic ensued, then
CISA found some temporary funds to keep the lights, so everything is fine and we
can all go back to normal.

Well, some of us won't go back to noermal because the CISA funding is good for 11
months. Will there be more funding in 11 months? Will an asteroid destroy the
Earth in 2032? Will society still exists at Christmas? Nobody really knows. Well that
asteroid one, we sort of know that. We'll be fine. Yay science!

So anyway, the point of this article isn’t to pile on CVE, it's to talk about trust, but
not the sort of trust we usually talk about in security. We’re usually talking about
trust in the context of “can I trust that session isn’t a Russian trying to steal my
cat memes?”. This is human frust, trust with the user story “As a human on Earth,
can I ever trust CVE again?”. While I could keep you on the edge of your seat
during the entirety of this article, I'll ruin the ending. You can’t trust CVE ever
again, because you are a human, on Earth.

Why can’t we trust CVE?
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We Name Hurricanes. We Track
Diseases. But Now We’re Ignoring
Cyber Threats?

‘ Gabriel Santos ( Follow ] 4minread - Apri6,2025

Today morning | came across this news and started wondering...

What happens when something invisible but absolutely essential just...
stops?

Scrolling through LinkedIn, I saw a post claiming that MITRE would no
longer issue CVEs, the globally recognized system for tracking cybersecurity
vulnerabilities, because U.S. government funding had been cut. At first, I
thought it was one of those overblown hot takes. But then I checked the
source: The Hacker News, and sure enough, it’s real. As of April 16, 2025,

MITRE has lost federal support to continue running the CVE Program.

And honestly, I'm stunned. Not because I didn't think something like this
could happen. But because it happened without any visible urgency, backup
plan, or coordinated public response. For something as central to digital
safety as CVEs? That's insane.

What Are CVEs and Why Do They Matter?

Imagine if every disease in the world had to be tracked manually by each
hospital, in their own way, without any central database or naming system.
One hospital calls it “New Flu,” another says “Strain A2025,” and a third just

says “Some weird virus.” Chaos, right?

That's basically what CVEs prevent, but for software vulnerabilities.
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Read writing from Stephen Shaffer on Medium. Engineer focused on
the intersection of cybersecurity and data science. Passionate about...
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Vulnerability Information Cones
Applying Light Cones as a Mental Model for Navigating Uncertainty
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Inspiration

Note: I wrote this before the MITRE announcement regarding the CVE program
funding. That is an evolving situation, but the mental model outlined here holds
true regardless of the existence of the CVE program — our past light cone may be
collectively degraded moving forward, but we will recover.

1 spent the last week bouncing between my two favorite security conferences
— FIRST’s VulnCon in Raleigh (where I spoke) and BSidesCharm in Baltimore
— and | was inspired to articulate my mental model of vulnerabilities, risk,

and the decisions we make with imperfect information.

In order to do that, I need to be blunt. I'm kind of an astrophysics nerd in my
spare time. So if any of this goes way over your head, I apologize in advance.

It took me time to understand the concepts in the theory of relativity and on

which my mental model is based.

Light Cones

Hearing folks talk about the data quality, what pieces of information mean to
varying operators, and how we forecast risk made me think of a favorite
physics concept of mine: light cones.
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[4/13/2026 Update: See very end, below last image, for an amusing

update.]

Today was the second day of VulnCon 2025, a conference whose stated
purpose is “to collaborate with various vulnerability management and

cybersecurity professionals to develop forward leaning ideas that can be
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VulnCon 2025 is over. I didn’t go. A bunch of people have asked me why, and engagements
rather than keep my answer to a small group, I thought it would make sense fo
write something public about it all.
The TL;DR is I went to a different conference that I thought was a better use of .
my time. Lln ks 2
The conference I went to was Cyphercon and BSides Milwaukee. They are regional
conferences in Wisconsin. Good people, great shows, a lot of fun and learning. 2 links to first.org

Yeah, it was technically the week before VulnCon, but I lack the fortitude to do

two conferences back to back. Some people can, I tip my hat to those folks. IT'm
not one of them. I should be clear though, this isn’t the only reason. I also don’t
think VulnCon should exist (more on that at the end).

Why do we go to conferences?

It would be easy to construct a gigantic list of why we go to conferences. But I
think the two biggest are to meet people (the human connection is extremely
valuable and important), and the second is to learn about the future of your
industry.
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Related Content

VulnCon 2025, EU CRA, CVE funding,
Smishing Kit &

Notable security news for the week of April 13th through April 20th. Your editor this
week is Chris from the F5 Security Incident Response Team. A bit of a different format
this week as | was in Raleigh for VulnCon 2025 the previous week. | will discuss

highlights from that as well as notable events from the past week.

€

VulnCon 2025

The 2025 Vulnerability Management Ecosystem Collaboration, Ideation, and Action
Conference (aka “VulnCon"), which was spensored by FIRST and the CVE Program, was
held from April 7th through April 10th this year. The aim of this conference is to promote
collaboration between various vulnerability management and cybersecurity
professionals to better help the whole cybersecurity ecosystem. Key topics that were
highlighted this year were the EU's Cyber Resilience Act (CRA), Vulnerability 9
Exploitability eXchange (VEX), Cybersecurity Assurance Framework (CSAF), and
publishing more complete CVE records or Vulnrichment. | will discuss the CRA in the
next paragraph. VEX facilitates the exchange of vulnerability information, fostering
collaboration to swiftly address emerging threats. Concurrently, CSAF ensures @
standardized approach to cybersecurity practices. One of the pushes that was
discussed was to get security scanners to start ingesting VEX to help decrease the
amount of false positives and focus more en vulnerabilities that are exploitable. As

for Vulnrichment, it is alarming that a large number of CVEs that are disclosed every
year do not include Common Weakness Enumerations (CWE) or Common Vulnerability
Scoring System (CVSS) scores. | agree that adding this information at a minimum would
be very beneficial to both the consumers as well as the vender. The vendor is in the best
position to assign these in a more accurate manner since they are most familiar with the

products.
https://www.first.org/conference/vulncon2025/

https:/fopenssf.org/blog/2023/09/07/vdr-vex-openvex-and-csaff

EU Cyber Resilience Act (CRA)

The Cyber Resilience Act introduces mandatory cybersecurity requirements for
hardware and software preducts, throughout their whole lifecycle. The main goals of
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VulnCon 2025, recently held in Raleigh, NC, created a dynamic stage for security
professionals and open-source advocates to connect, share, and collaborate on tackling
some of today’s most pressing challenges in vulnerability management and open-source
software security. The conference buzzed with energy as industry experts, developers, and
Linux admins unpacked the latest advancements, explored emerging trends, and exchanged

actionable strategies to strengthen their security practices.

From groundbreaking solutions to practical methodologies, VulnCon 2025 provided
attendees with the tools and insights needed to better protect the ecosystems they oversee.

Let’s dive into the key moments and powerful takeaways from this year’s event.
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Cybersecurity researchers have revealed that RansomHub's online infrastructure has "inexplicably”

gone offline as of April 1, 2025, prompting concerns among affiliates of the ransomware-as-a-service
Beware the Hidden Risk In Your

(RaaS) operation. Entra Environment

Singaporean cybersecurity company Group-1B said that this may have caused affiliates to migrate to

Qilin, given that “disclosures on its DLS [data leak site] have doubled since February. e e Lln ks 1

RansomHub, which first emerged in February 2024, is estimated to have stolen data from over 200 — Popular Resources

victims. It replaced two high-profile Raa$ groups, LockBit and BlackCat, to become a frontrunner, 1link to fi rst.org
courting their affiliates, including Scattered Spider and Evil Corp, with lucrative payment splits Still Wasting Hours on SOC

Alerts? Here's the Al Tool That
*Following a possible acquisition of the web application and ransomware source code of Knight B08a It Seoonds

(formerly Cyclops), RansomHub quickly rose in the ransomware scene, thanks to the dynamic features PN i the Mext SaaS Disaster with

of its multi-platform encryptor and an aggressive, affiliate-friendly model offering substantial financial These 6 Proven Resllience

Strategles

incentives,’ Group-1B said in a report.

; : Guide: How to Find and Close
RansomHub's ransomware is designed to work on Windows, Linux, FreeBSD, and ESXi as well as on P
rivilege Pathways Before

%86, x64, and ARM architectures, while avoiding attacking companies located in the Commonwealth of a Hackers Walk Right In
Independent States (CIS), Cuba, North Korea, and China. It can also encrypt local and remote file
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Predictive analytics and legacy risk:
Rajesh Kumar C G’s blueprint for
modern cybersecurity

t@ By Anamta Shehzadi
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Cybercriminals are leveraging increasingly advanced and sophisticated tools, but there is a way
out,

According to the recent report, published by the Forum of Incident Response and Security Teams,

the number of detected vulnerabilities is expected to grow 11% in comparison with the year
2024, which also indicates a whopping 470% increase compared to 2023, The vulnerabilities can
wvary greatly in their scope, from code logic errors that need to be fixed to zero-day exploits that
present adirect threat to the security of users’ data or software stability.

Being an |IEEE Member, a cybersecurity expert with vast experience, and a founder and CEO of
INOVITSI consulting firm, Rajesh Kumar C G has a first-hand understanding of overcoming the
challenges of modern cybersecurity. For over 18 years, he's helped government agencies and
private enterprises in Australia reimagine how security frameworks should operate in the face of
increasingly sophisticated attacks.

“Many companies still depend heavily on perimeter protection and static rules,” Rajesh observes.
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Official Devices Over Security and

The Vulnerability Treadmill

The reactive nature of vulnerability management, combined with delays from policy and process, strains
security teams. Capacity is limited and patching everything immediately is a struggle. Our Vulnerability
Operation Center (VOC) dataset analysis identified 1,337,797 unique findings (security issues) across
68,500 unique customer assets. 32,585 of them were distinct CVES, with 10,014 having a CVSS score of
8 or higher. Among these, external assets have 11,605 distinct CVEs, while internal assets have 31,966

With this volume of CVESs, it's no surprise that some go unpatched and lead to compromises
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It's the first May, first of May, outdoor... Oh, hi, didn't see you there. Welcome back, e
once again, to This Week In Security, the weekly (mostly weekly) newsletter where we

take the random security news of the week and run it down. I'm your host this week, @

MegaZone, and these are the items that happened to catch my eye for the week of April

27th to May 3rd, as | once again drank from the firehose of doom, or security news,

same thing.

But before | jump in, | just need to say... Signalgate. What? Or any of its sequels so far Q

— the latest news is just insane. Just when you think the cubersecurity clown show

can't get any worse, or more ridiculous, it does. | suspect that if anyone reading this
right now did anything half as inept as seme of our mest trusted gevernment officials, it

would mean instant termination. It's really frustrating working to try to improve security

only to see those who should take it the most seriously utterly trashing it. It's

disheartening, really. But her emails.

Anyway, let's jump into it...

Good Morning Tucson

It was a few weeks ago, but as this is my first TWIS since, I'm going to talk about
VulnCon a bit. VulnCon 2025 was held April 7-10 in Raleigh, NC, for the second year in
a row—but it will not be back next year. As revealed at the end of the event, and on

the FIRST Events page for 2026 and 2027, VulnCon is moving to Arizona - but actually

Scottsdale, not Tucson. Itis relocating to the DoubleTree Resort by Hilton, Paradise

Valley, held April 13-16, 2026, This is a resort with an attached convention facility, so

we'll be able to stay on-site. We'll alse have more space, allowing for more centent and

more attendees. We don't want to grow too quickly, and this facility should be good for

at least the next couple of years.

I'll miss Raleigh. The last few years have been fun because |'ve been able to explore

the areq, find interesting places, and go back to some of my favorite places. The

McKimmon Center at NC State has been a decent facility for us, but we've outgrown it

and needed to find a new place. I've never been to Scottsdale, so that'll be a new

experience.

Back to this year — VulnCon was bigger and better in its second year. | may be biased,

as a member of the program committee, but | was impressed by the presentations |

personally attended and I've talked to a number of others who felt the same. This year

we had four days, up from three, and more simultaneous rooms on most days, meaning
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Essential cybersecurity
conferences

Cybersecurity events and conferences to watch

1 By David Maher Roberts / 16 May 25 / Reading time: 4 mins

With the pace of cybersecurity innovation continuing to accelerate, the 2025 calendar is packed with
high-prefile events that cater to academics, businesses, and governmental organisations alike. As
global cyber threats evolve, these conferences offer the chance to dive deep into topics such as Al-
driven cybersecurity, quantum computing's impact on cryptography, processor security and more.
Whether you are an industry professional, researcher, or just keen to keep up with emerging trends,
these events will give you the insights and connections you need to stay at the forefront of the field.

Many of these conferences are hybrid, allowing for both in-person and online participation, making
them accessible from wherever you are in the world.
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% (X f in o INFOSEC IN BRIEF Secrets of the Trump administration may have been
exposed after a successful attack on messaging service TeleMessage, which
has been used by some officials.

Evidence of an attack on administration officials appeared last week on leak site E n g a g eme nts 4 6

Distributed Denial of Secrets, hosted an archive of messages that included
details of over 60 government workers, a White House staffer, and members of
the Secret Service. Total number of social

engagements

The leak, first reported by Reuters, isn't as serious as Sigpalgate - no one was
discussing air strikes and possible war crimes - but it's still suboptimal.

The White House said that it was "aware of the cyber security incident” but didn't
comment further.

TeleMessage servers are reportedly closed while an investigation is carried out.

Operation Endgame |l takes out malware

Europol had already detailed attempis to take down the Qakbot and Danabot
malware groups, and last Friday it announced the disruption of the following five
malware crews:

* Bumblebee
« Lactrodectus
* Hijackloader
= Trickbot

» Warmcookie

Operation Endgame II, a combined operation invelving police from the EU, UK,
US, and Canada, has now led to 20 arrests and 18 suspects have been added
to the EU's most wanted list. In addition a total of €£21.2 million has been seized.

"This new phase demonstrates law enforcement’s ability to adapt and strike
again, even as cybercriminals retool and reorganise,” said Catherine De Baolle,
Europol executive director. "By disrupting the services criminals rely on to
deploy ransomware, we are breaking the kill chain at its source.”
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The US National Institute of Standards and NVD Leaves Exploited Vulnerabilities
Technology [NIST) has launched a new Unchecked
metric to assess the likelihood that a
vulnerability is being exploited. 25 APR 2025
In a technical white paper, published on May SAP Fixes Critical Vulnerability After

19, NIST introduced a new metric called Likely Evidence of Exploitation

Exploited Vulnerabilities (LEV) to help
organizations determine if a product m & MAY 2024
vulnerability has been exploited.

NIST Confusion Continues as Cyber

. P C lain CVE Uploads Stalled
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efforts and builds upon the existing Exploit
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CISA churn leaves some private sector partners wondering what’s
next

“I'think CISA has a really important role in the broader ecosystem of cybersecurity in this country,” Mitre's Mark Bristow
tells IT Brew.
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How Cybersecurity Teams Can Stay
Ahead in 2025 and Beyond

Chat logs from cyber threat group Black Basta reveal that a company’s greatest
vulnerability is its overlooked infrastructure. Here's what that means for cybersecurity
defense.

- Written by Eireann Leverett
NG Published on Jun. 05, 2025

Summary: Ransomware tactics are growing stealthier, exploiting overlooked infrastructure and

old vulnerabilities. Defenders must shift from reactive patching to proactive planning and

collaboration to stay ahead.

This year is shaping up to be a turning point in defense tactics.

We've already seen major disruptions across the ransomware ecosystem. Groups like LockBit

and RansomHub have gone dark or been disrupted, prompting a flurry of speculation. But if

June 05, 2025 @ ONLINE
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Vendor contract negotiations offer opportunity, frustration for
buyers

"“Vendors are not vendors, they're partners,” West Monroe Partner Nate Buniva tells IT Brew.

By Eoin Higgins

JUNE 10, 2025 - 4 MIN READ

Contracting out work to third-party IT vendors is often challenging.

From licensing issues, regulations forcing companies to submit multiple bids, and
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Turning Servers Against the Cloud

Server-Side Request Forgery attacks targeted vulnerabilities in
applications and platforms running on cloud servers.
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You expect the guardians at the gate of any system to keep

attacks out; you don’t expect them to turn against internal Related Reading
systems and networks and ravage those on behalf of threat

actors. Yet that’s what happened with cloud servers: they Practice

turned against internal systems. A View of Cloud Computing

Architecture and Hardware

In March 2025, Server-Side Request Forgery (SSRF) attacks
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Let’s says your organization has experienced a
cybersecurity incident that had no material impact on the
business but nevertheless rattled the security team and
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Code quality (4 Part Series)
1 Code That Won't Cost You: Coding best practices for any ...
2 Passing the Vibe Check: Navigating the changing develop...
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4 A New Era of Code Quality: Beyond bugs and into legal lice...

In today's interconnected software landscape, most applications
don't just spring up from thin air. Developers are constantly
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June marks National Internet Safety Month, and many organizations return to
familiar checklists: update software, rotate passwords, back up vour files. While
those steps remain useful, today’s cybersecurity challenges are far more
complex. From Al-driven attacks to global ransomware campaigns, defending

digital infrastructure now requires a broader, more strategic approach.

To understand how cybersecurity must evolve in 2025 and beyond, we asked
industry leaders to weigh in. Their insights point to a common theme: building
smarter systems, improving collaboration, and treating cybersecurity as an
organization-wide priority. This isn't just about technology anymore. It's about
culture, coordination, and staying a step ahead in a constantly shifting threat

landscape.
Resilience Is the New Cybersecurity Imperative
“In a world where everything runs on digital infrastructure, strong passwords

and data backups aren’t enough to keep you safe,” said Rob Gutierrez, Senior

Cybersecurity and Compliance Manager at Secureframe, “It's about building
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“Fortinet’s leadership as our founding partner demonstrates their commitment to
strengthening cybersecurity knowledge across industries and borders. Together, we're
building communities grounded in internationally recognized best practices that will enhance

incident response capabilities across the globe.” said Chris Gibson, CEO, FIRST.

FIRST CORE will provide critical funding to expand the organization's Community and
Capacity Building Program (CCB), which focuses on developing incident response capabilities
in regions where resources are limited. This program builds on FIRST’s long history of

education, training, and knowledge sharing within the international security community.

The CORE program will support capacity building priorities, such as:
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By Derek Manky | June 23, 2025

Under-resourced regions around the globe face a growing list of challenges that significantly impact cyber resilience, including rapidly
expanding digital adoption efforts, limited cybersecurity expertise, and increasingly sophisticated threat actors targeting global
networks. The recent wave of ransomware attacks targeting critical infrastructure in developing nations, combined with the growing
use of these geographic areas as launching pads for new cybercrime groups, underscores a sobering truth: Investing in building cyber
capacity isn't only about helping individual countries protect themselves; it's about strengthening the security of our entire
interconnected digital ecosystem.

Given this reality, cultivating public-private partnerships is vital to enhancing cyber resilience everywhere. That’s why I'm excited to
share that Fortinet is a founding partner of the all-new Forum of Incident Response and Security Teams (FIRST) initiative, Community,
Operational capacity, Resilience, and Empowerment (CORE), an effort designed to empower cybersecurity and incident response
teams worldwide through capacity building and community development.

Fortinet: Trust Is Our Business

Learn about Fortinet innovation, collaboration partners,
product security processes, and about our enterprise-grade

products.
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New initiative empowers cybersecurity and
incident response teams worldwide through
capacity building and community development

The Forum of Incident Response and Security Teams (FIRST), a leading global
cybersecurity non-profit, today introduced its CORE (Community, Operational
capacity, Resilience, and Empowerment) initiative with Fortinet as its founding

pariner.

FIRST CORE is a strategic program designed to enhance incident response
capabilities around the world, sharing the expertise and insights of the global
incident response community through tailored initiatives to help improve
cybersecurity. This new effort will build on FIRST's long history of education,
training, and knowledge sharing within the international eybersecurity

community.

“Fortinet's leadership as our founding partner demonstrates their commitment
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’_‘ By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident
response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an international non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives

FIRST CORE is designed as a strategic programme to enhance incident response capabilities by
leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income
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’_J By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident

response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an international non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives

FIRST CORE is designed as a strategic programme to enhance incident response capabilities by
leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income
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IRST has launched the CORE Fund, a global initiative to strengthen cybersecurity incident
response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an interational non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
tearns around the world. The programme is set to fecus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.
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’_J By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident

response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an international non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives

FIRST CORE is designed as a strategic programme to enhance incident response capabilities by
leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income
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Programme objectives

Huntress & Microsoft partner to boost business FIRST CORE is designed as a strategic programme to enhance incident response capabilities by

cybersecurity leveraging guidance and experience from the global incident response community. Recent
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response training content, subsidising local training costs for partners from lower-income
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IRST has launched the CORE Fund, a global initiative to strengthen cybersecurity incident
response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an interational non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
tearns around the world. The programme is set to fecus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.
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J By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident

response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an international non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives

FIRST CORE is designed as a strategic programme to enhance incident response capabilities by
leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income
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J By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident

response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an international non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives

FIRST CORE is designed as a strategic programme to enhance incident response capabilities by
leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income
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J By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen cybersecurity incident
response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an interational non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
tearns around the world. The programme is set to fecus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives
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‘ By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident
response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an international non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives

FIRST CORE is designed as a strategic programme to enhance incident response capabilities by
leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income
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IRST has launched the CORE Fund, a global initiative to strengthen cybersecurity incident
response capabilities in under-resourced regions, with Fortinet as the founding partner.
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premium partners

The Forum of Incident Response and Security Teams (FIRST), an interational non-profit
e2e-assure & Validato partner to balster public sector ~ organisation, has announced the formation of the CORE (Community, Operational capacity,

cyber defences Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have

Cynomi adds impact analysis & continuity to vCISO limited resources to defend against growing cyber threats such as ransomware.
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’_J By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident
response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an international non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives

FIRST CORE is designed as a strategic programme to enhance incident response capabilities by
leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income
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IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident

Huntress & Microsoft partner to boost business e . .
S ' par ot response capabilities in under-resourced regions, with Fortinet as the founding partner.

cybersecurity
The Forum of Incident Response and Security Teams (FIRST), an international non-profit

Qver half of global companies leave email systems organisation, has announced the formation of the CORE (Community, Operational capacity,

exposed to phishing Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have

Juniper named Leader in Gartner's Magic Quadrant limited resources to defend against growing cyber threats such as ransomware.

for fifth year

Programme objectives

Ben Dawson named new Cisco APJC President as FIRST CORE is designed as a strategic programme to enhance incident response capabilities by

Dave Wost shifts role leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income
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iJ By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen cybersecurity incident
response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an interational non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
tearns around the world. The programme is set to fecus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives
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’_J By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident

response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an international non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives

FIRST CORE is designed as a strategic programme to enhance incident response capabilities by
leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income

June 24, 2025

FIRST launches CORE
Fund to boost global
cyber response skills

@ ONLINE

securitybrief.in/story/first-launches-core-f...

Estimated Views

652"

Calculated based on
audience size and social
engagement

Engagements 2 ©

Total number of social
engagements


https://share.coveragebook.com/b/2e4005b4e5823733/clips/84803270-9d43-4641-980c-78f21b92f878
https://securitybrief.in/story/first-launches-core-fund-to-boost-global-cyber-response-skills

ChannellLife Canada

ChannelLife Canada is a live news website with regular email
newsletters dedicated to Canada's technology channel, in...

2

Domain

589

Unique

Authority (3 Visits (@

ChannellLife

Provided by Provided by

MOZ © SimilarWeb

ChannelLife Canada - Industry insider news for technology reseflers

CANADA

Guides

# cloud services  # cybersecurity  # distributors

Related stories

Fortinet finds Canadian OT cyber maturity rising, C-
suite leads

Aryaka wins global SASE award & G2 leader for
customer focus

Huntress & Microsoft partner to boost business
eybersecurity

Qver half of global companies leave email systems
exposed to phishing

Juniper named Leader in Gartner's Magic Quadrant
for fifth year

Search

# microsoft  # partner programmes P §

# firewalls # ransomware # it training

FIRST launches CORE
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cyber response skills

Tue, 24th Jun 2025

’_‘ By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident
response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an international non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives

FIRST CORE is designed as a strategic programme to enhance incident response capabilities by
leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income
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J By Shannon Williams, Journalist

IRST has launched the CORE Fund, a global initiative to strengthen eyberseeurity incident
response capabilities in under-resourced regions, with Fortinet as the founding partner.

The Forum of Incident Response and Security Teams (FIRST), an international non-profit
organisation, has announced the formation of the CORE (Community, Operational capacity,
Resilience, and Empowerment) initiative to expand the operational capacities of cybersecurity
teams around the world. The programme is set to focus especially on regions that currently have
limited resources to defend against growing cyber threats such as ransomware.

Programme objectives

FIRST CORE is designed as a strategic programme to enhance incident response capabilities by
leveraging guidance and experience from the global incident response community. Recent
efforts have begun in Africa and the Caribbean, and there are plans to expand activities into the
Asia-Pacific and Latin America regions.

The initiative includes several targeted measures such as the development of updated incident
response training content, subsidising local training costs for partners from lower-income
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Lessons from Helsinki: NCSC-Fl's
Role in Mitigating a Major Data
Breach

Kevin Poireault
o, Reporter, Infosecurity Magazine
Follow @Kpoireault Connect on Linkedin

A 2024 data breach affecting the City of
Helsinki, Finland's capital and largest
employer, which exposed sensitive personal
data of over 300,000 people, offers valuable
lessons for cybersecurity professionals.

The incident was the subject of a year-long
investigation by the Safety Investigation
Authority of Finland (SIAF/OTKES), which
published its technical report on June 17,
2025.

Matias Mesia, a senior specialist at Finland's
National Cyber Security Centre (NCSC-FI), led
the agency's task force that helped Helsinki
recover from the breach.

During FIRSTCON in Copenhagen on June
23, he shared insights into the incident and
the strategies employed to contain and
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Nonprofit cybersecurity group The Forum of Incident Response and Security Teams (FIRST) has 2 links to fi rSt-Org
teamed up with Fortinet on an initiative aimed at enhancing incident response capabilities

The FIRST CORE program will facilitate the sharing of expertise and insights from across the global
incident response community to develop response capabilities for cybersecurity teams.

Fortinet will fund FIRST CORE program efforts, including plans to develop incident response training
content and subsidize local training costs for lower-income partners

The cybersecurity firm will also help establish a network of regional liaisons and mentors to support
incident response teams and support the Suguru Yamaguchi Fellowship Program to provide
opportunities for the next generation of cybersecurity talent from underrepresented regions.

Software and hardware co-
design: Optimizing next-gen compute

“Fortinet's leadership as our founding partner demonstrates their commitment to strengthening
cybersecurity knowledge across industries and borders,” FIRST CEO Chris Gibson noted in a statement

The FIRST CORE program ultimately builds on FIRST's nearly three decades of education, training, and
knowledge sharing within the international security community.

“FIRST CORE represents a unigue opportunity to provide boots-on-the-ground support to security teams
around the world, particularly in under-resourced regions, and we're proud to be the founding partner of
this important initiative” Derek Manky, chief security strategist and glebal VP of threat intelligence at
Fortinet, said. “Creating new avenues for defenders everywhere to share knowledge and best practices
ultimately give[[s] us more opportunities to collectively disrupt global cybercrime”
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This is the mission that a group of European-based cybersecurity practitioners is trying to achieve with Draugnet, a new

anonymous threat reporting platferm bullt on Malware Infermation Sharing Platform (MISP), an open-source cyber threat

intelligence (CTI) sharing platform. |
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Tray Darley, a security researcher based in Belgium, and Alexandre Dulaunoy, the head of the Computer incident Response Cloud Security By...

Center Luxembourg (CIRCL), will launch and demonstrate Draugnet during FIRSTCON in Copenhagen on June 24.

Initially called ‘Abracadabra,’ to convey how simple It is to use, Draugnet allows anyone to report a piece of threat
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Aiming to simplify and democratize the way cyber threats are reported,
European cybersecurity professionals are launching Draugnet, an
anonymous reporting platform built on the open-source MISP framework,

according to Infosecurity Magazine.

Set to debut at FIRSTCON in Copenhagen on June 24, Draugnet enables
users, including professionals, hobbyists, and whistleblowers, to submit
threat intelligence without creating accounts or undergoing formal
disclosure processes. Its for quiet defenders and anyone caught between

responsible stewardship and unmanageable risk, said co-creator Trey Darley.

Users receive a browser-stored follow-up token to continue or update
submissions. While the platform emphasizes anonymity, Darley concedes
that total online anonymity is impossible and acknowledges the risk of false
submissions. Nonetheless, Draugnet is designed as a modular tool that
organizations can adopt in controlled environments, such as ISACs or
national agencies, possibly using confidential computing methods like Intel
SGX. The initiative reflects growing frustration with bureaucratic barriers to
sharing cyber intelligence and seeks to foster broader, lightweight
collaboration.
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French cops busted BreachForum,
IntelBroker operators

Qilin gang ransomware attack killed an NHS patient, Glasgow City Council hit by
ransomware attack, Western Sydney University student arrested for school
database hacking, Liberal Party hacked after pro-women messaging, Columbia
University probes security incident, much more

Cynthia B Brumfield
26 Jun 2025 — 18 min read
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A Commmon Good Cyber Fund has been
launched, designed to support the work of
non-profits organizations that deliver core
cybersecurity services for the wider public
good.

The fund has been established by Common
Good Cyber, a global initiative set up to
implement models for sustaining groups,
organizations and individuals involved in
critical cybersecurity functions for the
broader Internet community.

The governments of the UK and Canada
have announced that they will both invest
the joint Canada-UK Common Good Cyber
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Annual conference unveils new funding initiatives,
platforms and tools, leadership appointments, and
expanded global capacity building programs

COPENHAGEN, DENMARK - June 27, 2025 - The Forum of Incident Response and Security
Teams (FIRST) has successfully concluded FIRSTCON2S5, its 37th Annual Conference. The
five-day event brought together more than 1,000 registered attendees from 100+ countries,
establishing new benchmarks for international cooperation in cybersecurity and incident

response.

“The record-breaking attendance and depth of collaboration at FIRSTCON25 demonstrates
the critical importance of international partnership in addressing today's complex threat
landscape,” said Chris Gibson, CEO of FIRST. “The initiatives launched this week will have a
lasting impact on global cybersecurity resilience, particularly for underrepresented regions

where capacity building is most needed.”

Major Initiatives Launched to Strengthen Global
Cybersecurity

FIRSTCONZ25 witnessed the introduction of several new programs designed to strengthen

cybersecurity capabilities worldwide:

FIRST CORE with Fortinet: FIRST announced its CORE (Community, Operational capacity,
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Fortinet Collaborates with

Global Governments to Drive
Cyber Resiliency Across Five
Eyes and Beyond

FORTINET TRUST TRUSTED PARTNERS

By Fortinet | June 30, 2025

In today's connected and complex digital landscape, the fight against global cybercrime requires unprecedented cooperation across
the public and private sectors. No user, arganization, or government agency can meaningfully disrupt cybercrime alone. To accomplish
this, it's crucial to collectively develop opportunities for sharing information and threat intelligence across industries and borders,
breaking down barriers to strengthen every organization's defense capabilities.

Since Fortinet’s inception nearly 25 years ago, the company has invested time and resources in building trusted public and private
partnerships to fight global cybercrime. Fortinet is a founding member of the World Economic Forum's Centre for

Cybersecurity (C4C), a regular contributer to its Partnership Against Cybercrime (PAC), and a founding member of the Cybercrime
Atlas initiative, an effort designed to create an action-oriented, global knowledge base on cybercrime to mitigate and disrupt
cybercrime at scale. Fortinet is also a long-standing member of INTERPOL Gateway, a partner of NIST's National Cybersecurity
Excellence Partnership (NCEP) program, an active collaborator with Forum of Incident Response and Security Teams (FIRST) and
founding partner of its Community, Operational capacity, Resilience, and Empowerment (CORE) initiative, and a founding member
of the Cyber Threat Alliance, among others.

Fortinet: Trust Is Our Business

Learn More
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Vulnerability management is the process of identifying, assessing, remediating and mitigating engagements
security vulnerabilities in software and computer systems. It's a critical part of managing
cybersecurity risk in IT environments, as vulnerabilities that are not found and fixed can

expose an organization to damaging cyberattacks and data breaches.

A typical vulnerability management process involves continuously scanning T assets for
vulnerabilities, evaluating the risks of those that are found, and addressing the vulnerabilities
in a prioritized order based on risk severity. The goals of vulnerability management include

reducing attack surface, improving an organization’s overall security posture management,

meeting regulatory compliance requirements and minimizing business risks.

Vulnerability management vs. patch management

Patch management is a subset of systems management. It involves identifying, acquiring,
testing and installing patches or code changes that are intended to fix bugs, close security
holes or add features,

Vulnerability management is not the same as patch management. Although they overlap,
there are differences between the two processes. Vulnerability management takes a big

picture view to identify vulnerabilities and then resolve them across IT systems. Patch
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