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Africa’s top five threat actors are organised criminal groups with cutting-edge
hacking tools and skills. In addition, pay attention to your internal staff, these
are the most dangerous ones. Make sure you keep them motivated, and well-
compensated

By Rhonet Atwiine

AsUganda's digital landscape continues to grow rapidly, so too has the threat of cyberattacks,
raising urgent calls for stronger cybersecurity measures. This concern took center stage at the

5th Annual CEO Cybersecurity Breakfast, organised by the Uganda Communications
Commission (UCC).
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CIRT representatives attended the 37th Annual
Conference of the Forum of Incident Response and
Security Teams (FIRST), which took place in
Copenhagen from June 22 to 27, 2025. This
prestigious event gathered over 1,000 cybersecurity
experts from more than 100 countries. It provided a
unique opportunity for participants to exchange
knowledge, share best practices, and strengthen
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Olivier Caleff élu président du FIRST, la
fédération internationale des CERT

Le vendredi 4 juillet 2025
Gouvernance

Ecoutez cet article
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Réuni a Copenhague fin juin, le Forum of Incident Response and
Security Teams (FIRST) a élu Olivier Caleff président. Il s’'agit du
premier Francais élu & ce poste. Il est également membre du CESIN
et d'InterCERT France.

00:00 i) 1z

Olivier Caleff a été élu président du FIRST. - @ DR

Le Forum of Incident Response and Security Teams (FIRST) a été fondé en 1990
avec cing CERT nord-américains. Aujourd'hui, il comprend 745 membres dans le
maonde dont 339 en Europe, 131 en Asie et 110 en Amérique du Nord. Selon son
manifeste, le FIRST « aspire & rassembler les équipes de réponse aux incidents et
de sécurité de tous les pays du monde pour garantir un Intemnet sar pour tous, »
En France, son équivalent est InterCERT France. La semaine derniére, lors de sa
réunion a Copenhague, le FIRST a élu un Frangais pour la premiére a sa
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Africa-Press — Uganda. As Uganda’s digital landscape continues to grow rapidly, so too has the threat of engagements

cyberattacks, raising urgent calls for stronger cyh

security measures. This concern took center stage at the 5th

The event brought together CEOs from leading telecom companies and cybersecurity experts to reflect on emerging

challenges and chart future strategies for protecting Uganda’s digital space.

A Cybersecurity Expert from Forum of Incident Response and Security Teams, Audrey Mnisi Mircku, emphasised the

importance of collaboration among key stakeholders to effectively combat cybercrime.

“Collaboration is not an option anymore. It’s survival. You need to collaborate.

Don’t be afraid to pull resources together. If you send those messages, you work together, you engage in national
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Read writing from ThreatHunter Chronicles on Medium. Cybersecurity
and Threat Hunting Nerd. Microsoft MVP. Sharing knowledge and...
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Logwatcher’s Zenit #06: Summiting
the Pyramid

6 ThreatHunter Chronicles 4 minread - Jul10, 2025

MITRE's New Detection Model Explained.

@ This blog post was originally posted at https://threathunter-
chronicles.com/blog/logwatchers-zenit/summiting: the-pyramid.html

Intreduction

At the summit of signal and noise lies the Logwatcher's Ze... eh, a pyramid —
layered, daunting, and full of promise?

The latest initiative from MITRE's CTID, *“Summiting the Pyramid"*, invites
us to rethink how detections are developed, refined, and scaled. As
Logwatchers, we know that climbing requires both a map and a mindset. So,
boots on and safety line attached. Let’s ascend. Oh Wait, don't forget the
coffee.

Loguratcher’'s "
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Background

A colleague of mine came back from the 37th annual FIRST conference, this

vear in Copenhagen, Denmark. FIRST is Forum of Incident Response and
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CVE disclosures are projected to hit a record-breaking 46,886 by the end of
2025, according to a new open-source machine learning tool called GET DAILY EMAIL
CVEForecast. UPDATES

SC Media's daily must-
read of the most current

CVEForecast leverages historical and current CVE data from the CVE Project

Official Repository and more than two dozen time series models to make its and pressing daily news
predictions. Overall, the models are trained on a dataset of more than
285,000 published CVEs from 1999 to 2025. Business Email*

The tool was created by RogoLabs Founder Jerry Gamblin as a “passion
By clicking the Subscribe button below, you

project” and officially published on Monday, with a visual web dashboard and agree to SC Media Terms of Use and Privocy,
open-source GitHub repository publicly available. st
“My main hope is that it simply brings awareness to the sheer, exponential S

growth of CVEs. Those of us in the vulnerability intelligence field have felt the

pace accelerating for years, and | wanted to create a very clear, data-driven |'/
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Copenhagen, Cisco, Korea, Cybercrime,
and Criminals

It's all just a little bit of history repeating - and @ MegaZone is back in control again,
This time we're looking at news from June 29th through July 5th, 2025. For my fellow
UsSians, | hope you had a happy Fourth of July. And | hepe you still have all your
fingers.

Itis a bit light this week, as | was out of the office for a few days last week and this
week, dealing with a family health crisis, so my time to read and digest the news, and

then compile this issue, is a bit compressed. But the show must go on!

Anyway, let's jump into it...

FIRSTCON 2025

The first item isn't security news, specifically, but I'm the one who decides what I'm
going to write about. June 22-27 | attended the 37th Annual FIRST Conference in
Copenhagen, Denmark - aka FIRSTCON 2025, The F5 SIRT officially became a member
of FIRST in April of this year, and this was my first time attending FIRSTCON. Some of
the content was TLP:GREEN or TLP:AMBER, but most of it was TLP:CLEAR and | believe
the recordings will be made available. | recommend checking out the program for

anything that might interest you.

While there was, of course, some security related content, | think my favorite session
was Burnout: Detect, Investigate, Respond, Recover, Prevent. While it was on the
schedule as TLP:CLEAR, | believe it was changed to TLP:GREEN when presented, so the
recording my not be available, which is unfortunate. That said, the presenters did make
their slides available for download (PPTX), and the final slide has a link to all of their

references and resources.

Burnout is something | have personally struggled with for a long time, and I've had a
number of friends and colleagues over the years hit burnout and need to take a break,
change jobs, or even leave the tech industry entirely. Cybersecurity is a field where
burnout is a big problem, as we're often bouncing from crisis to crisis, long and irregular
hours are common, and there is a culture of trauma bragging. I've done it myself - told
war stories about incidents where | werked around the clock, etc., like it's a source of
pride. I've touched on this topic previously.

Remember to take care of yourself. And, should you find yourself in Copenhagen,

the Copenhagen Distillery has some events available.

Groups Events
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% Cybersecurity: Compliance Is the New Competitive Edge
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% The Challenge of the Digital Divide in Cybersecurity
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. Infrastructure, Data, Governments: The New Cyber Victims
L

ﬂ Mexico May Face 260% Surge in Cyberattacks: CyberSec Week

% Beyond Spending: A Strategic Investment in Cybersecurity by 2025

-l
It Is Increasingly common to observe cyberattacks against enterprises that expose confidential data
Delonglng to thousands of customers. The majority of these incidents are not random occurrences; they
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Companies make mistakes that are hard to get over. Uber

tried to cover up a 2016 breach affecting millions of drivers Related Reading
and customers. Internal investigators under new

management later revealed that the company paid $100,000 Research and Advances

to the attackers to delete the stolen data. Uber didn’t report Ransomware: Extortion Is
the breach. There was a lot of internal turmoil and fallout By Se=ins=s
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Cybersecurity today is a global, collaborative effort — and no one understands that more than Chris
Gibson, CEQ of the Forum of Incident Response and Security Teams (FIRST).

Since joining FIRST as Executive Director, Chris has been dedicated to building trust and
strengthening real-time cooperation. His experience spans the early days of incident response,
leading critical national teams, and guiding an international nonprofit that shapes best practices for
the world's cybersecurity community.

In this interview, Chris explains how FIRST supports incident responders, the risks organizations
face without a sound strategy, and why cross-border collaboration and continuous learning are key
to staying secure in today's dynamic threat landscape.

How did FIRST originate? What has your journey been like since your arrival?

What began as an informal collaboration among US-based response teams in 1990 quickly
evolved into a formal, global community,incorporated in 1995. Teday, the Forum of Incident
Response and Security Teams (FIRST) represents maore than 800 member teams across 113
countries, all united by a shared mission: to make the internet safer for everyone.

My personal journey with FIRST began in 2001 while working at Citibank's Computer Emergency
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generating 4,000 fictional users with completely
fabricated data.
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As part of the ECOWAS ISAC project, supported by the European Union, the ECOWAS Commission, and the
German Federal Foreign Office (Auswartiges Amt), Cyber Defense Africa participated in two major international
events held in Copenhagen in June 2025: the FIRST Conference (FIRSTCON25) and the National CSIRT
Conference (NATSCIRT).

The FIRSTCON25, organized by the Forum of Incident Response and Security Teams (FIRST), is the annual
global gathering of CSIRT member teams. Over the course of five days, our representatives took part in:

« advanced technical sessions
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From June 22-27 2025, PaCSON sponsored two PaCSON members to travel
to Copenhagen, Denmark to attend the Forum of Incident Response and
Security Teams Annual Conference (FIRSTCON25). The conference was .
conducted over six days and included networking opportunities, Total number Of social
presentations and various workshops. engageme nts

Engagements 4

Established in 1990, the Forum of Incident Response and Security Teams
(FIRST) is an international non-profit association of Computer Security and
Incident Response Teams (CSIRTs), Preduct Security and Incident Response
Teams (PSIRTs), and independent security researchers from the public,
private, and academic sectors.

FIRST is a Partner of PaCSON, and aims to foster cooperation and
coordination in incident prevention, to stimulate rapid reaction to incidents,
and to promote information sharing between members and the community
at large.

Throughout the six day event, PACSON representatives engaged in a variety
of workshops, presentations, and lightning talks. This included presentations
from Ukraine, Switzerland, Spain, Japan, Australia, New Zealand, the United
States and the United Kingdom. Topics included digital forensics, incident
response, case studies, artificial intelligence and many more.

The two PaCSON members supported to attend this event were Terianna
Kourabi from Kiribati, and Paige Tutii from Palau. Also in attendance was the
PaCSON Secretariat, as well as members from Tonga, New Zealand, Vanuatu,
and Australia. Partners from CCCS, CISA, ANSSI and FIRST also rounded out
the Pacific contingent.
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SEl Fellow, Founding CERT/CC Director
Richard D. Pethia Inducted into FIRST
Incident Response Hall of Fame

JULY 31,2025 « ARTICLE

July 31, 2025—The Forum of Incident Response and Security Teams (FIRST) recently
announced the induction of Richard D. Pethia into its prestigious Incident Response
Hall of Fame at the global cybersecurity conference FIRSTCON2S5, held in
Copenhagen, Denmark.

In the aftermath of the Morris Worm attack, the Defense Advanced Research
Projects Agency (DARPA) asked the SEI to establish an incident response capability.
In 1988 Pethia founded the CERT Coordination Center (CERT/CC) as the first
computer emergency response team. The center played a vital role in establishing
computer security incident response teams (CSIRTs) in countries around the world,
including Australia, Japan, and Qatar, among others. The CERT/CC also partnered
with the Department of Homeland Security to stand up US-CERT, now part of the
Cybersecurity and Infrastructure Security Agency.

The CERT/CC became a founding member of FIRST, the premier organization for
incident response teams. Pethia's influence during the forum's early davs helped

Press Inquiries

SEI Public Relations

Media Line: 412-268-4793
Email: public-relations@sei.cmu.
edu

Subscribe to SEI Bulletin

News Archive

Looking for older news stories?
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Michael Hausding remains on the FIRST
board

Michael Hausding from Switch has been re-elected to the board of
directors of the Forum of Incident Response and Security Teams
(FIRST). The election recognises his expertise in cyber security, both
in Switzerland and internationally.

Text: Roland Eugster, published on 04. August 2025

Michael Hausding, cyber security expert at the Switch CERT computer emergency response team.
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CéIRT: Equipos de Respuesta ante
Incidentes de Seguridad Informatica

August 10, 2025

La seguridad de la infermacion se ha convertido en uno de los pilares
mas criticos para el funcionamiento de organizaciones, empresas e
instituciones gubernamentales. La dependencia creciente de la
tecnologia digital y el aumento exponencial de los datos que se
procesan y almacenan han elevado la importancia de proteger los
sistemas frente a amenazas cada vez més sofisticadas. Desde ataques
de ransomware que paralizan operaciones enteras, hasta intrusiones
avanzadas persistentes (APT, por sus siglas en inglés) que permanecen
ocultas durante meses, el panorama de ciberamenazas se ha vuelto
mas complejo y desafiante.

En este contexto, la respuesta ante incidentes deja de ser una accion
puntual para convertirse en una disciplina estratégica que requiere
planificacion, personal especializado y protocolos bien establecidos. Es
aqui donde surge el CSIRT (Computer Security Incident Response
Team), un equipo profesional que actia como la primera linea de
defensa y recuperacion frente a incidentes de seguridad informatica

Este articulo explora en profundidad qué es un CSIRT, como funciona,
cuales son sus objetivos, metodologias, tipos, herramientas y buenas
practicas, asi como los retos que enfrenta en la era digital actual.
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Al-driven threats heighten
regional focus on cyber defense

@ August 12, 2025 A 281 A2 minute read

@ singaporean, United Kingdom and United States personnel conduct a cyber exercise during Super Garuda Shield 2024
in Indonesia. IMAGE CREDIT: STAFF SGT. ORLANDO CORPUZ/U.S. AIR NATIOMAL GUARD

Mandeep Singh

As artificial intelligence (Al) becomes embedded in military operations across the Indo-
Pacific, nations including Australia, India and Japan are accelerating initiatives to secure
Al-enabled command and control (C2) systems against an increasingly volatile cyber
threat landscape. The shift underscores the need for resilient, interoperable
communications frameworks amid growing concerns over state-sponsored cyberattacks
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In other news: Russia blocks Telegram and WhatsApp calls; N-able zero-days
exploited in the wild; Norway blames dam hack on Russia.

Catalin Cimpanu
15 Aug 2025 — 13 min read

This newsletter is brought to you by Yubico. You can subscribe to an audio version of

this newsletter as a podeast by searching for "Risky Busil " in your podi or
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Risky Bulletin: HTTP2 flaw enables massive DDoS attacks

> @ 0:00 | 803

Subscribe @ @ @ @ @ RISKY BUSINESS'

A new vulnerability in the HTTP/2 protocol can allow threat actors to launch nearly
unlimited DDoS attacks to exhaust memory and crash servers.

The new attack is named MadeYouReset, was discovered by researchers at Deepness Lab,
and is a variation of a previous attack known as HTTP/2 Rapid Reset.

The Rapid Reset attack was discovered in October 2023 after it was used to launch some
of the largest DDoS attacks seen that year (Google, Amazon, and Cloudflare).

Both MadeYouReset and Rapid Reset target a design feature of the HTTP/2 protocol that
allows a remote client (user) to connect to a server and open up to 100 connection streams
to send and receive data.
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The New Age of Cyber: From
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Turning digital dangers into smarter defenses in the age of cyber
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By Shalom lhuoma
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I netum LiveSOC, o Centro de Operacbes de Seguranga (SOC) da Inetum, detetou um
seu relatério semestral. Neste periodo, foram geridos 77 093 alertas de seguranca e 25

171 incidentes, dos quais mals de 10 500 foram classificados como criticos ou de alta
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Alem disso, observadores externos detetaram um crescimento significativo dos ataques de

ransomware a nivel global. Concretamente, nos 19 paises onde a Inetum esta presente,

durante o primeiro semestre de 2025 foram registados mais de 2.400 incidentes. Isto

® ® ® ® O

Trump critica agdo climatica

representa mais do dobro em relacao ao mesmo periodo de 2024, quando mal se siwopaa

ultrapassaram os 1.000 casos. Este aumento confirma a consolidagao do ransomware como
uma das principais ameacas no panorama atual da ciberseguranca.

Espanha continua entre os cinco paises mais afetados pelo ransomware, atras apenas dos
Estados Unidos, Reino Unido e Franca.

Damitllavas
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Seguridad (SOC) de Inetum, ha detectado un
repunte de las ciberamenazas durante en este
2025, segun recoge en su informe semestral. En
este periodo, ha gestionado 77.093 alertas de
seguridad y 25,171 incidente
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A demas, hay observadores externos que han detectado un crecimiento
significativo de los ataques de ransomware' a nivel global. En
concreto, en los 19 paises en los que Inetum tiene presencia, durante la
primera mitad de 2025 se han registrado mas de 2.400 incidentes. Esto
representa mas del doble respecto al mismo periodo de 2024, cuando
apenas se superaron los 1.000 casos. Este repunte confirma la
consolidacién del ransomware como una de las princinales amenazas en
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