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Jaguar Land Rover Shows Cyberattacks Mean (Bad)
Business

The company likely failed to completely clean out attackers from a previous breach and now is a case study for
the high cost of ransomware.

ﬁ Robert Lemos, Contributing Writer © 4 Min Read Black Hat Europe

October 3, 2025

VULNERABILITIES & THREATS

Cheap Hardware Module Bypasses
AMD, Intel Memory Encryption

by Rob Wright

NOV 25, 2025 5 MIN READ

2
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Critical Railway Braking Systems

The month-long outage for luxury car maker Jaguar Land Rover appears Opento Tampering

to be at an end, with the company working through a "controlled, phased
restart” of its manufacturing operations this week, following a massive
cyberattack that forced the company to shut down its systems. NOV 19, 2025 5 MIN READ

by Nate Nelson, Contributing Writer
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Ciberseguranga: CSIRT-SPMS Integra Rede Global FIRST

& SecurityMagazine

A entrada da SPMS, através da sua equipa de resposta a incidentes de ciberseguranga CSIRT-SPMS (Computer Security
Incident Response Team), em redes internacionais de referéncia “eleva os padrdes de seguranga digital e reforca o
alinhamento com as melhores praticas de resposta a incidentes de ciberseguranca”

A CSIRT-SPMS consolidou um novo marco no seu processo de maturidade organizacional ao integrar oficialmente a
rede global FIRST (Forum of Incident Response and Security Teams).

A candidatura iniciou-se em Agosto de 2025. A confirmagio como membro definitivo chegou a 20 de Novembro, apds

um processo de auditoria e andlise de requisitos operacionais, técnicos e organizacionais desta equipa

Actualmente, apenas sete organizagdes portuguesas integram a FIRST, sendo a SPMS a tinica entidade do sector da
salide com fungdes de prestacdo de servicos a assumir este estatuto. A adesdo é exigente e impBe garantias sélidas de
manutengdo da qualidade operacional inicial.

A FIRST € uma das principais comunidades mundiais de equipas de resposta a incidentes de ciberseguranga. Retine
entidades governamentais, académicas, privadas e infraestruturas criticas de diversos sectores, promovendo a partilha
global de inteligéncia de ameagas, o desenvolvimento de orientagdes técnicas e a criagdo de mecanismos de
cooperagéo entre entidades publicas e privadas. O propdsito é aumentar a capacidade colectiva de prevengéo, detecgio

e resnosta a incidentes dinitais
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NO BORDERS” - CHRIS GIBSON
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A Bletchley Park for the

Quantum Age

MAURITZ KOP

November 6, 2025

Bletchley Park was more than a place — it was a method.

During World War 11, the United Kingdom combined science, engineering, operations, and
alliance management into a unified codebreaking system that cracked the Enigma Machine
and changed the course of history. Today, we need a modern Bletchley-style effort to manage

the post-quantum cryptography transition. This “Bletchley method” rests on three pillars:

tight feedback loops between science, engineering, and operations; disciplined alliance
organization; and continuous testing and verification.

The urgency is technical: Once fault-tolerant, cryptanalytically relevant quantum computers

exist, Shor's algorithm will break today's public-key cryptography by efficiently factoring large
integers and computing discrete logarithms. Grover's algorithm provides a quadratic speedup

for brute-force key search — effectively halving symmetric-key security. Consequently, the
world’s core cryptographic infrastructure should be comprehensively transitioned, not just
patched.

‘The United States and its allies should apply the Bletchley model by linking timely, verifiable
domestic execution of post-quantum cryptography with an allied, standards-based
n compact. Applied defensively, it means post-quantum cryptography, by default

and certified interoperability — a coalition campaign for secure post-quantum adoption.
‘Together, these measures would deliver interoperable and auditable post-quantum
cryptography at scale — soon enough to neutralize the harvest-now, decrypt-later threat.

‘Washington can earn credibility to lead internationally by executing at home first.

The approach should be operationalized in two tracks: a time-bound domestic
implementation plan and a deployable certification compact abroad.

Join War on the Rocks and gain o content trusted by
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MORE NEWS

Santo Domingo.- The Dominican financial sector has taken center stage in regional cybersecurity efforts, as

Banco Popular Dominicano hosted a high-level delegation from the Central American Council of
Superintendents of Banks, Insurance, and Other Financial Institutions (CCSBSQ). The visit, which took place Arajet surpasses 3 y i

during the committee’s XV Ordinary Meeting in Santo Domingo, was specifically organized for the million passengers in
delegation to gain firsthand knowledge of Banco Popular's sophisticated cyber defenses and technological just three years of

infrastructure. operations

A look inside world-class security hubs

The core focus of the technical visit was an in-depth examination of the bank's Security Operations Center Abinader and Collado g 1
(SOC) and its Network Operations Center (NOC). Supervisors and cybersecurity heads from a twenty- inaugurate renovation bEE
person delegation representing financial superintendencies in Colombia, Costa Rica, El Salvador, of LaCaleta

Guatemala, Honduras, Panama, and the Dominican Republic were keen to learn about the bank's protocols Underwater Mational Park

for monitoring threats. managing technological risks, and its incident response models.

The delegates from the CCSBSO were unanimous in their assessment, coneluding that Banco Popular is now

aregional benchmark for both ciberresilience and banking technology infrastructure. Dominican National
Police retire 535

officers across multiple
Banco Popular’s technological hubs are not merely impressive; they are backed by rigorous international ranks

Global certifications bolster confidence
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Threat Intelligence

Proofpoint Satori Al Agent for Microsoft Security

Copilot GA

proofpoint.

by: @ tusesswie

The integration of specialized threat intelligence into Al-powered security operations

has taken a significant step forward. Proofpoint, a leading cybersecurity and

compliance company, has announced the general availability of its Proofpeint Satori™

Emerging Threats Intelligence Agent for Microsoft Security Copilot. This new agent is

designed to help security defenders quickly identify which vulnerabilities are being

actively exploited in the wild, enabling them to prioritize remediation efforts more

effectively and respond to threats with greater speed and accuracy.
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threatER Acquires HYAS
Protect Assets to Lead
Preemptive Cybersecurity

CYBERTECH"

ECHNC INSIGHTS

Evolver Launches SHIELD,
a Crypto-Agile Defense for
Quantum-Era Attacks

Seceon Partners with
InterSources to Expand Al-
Driven Cybersecurity

KnowBed Launches
Deepfake Training to

Proofpoint, Inc., a leading cybersecurity and compliance company, announced the general Counter Al-Powered Social

availability of its Proofpoint Satori Emerging Threats Intelligence Agent for Microsoft Security Engineering
Copilot
CrowdStrike Launches
fpoint Satori Threats Intell Agent for Microsoft Security Copilot helps Falcon Al Detection and
defenders accurately identify actively exploited vulnerabilities to effectively prioritize Response to Secure Al
hors Attack Surface

remediation.

“Al is the force multiplier for defenders, and when partners bring their agentic innovation into the Contact Us

Security Copilot ecosystem, the impact is exponential. Together, we're not just building tools—we're
creating a new era of intelligent, collaborative cyber defense.” - Vasu Jakkal, Corporate Vice
President, Microsoft Security.

Cyber Technology Insights : Proofpoint Becomes the Official Cybersecurity Partner of TGL Presented
by SoFi

*The rise of the agentic workspace is reshaping cybersecurity at its core,” said Tom Corn, Executive
Vice President and General Manager of Proofpoint’s Threat Protection Group. “Our integration with
Microsoft Security Copilot brings Proofpoint’s real-world threat intelligence directly into the
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Kenya Opens 2025 National
Cybersecurity Conference as Digital
Economy Expands

® 2minread

@ By Hassan Wekesa - Editor
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Kenya, 21 November 2025 - The Government has officially launched the
2025 National Cybersecurity Conference and "FIRST" Technical Colloquium,
a major gathering of cybersecurity experts, policymakers, and international
partners aimed at bolstering the country’s defences against evolving digital
threats.

November 21, 2025 @ ONLINE
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Related stories
By Chris Gibson, CEQ, FIRST

Al reshapes supply chains as disruption becomes the

nerm he past year made one thing unmistakably clear: cybersecurity risk is accelerating faster

than most erganizations can adapt. At FIRST, we're fortunate to collaborate with a global
community of practitioners who see these challenges firsthand, from national CERTs and
standards bodies to incident responders and resilience experts.

Ecommpay gains full DAC approval for accessible
site

Tenable hack of Copilot Al agent exposes fraudrisks ~ Below is a roundup of insights from FIRST community leaders on the critical trends, risks, and
structural shifts they expect to shape 2026,
! king for Al PSA & ERP . . L
Sage named leader in IDC ranking for Al PSA & ER! Al in Cybersecurity: What's Coming in 2026
CFOs tighten grip on soaring cloud & Al spend risks Trey Darley, Special Interest Group Chair, Standards and Time Security, FIRST:

"Alin security has a fundamental thermodynamic problem: every tool we add increases system
complexity faster than it increases our ability to coordinate that complexity. As foundation models
scale past trillions of parameters, we're hitting Godelian limits - verifying alignment across all
possible states becomes formally undecidable, not merely NP-hard. In 2026, organizations will
realize they've crossed a Rubicon of complexity. We need to start discussing the mathematical
constraints that define the limits of Al alignment, not just celebrating new Al capabilities.”
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By Chris Gibson, CEQ, FIRST

he past year made one thing unmistakably clear: cybersecurity risk is accelerating faster

than most erganizations can adapt. At FIRST, we're fortunate to collaborate with a global
community of practitioners who see these challenges firsthand, from national CERTs and
standards bodies to incident responders and resilience experts.

Below is a roundup of insights from FIRST community leaders on the critical trends, risks, and
structural shifts they expect to shape 2026.
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scale past trillions of parameters, we're hitting Godelian limits - verifying alignment across all
possible states becomes formally undecidable, not merely NP-hard. In 2026, organizations will
realize they've crossed a Rubicon of complexity. We need to start discussing the mathematical
constraints that define the limits of Al alignment, not just celebrating new Al capabilities.”
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Mauritius Hosts 2025 First-Africacert Symposium

Africa-Press — Mauritius. The ‘2025 FIRST and AFRICACERT Symposium: Africa and Arab Regions” — a key
regional platform for capacity building, knowledge sharing, and strengthening cybersecurity maturity across the

African and Arab regions — opened this moring, at Hennessy Park Hotel, in Ebéne.

The Minister of Information Technology, Communication and Innovation, Dr Avinash Ramtohul; the Executive
Director of AFRICACERT, Mr Jean-Robert Hountomey; the Chair of the Forum of Incident Response and Security

Teams (FIRST), Mr Olivier Caleff; and other personalities were present.

Jointly organised by the Ministry of Information Technology, Communication and Innovation, the Computer

Emergency Response Team of Mauritius (CERT-MU), AFRICACERT and FIRST, the symposium is being held on the
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CSIRT est un service de cybersécurité qui permet de réagir rapidement pour réduire les impacts Tendances

financiers et opérationnels, en cas dattaque informatique. Sans lui, les organisations risquent des

pertes massives de données et une interruption prolongée des activités.
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4 Zyxel Networks' USG FLEX 50HP Firewall
¢ secures Taiwan Excellence Award, honored for
innovation in security

By BD / December 9, 2025

HSINCHU, Taiwan, December 09, 2025—Zyxel Networks, a leader in delivering secure and
Al-powered cloud networking solutions, today announced that its USG FLEX SQHP firewall has
been honored with a prestigious Taiwan Excellence Award 2026. This latest accolade also

brings the Zyxel Group's total Taiwan Excellence Awards to over 100 wins, underscoring its

long-standing commitment to innovation.
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FIRST Reports Record Growth and
Expanding Global Impact
in ¥ Q= +

Momentum Year Marked by Record Membership, New Resources, and Broader Collaboration

Across 110+ Countries

December 10, 2025 - The Forum of Incident Response and Security Teams (FIRST), today
announced a milestone year of expansion and innovation, reinforcing its role in strengthening

global cyber resilience.

In 2025, FIRST achieved record-breaking growth, advanced technical collaboration, and

delivered practical tools and actionable resources for the broader security community.
Expanding Global Community

FIRST membership surpassed 820 teams across more than 110 countries, representing
organizations from national CERTs to multinational enterprises including CISA, Google,

Airbus, Samsung, Standard Bank Group, ColCERT, and the Australian Cyber Security Centre.

“At a time of rapidly expanding cyber threats, FIRST's growth reflects global trust,

cooperation, and shared purpose,” said Chris Gibson, CEO of FIRST.
Member-Led Innovation

FIRST's 30+ Special Interest Groups (SIGs) and velunteer community produced high-impact

resources, publications and training programs. Highlights include:

* Threat Detection & Scoring: The newly launched “Suspicious™ framework by Thales

CERT helps both non-experts and skilled investigators assess the risk of emails, files,

Submit a Press Release

Press Release by Forum of Incident Response and Security

Teams (FIRST)
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National Vulnerability Database Information

Description: Out of bounds memory access in ANGLE in Google Chrome on Mac prior to 143.0.7499.110
allowed a remote attacker to perform out of bounds memory access via a crafted HTML page. (Chromium
security severity: High)

CVSS Base Score: 8.8 (v3.1)

The **CVSS Base Score** is a score from **0 to 10** that represents the intrinsic severity of a vulnerability. A higher
score indicates greater severity.
Value

0.0 25 5.0 75 10.0
Published on: 12/12/2025 20:15:39
Last modified: 12/12/2025 21:15:52

NIST: CVE source from the National Vulnerability Database (NVD)
CVSS Metrics Details

Base Severity: HIGH

Vactor String: CVSS:3.1/AVIN/AC: LIPRN/ULLRIS: WIC:H/LHIACH
Attack Vector: NETWORK

Aftack Complexity: LOW
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Cyber Threat Intelligence Conference
2026

Conference

@ Munich, Germany

+ Invite
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The Cyber Threat Intelligence Conference in Munich, Germany, promises to be a pivotal
gathering for cybersecurity professionals and enthusiasts alike. Scheduled from April 21 to
April 23, 2026, this event will delve into the latest trends, technologies, and best practices in
cyber threat intelligence. Attendees will have the opportunity to engage with renowned
experts in the field, participate in interactive workshops, and network with peers from around
the globe. With a focus on real-world applications and collaborative problem-solving, the
conference aims to equip participants with the knowledge and skills needed to navigate the
ever-evolving landscape of cyber threats.
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VulnCon 2026

LOCATION: DoubleTree Resort by Hilton Hotel
Paradise Valley = Scottsdale, Arizona, USA

START DATE: 13/04/2026
END DATE: 16/04/2026
EVENT ORGANISER: CVE and FIRST (Forum of Incident

Response and Security Teams, Inc)

WEB:
https:/fwww.first.org/conference/vulncon2026/

VulnCon 2026 will have nearly 80 open speaking and/or training sessions available, topics including

Consumer Workflows: Real-world stories, from vulnerability scanning through enrichment, prioritization, and
remediation. Explore success patterns and persistent pain points.

Vulnerability Metadata & Data Quality: Deep dive into the evolution, integration, and application of metadata
standards and scoring systems (CVE, CVSS, CSAF, EPSS, SSVC, VEX, EoX, etc.)

Regulations & Public Policy: how emerging regulations, disclosure laws, and public-private collaboration
models are reshaping vulnerability response and risk accountability

PSIRT Services & Operational Excellence: the evolving maturity of PSIRT programs, from structure and
staffing to executive reporting and continuous improvement frameworks.

Coordinated Vulnerability Disclosure & Researcher Engagement: playbooks, failures, and lessons learmed
around coordinated disclosure, researcher incentives, and the role of CNAs in advancing trust and
transparency.
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