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Scriber's focus at the event was to help share practical guidance, engage directly with
regional incident response teams, and support a train-the-trainers approach that
ermpowers local experts to adapt and extend M3AAWG's Best Comimon Practices to meet
regional needs. M3AAWG's participation in the event created an important opportunity to
strengthen regional collaboration and advance global anti-abuse efforts.

The 3-day event provided a unique opportunity to help pursue multiple goals at once:

» Spread awareness of M3AAWG's Best Common Practices (BCPs) and other essential work
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CVE-2026-21265

View the latest critical CVEs issued

This is a free service offered by Red Hot Cyber to the community. It allows you to view, on a single page, information
about a single CVE from the National Vlulnerability Database (NVD) and the National Institute of Standards and
Technology (NIST) of the United States of America, the Forum of Incident Response and Security Teams (FIRST)
regarding the EPSS score and percentile, data from the KEV catalog of the Cybersecurity and Infrastructure Security
Agency (CISA), as well as selected resources from Red Hot Cyber and other international sources.

National Vulnerability Database Information

Description: Windows Secure Boot stores Microsoft certificates in the UEFI KEK and DB. These original
certificates are approaching expiration, and devices containing affected certificate versions must update them to
maintain Secure Boot functionality and avoid compromising security by losing security fixes related to Windows
boot manager or Secure Boot. The operating system’s certificate update protection mechanism relies on firmware
components that might contain defects, which can cause certificate trust updates to fail or behave unpredictably.
This leads to potential disruption of the Secure Boot trust chain and requires careful validation and deployment to
restore intended security guarantees. Certificate Authority (CA) Location Purpose Expiration Date Microsoft
Corporation KEK CA 2011 KEK Signs updates to the DB and DBX 06/24/2026 Microsoft Corporation UEFI CA 2011
DB Signs 3rd party boot loaders, Option ROMs, etc. 06/27/2026 Microsoft Windows Production PCA 2011 DB
Signs the Windows Boot Manager 10/19/2026 For more information see this CVE and Windows Secure Boot
certificate expiration and CA updates.

CVSS Base Score: 6.4 (v3.1)

The **CVSS Base Score** is a score from **0 to 10** that represents the intrinsic severity of a vulnerability. A higher score

indicates greater severity.
Value
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Hello and welcome to Modern CEOQ! I'm Stephanie Mehta, CEO and chief
content officer of Mansueto Ventures. Each week this newsletter explores
inclusive approaches to leadership drawn from conversations with executives
and entrepreneurs, and from the pages of Inc. and Fast Company. If you
received this newsletter from a friend, you can sign up to get it yourself every
Monday morning.

In recent weeks Modern CEO has published predictions for 2026 from CEOs
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In recent weeks, Modern CEO has published predictions for 2026 from CEOs
across industries and a list of books that can help leaders get ready for the year
ahead. We invited readers to share their own prognostications and book
recommendations. (Respect to the author who endorsed her own book.) Here’s

a sampling of the responses:
BOLD PREDICTIONS

ChatGPT becomes the new DoorDash

#2026 will mark a fundamental shift: ChatGPT and other Al platforms will
become the primary interfaces between consumers and restaurants, Discovery
will evolve into action—people won’t just find new restaurants on ChatGPT;
they’Il order and review there, too. In an Al-first world, the need for
intermediaries fades as ordering rails connect restaurants directly to these
platforms. This creates a massive opportunity for restaurants to reclaim the
direct relationships they lost to third-party marketplaces.”

—Savneet Singh, CEO, PAR Technology

Customer experience shifts from speed to substance

“Over the past two years, companies raced to embed Al into service
interactions, but many of those deployments are now revealing eracks. Our
testing data proves it: In a recent analysis of enterprise models, 82% of AL
failures stemmed from misinformation, especially in chatbots. These “silent
errors’ quietly erode customer relationships long before companies realize it.
The next phase of CX (customer experience) innovation won't be about
smarter automation; it will be about trustworthy automation. Ultimately, the
companies that win customer trust won’t be those deploying Al the fastest, but
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6th Africa Cyber Defense Forum
(ACDF)

[m]

9  Kigali Marriott Hotel &

L

From September 29 to October 3, Rwanda will welcome cyber leaders J o
and tech experts from across the continent and beyond for the sixth
edition of the Africa Cyber Defense Forum (ACDF).

Key topics will tackle pressing issues such as fostering cybersecurity e -
collaboration, navigating the complexities of Al and emerging technologies, E [ B T
protecting critical infrastructure, securing cloud adoption, harmonizing B i
cyber regulations, and ensuring effective incident response. < ° g a

B & &
The forum will also host the National Cyberlympics competition, where i ' &l feninild

teams compete in a race against the clock to solve cybersecurity challenges

in real-life based scenarios covering areas like cryptography, digital

forensics and incident response o - b i Gt S
[ View on Google Maps & Get Directions

Additionallv. the ACDF Cvber Drill will simulate cvberattack scenarios for
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Fortinet to Bring Cyber Leadership to World

Economic Forum Annual Meeting 2026

GlobeN: ire Jan 14, 2026
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SUNNYVALE, Calif., Jan. 14, 2026 (GLOBE NEWSWIRE) -- Fortinet®, the global cybersecurity leader
driving the convergence of networking and security, foday announced its return to the World Economic
Forum Annual Meeting in Davos-Klosters, Switzerland, from January 19-23, 2026. Fortinet is a founding
member of the forum’s Centre for Cybersecurity and a member of the Centre’s board. Each year, the
forum’s Annual Meeting welcomes governments, major international organizations, the forum’s partner
companies, civil society leaders, young changemakers, and social enirepreneurs to discuss and identify
solutions regarding critical global and regional challenges.

As part of the forum's Annual Meeting accredited program, Derek Manky, Chief Security Strategist and
Global Vice President of Threat Intelligence at Fortinet, will present on the importance of incentivizing
intelligence sharing and incorporating approaches that methodically instill incentivization, accountability,
and deterrence to combat the growing cybercrime ecosystem. In this panel on January 20, Manky will be
Joined by Edvardas éilens. Head of the European Cybercrime Centre (EC3); Michael Daniel, President
and CEO of the Cyber Threat Alliance; and Hayley van Loon, CEQ of Crime Stoppers International.
Together, they will discuss how initiatives such as the Cybercrime Bounty program, launched recently by
Fortinet and Crime Stoppers International, are key to disrupting the ever-growing cybercrime market.

The Canadian Press. All rights reserved.
f X =8 &[]
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Fortinet to Bring Cyber Leadership to World Economic Forum Annual Meeting
2026

Fortinet joins global leaders to engage in dialogue highlighting cross-sector strategies to incentivize, drive accountability, and deter global cybercrime
to dismantle the growing cybercrime ecosystem

SUNNYVALE, Calif., Jan. 14, 2026 (GLOBE NEWSWIRE) - Fortinet®, the global cybersecurity leader driving the convergence of networking and
security, today announced its return to the World Economic Forum Annual Meeting in Davos-Klosters, Switzerland, from January 19-23, 2026, Fortinet
is a founding member of the forum's Centre for Cyberse:

ity and a member of the Centre's board. Each year, the forum’s Annual Meeting welcomes
governments, major international organizations, the forum’s partner companies, civil society leaders, young changemakers, and social entrepreneurs
to discuss and identify solutions regarding critical global and regional challenges.

As part of the forum's Annual Meeting accredited program, Derek Manky, Chief Security Strategist and Global Vice President of Threat Intelligence at
Fortinet, will present on the importance of incenti

ing intelligence sharing and incorporating approaches that methodically instill incentivization,
accountability, and deterrence to combat the growing cybercrime ecosystem. In this panel on January 20, Manky will be joined by Edvardas Sileris,
Head of the European Cybercrime Centre (EC3); Michael Daniel, President and CEO of the Cyber Threat Alliance; and Hayley van Loon, CEO of Crime
Stoppers International. Together, they will discuss how initiatives such as the Cybercrime Bounty program, launched recently by Fortinet and Crime
Stoppers International, are key to disrupting the ever-growing cybercrime market.

The Cybercrime Bounty program is among the newest international initiatives in which Fortinet contributes. In addition, the company retains early
leadership roles in the forum, its Centre for Cybersecurity's Partnership Against Cybercrime, and its Cybererime Atlas initiative, It also has long-

Alliance, and the Forum of Incident Response and Security Teams (FIRST), all to cultivate relationships across industries and borders to operationalize

and coordinate cybercrime disruption at scale.

Derek Manky, Chief Security Strategist and Global Vice President of Threat Intelligence at Fortinet

“The battle to disrupt a growing and extremely profitable cybercrime ecosystem persists. Building alliances continues to be one of the most effective
actions that public and private sector organizations can take to foster trust, share intelligence, and collectively disrupt cybercrime. The World
Economic Forum's Annual Meeting in Davos provides an opportunity to continue leading this dialogue with key stakeholders from government,
business, and civil society to meet this challenge with bold, collaborative efforts to advance approaches that systemically drive accountability and
deterrence required to disrupt cybercrime at a global scale.”

Session Details

Title: Incentivizing the Disruption of Cybercrime

@ ONLINE
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Annual Meeting welcomes governments, major international organizations, the forum’s
partner companies, civil society leaders, young changemakers, and social
enfrepreneurs to discuss and identify solutions regarding critical global and regional
challenges.

As part of the forum’s Annval Meeting accredited program, Derek Manky, Chief Security
Strategist and Global Vice President of Threat Infelligence at Fortinet, will present on the
importance of incentivizing intelligence sharing and incorporating approaches that
methodically instill incentivization, accountability, and deterrence to combat the
growing cybercrime ecosystem. In this panel on Janvary 20, Manky will be joined by
Edvardas Sileris, Head of the European Cybercrime Centre (EC3); Michael Daniel,
President and CEO of the Cyber Threat Alliance; and Hayley van Loon, CEOQ of Crime
Stoppers International. Together, they will discuss how initiatives such as the
Cybercrime Bounty program, launched recently by Fortinet and Crime Stoppers
International, are key fo disrupting the ever-growing cybercrime market.

The Cybercrime Bounty program is among the newest international initiatives in which
Fortinet contributes. In addition, the company retains early leadership roles in the
forum, its Centre for Cybersecurity’s Partnership Against Cybercrime, and its
Cybercrime Atlas initiative. It also has long-standing relationships with various global
threat intelligence initiatives, including NATO NICP, INTERPOLExpert Working Group, the
Cyber Threat Alliance, and the Forum of Incident Response and Security Teams (FIRST),
all to cultivate relationships across industries and borders to operationalize and
coordinate cybercrime disruption at scale.

Derek Manky, Chief Security Strategist and Global Vice President of Threat
Intelligence at Fortinet

“The battle to disrupt a growing and extremely profitable cybercrime ecosystem
persists. Building alliances continues fo be one of the most effective actions that public
and private sector organizations can take fo foster trust, share intelligence, and
collectively disrupt cybercrime. The World Econemic Forum’s Annual Meeting in Davos
provides an opportunity to continue leading this dialogue with key stakeholders from
government, business, and civil society to meet this challenge with bold, collaborative
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Cette année margue une étape symbolique pour la cybersécurité en Principauté :
I'Agence Monégasque de Sécurité Numérigue (AMSN) a été créée le 23 décembre
2015 et féte donc 10 ans d'action au service de la sécurité numérique de Monaco.
L'AMSHN est I'auterité nationale en charge de la sécurité des systémes d'information, et
un centre d'expertise, de réponse et de traitement des attagues numériques pour I'Etat
et les Opérateurs d'Importance Vitale (OIV)

'f Ce que met en ceuvre I'AMSN, concrétement

Prévenir, détecter et traiter les cyberattaques (détection, alerte, traitement des
incidents)

Réagir en situation de crise et coordonner la répense opérationnelle
Encadrer et contrdler le niveau de securité des OIV

Ewvaluer / certifier produits, systémes et prestataires, et contribuer & la confiance
numérique (liste de confiance, services qualifiés)
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Fortinet joins global leaders to engage in dialogue
highlighting cross-sector strategies to incentivize, drive
accountability, and deter global cybercrime to dismantle
the growing cybercrime ecosystem

SUNNYVALE, Calif., Jan. 14, 2026 (GLOBE NEWSWIRE) --
Fortinet®, the global cybersecurity leader driving the
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Must-attend Cybersecurity Events
and Conferences of 2026
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As cybersecurity threats intensify across enterprises in 2026, leading conferences like FutureCon emerge as critical platforms for
IT leaders and CISOs. These hybrid events foster collaboration among practitioners, risk managers, and decision-makers,
delivering actionable insights into evolving threats, vulnerabilities, and defense strategies.

Such gatherings drive real-world advancements in threat intelligence, operational resilience, and cross-sector partnerships,
eguipping teams to navigate complex risks effectively.
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Beeld: Fortinet

M 15 januari 2026 W Digitale veiligheid, Europese politiek en beleid

In de strijd tegen wereldwijde cybercriminaliteit is het essentieel om een solide
samenwerking tussen de publieke en private sector op te bouwen. Geen enkele gebruiker,
organisatie of overheidsinstantie kan namelijk cybercriminaliteit in zijn eentje effectief
bestrijden. Om cybercriminaliteit een halt toe te roepen, is het belangrijk om gezamenlijk
mogelijkheden te ontwikkelen voor het delen van gegevens en dreigingsinformatie. Alle
sectoren en overheldsinstanties van verschillende landen moeten informatie delen. Zo
worden barriéres weggenomen om de verdedigingsmogelijkheden van alle organisaties te
versterken.
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COMPANY NEWS: Fortinet joins global leaders to engage in dialogue
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accountability, and deter global cybercrime to dismantle the growing
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Fortinet®, the global cybersecurity leader driving the convergence of networking and security,
has announced its retum to the World Economic Forum Annual Meeting in Davos-Klosters
Switzerland, from January 19-23, 2026. Fortinet is a founding member of the forum's Centre
for Cybersecurity and a member of the Centre's board. Each year, the forum’s Annual Meeting

welcomes governments, major international organisations, the forum's partner companies, civil
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Preventing Cybercrime. It's not what you know. It's what you do.
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Cybersecurity News of the Week & Patch Report, January 18, 2025
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“Information security is a major priority at this company.
We've done a lot of stupid things we'd like to keep seeret.”

This week's essential cybersecurity and privacy news
for the cyber-aware and the cyber-concerned.
Designed to educate, support, and advocate.

Sections

+ Section 1: National and International News
* SecureTheVillage: Events. Programs. Guides. Newsletters.

+ Section 2: Families and Individuals: Let’s Be Careful QOut There. And Let's Help
Others Who Aren't Yet Cyber-Aware.

+ Section 3: Smaller Businesses and Nonprofits: A Discipline of Cybersecurity.
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This is a free service offered by Red Hot Cyber to the community. It allows you to view, on a single page, information
about a single CVE from the National Vlulnerability Database (NVD) and the National Institute of Standards and
Technology (NIST) of the United States of America, the Forum of Incident Response and Security Teams (FIRST)
regarding the EPSS score and percentile, data from the KEV catalog of the Cybersecurity and Infrastructure Security
Agency (CISA), as well as selected resources from Red Hot Cyber and other international sources.

National Vulnerability Database Information

Description: Use after free in ANGLE in Google Chrome prior to 144.0.7559.59 allowed a remote attacker to
potentially exploit heap corruption via a crafted HTML page. (Chromium security severity: Low)

CVSS Base Score: 8.8 (v3.1)

The **CVSS Base Score** is a score from **0 to 10** that represents the intrinsic severity of a vulnerability. A higher score

indicates greater severity.

|

0.0 25 50

Published on: 01/20/2026 05:16:16
Last modified: 01/29/2026 20:27:56
NIST: CVE source from the National Vulnerability Database (NVD)

CVSS Metrics Details

Base Severity: HIGH

Vactor String: CVSS:3. 1/AV:N/AC: LIPR:N/ULRIS UG HIHIAH
Attack Vector: NETWORK
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Value

80.8K
Unique
Visits @
Provided by

¢ SimilarWeb

October 04, 2025 @® ONLINE

CVE Details - Red Hot
Cyber

redhotcyber.com/en/cve-details/?cve_id=...

Estimated Views 11 3 K
[ )

Calculated based on
audience size and social
engagement. Provided...


https://share.coveragebook.com/b/cc453fc59423519c/clips/c14091ff-4ece-4af5-9901-1fa124c35045
https://www.redhotcyber.com/en/cve-details/?cve_id=CVE-2026-0908

£ H #R4H 90 171M January 20,2026 @ ONLINE
B £575 H ¥R (https://money.udn.com)E H BB H #£50E&E Domain Unique

B, RIS, M ER. G B5. R E. | Adoly® Vit @ 104 B AR I\ EIBE
MOZ & Similarieb B ESLAAEE FIRST
SEaxRAIBITA...

money.udn.com/money/story/5612/92776...

Estimated Views 9 14K ©)

Calculated based on
audience size and social
engagement. Provided...



https://share.coveragebook.com/b/cc453fc59423519c/clips/5cc658a6-d51d-4127-98ce-0d763333dec2
https://money.udn.com/money/story/5612/9277648?from=edn_newest_index

T 40 16.9K ® ONLINE

Domain Unique
Authority (3) Visits (3 ]T
Provided by Provided by
MOZ ¢ SimilarWeb
investor.com.tw/onlineNews/mypaper.asp...
RS £, FERENEER 2026/3/30 SHEER | REFR

s 4
wiw ANIVESTOL com.tw

BEEE | EMBRE | SREE | MRER | EmRT | MEER | S8XE | REA | ZFeE | ReOER

| En= LN \xags | [ eREA | TEERA Estimated Views 4 75K
°

Calculated based on
audience size and social
engagement. Provided...

EZN EXN EZN EXN  EDN

3R 38 38 38 38

30 27 26 25 24

EZN EZON EZAN EZN EEN

38 3B 38 38 38

23 22 21 20 19

g_; HERRSEE

gm\!%!ﬂﬁ



https://share.coveragebook.com/b/cc453fc59423519c/clips/620c1735-9a37-4535-a67f-be654e4793ac
https://www.investor.com.tw/onlineNews/mypaper.asp?TOLD=Y

DIGITIMES-B &

DIGITIMESHRE &/&H[E N IKENEFEXERIH
i

DIGITIMES ..,

(EF » WFAR) ERGR  Q FRBEHFER

Ginen We Power Al

IR &

Higl > &% > IT- RiRHER

faResearch  (QIREA)  EHEWMR [CUES [ DIGITIMES Asia

62
Domain
Authority (3
Provided by

MOZ

633K
Unique
Visits (3
Provided by

© SimilarWeb

WRE Ci5E SR A

Intel® Amston Lake J2&8
¥T835RE T RE4RBTEES
LeuEs L]

Intel Atom® Processor
ERTHES

Q

QIARMAES &N @R EE B SEWE @i AEXPG

HUIH - BEM | CarTech - #38E | 78) - MR - XR | Al- HREA - |EM | k- 8E2 B | T SW0EE | AR BUR - AR | DR B8N )

2026 COMPUTEXHEBNGEE RRABERERR

104 ARHE A BB 2 BB EMFIRST B
BB E25%

T4 /&16 2026/01/20 FEFBFRG  2026/01/20 16:25

104ENEHEERMAB L SHMELAEFIRST (Forum of Incident
Response and Security Teams) » f#AEEE—RINAZAEHH AR
1 BEREALRATINERRER  KEM4ERRENERHRER
BFE - ¥#6E - BEREE.

# (Google#fill) IBHIDIGITIVES G D‘;EET\ZWS a

EaRFHAER
EGE

EEEY
FEREEAR

#ABE

AAES AR
+866-02-87125398 o
(E—E8 1 T1EH9:00~18:00)

SioE | EFMAE

] P
member@digitimes.com
EA (—ET AR RER TR
* EERF—RERTRALE - i
wiE $TRADIGITIMES F781ER

[PREERIA]

E7RBFIERE

O smmmEs (WBARE TR
EPRERASEATRE

O amaaRs TRARS, ol
HFA RS S

O CPOEZMEMBFEREXE H
EREESHARER

0 REEARSSGIEAEEA DORS
DDRSE) 4 3 B4t B

O wEHDSPAN BBAIME BER
KA RERFER

=~ 1
e
Fiz w4

2026.4.8~4.10 FSEIEAL 1 4F

=

[l

O THEEAEREARXPONENTIAL
Europe 2026 &2 R FIAIMB i

January 20, 2026 ® ONLINE

104 E AR I\ BIFE
BERESAMFIRST
BB DR AL .

digitimes.com.tw/tech/dt/n/shwnws.asp?i...

Estimated Views 8 53K ©)

Calculated based on
audience size and social
engagement. Provided...


https://share.coveragebook.com/b/cc453fc59423519c/clips/9dddfc22-9845-467d-81d6-eb32d6c16d64
https://www.digitimes.com.tw/tech/dt/n/shwnws.asp?id=0000744349_9G32ZPFT5AIWPZ8VWUF4L

SecurityBrief US 28 378 January 23, 2026 @ ONLINE

SecurityBrief US is focused on cybersecurity and Domain Unique
cyberattack news. Its readers include business an... Authority (3 Visits (3 Expe rts warn AI era
Provided by Provided by

MOZ © Similarieb demands tougher
data protection

m securitybrief.news/story/experts-warn-ai-...

SecurityBrief US - Technology news for €150s & cybersecurity decision-makers

SecurityBrief

UNITED STATES

INTERNATIONAL WOME AY

‘:i ‘ (1\ 4’ 392 opinions Read now = m Q‘% (';;) a m

Estimated Views 144

Calculated based on
# cloud security # cybersecurity # endpoint protection  # firewalls  # ransomware aQ audience size and social
engagement. Provided...

Guides Search

# data protection  # digital transformation  # pam En gageme nts 8
Experts warn Al era
demands tougher Total number of social

data protection engagements

Thu, 22nd Jan 2026

Related stories

¢ By Shannon Williams, News Editor
ROC Access Facel wins S|A Bestin Biometrics award

y ry launch Linux security
Codenotary launches AgentX for Linux security S ecurity and privacy specialists have urged organisations and consumers to verify Al outputs,
automation

tighten identity controls and reduce data collection as new attack techniques and rising

vulnerability volumes put customer data at greater risk.
Fenix24 launches Argos99 as standalone resilience

software The commentary comes from executives and practitioners at Testlio, Secureframe and FIRST, a
global incident response organisation. Their remarks focus on how Al affects decision-making,

Resemble Al launches deepfake detector & threat social engineering, compliance workloads and incident response.

report

Al verification


https://share.coveragebook.com/b/cc453fc59423519c/clips/00f3f04e-6957-4b87-ac65-ff0944ea09e8
https://securitybrief.news/story/experts-warn-ai-era-demands-tougher-data-protection

ChannelLife US 21 1.82K January 23, 2026 @® ONLINE

ChannelLife US is a live news website with regular Domain Unique
email newsletters dedicated to the US's technolog... Authority (3) Visits (3 Expe rts warn AI era
Provided by Provided by

MOZ © Similarieb demands tougher
data protection

m channellife.news/story/experts-warn-ai-er...

‘:ah @ (};) m 9 392 opinions Freadnow > %) m ‘ “' Q’E

ChannelLife US - Industry insider news for technology resellers

UNITED STATES

Estimated Views 941

Calculated based on
# cloud services  # cybersecurity # distributors  # microsoft  # partner programmes Q audience size and social
engagement. Provided...

Guides Search

# data protection  # digital transformation  # pam

Experts warn Al era
demands tougher
data protection

Thu, 22nd Jan 2026

Related stories

. i By Shannon Williams, News Editor
Tp-Link launches Wi-Fi 7 gaming routers from AUD

$279

S ecurity and privacy specialists have urged organisations and consumers to verify Al outputs,

le launches Business platform to streamilin
Appie launches Bushess platiorm o stieamiine tighten identity controls and reduce data collection as new attack techniques and rising

company tools

vulnerability volumes put customer data at greater risk.

Hands-on review: Apple iPhone 17e tested and The commentary comes from executives and practitioners at Testlio, Secureframe and FIRST, a

assessed global incident response organisation. Their remarks focus on how Al affects decision-making,
social engineering, compliance workloads and incident response.

CTERA named strong performer in Gartner cloud L
Al verification

starana


https://share.coveragebook.com/b/cc453fc59423519c/clips/e50c5f50-d75f-454e-9529-90281b5f4265
https://channellife.news/story/experts-warn-ai-era-demands-tougher-data-protection

IT Brief US 29 5.36K

Dedicated to IT decision-makers at enterprise, Domain Unique
corporate, and government organisations... Authority (3 Visits (3
Provided by Provided by

MOZ &) SimilarWeb

IT Brief US - Technology news for Ci0s & IT decision -makers

UNITED STATES

INTERNATIONAL WOMEN'S DAY

R 4 ({9) /) % 392 opinions Freadnow > ey ‘l‘ m Q"‘:‘ <+

Guides

# artificial intelligence  # digital transformation  # disaster recovery # hybrid & remote work  # internet of things

Search

# data protection  # digital transformation  # pam

Experts warn Al era
demands tougher
data protection

Thu, 22nd Jan 2026

Related stories

. ¢ By Shannon Williams, News Editor
Dayforce deepens partnerships with Emburse &

Docusign

ecurity and privacy specialists have urged organisations and consumers to verify Al outputs,

Geotab report shows fleets cut fuel waste with data S . i " N
il ! ' tinhten identity controls and reduce data collection as new attack techniques and rising

January 23, 2026 ® ONLINE

Experts warn Al era
demands tougher
data protection

itbrief.news/story/experts-warn-ai-era-de...

Estimated Views 2 03K
[ ]

Calculated based on
audience size and social
engagement. Provided...


https://share.coveragebook.com/b/cc453fc59423519c/clips/e24369a0-8577-40f7-af11-05da9c1dfd35
https://itbrief.news/story/experts-warn-ai-era-demands-tougher-data-protection

SecurityBrief Australia 45 17.7K January 23,2026 @ ONLINE

SecurityBrief Australia is focused on cybersecurity Domain Unique
and cyberattack news. Its readers include busines... Authority (3) Visits  (® Expe rts warn AI era
Provided by Provided by

MOZ © Similarieb demands tougher
data protection

SecurityBrief Australia - Technology news for C1S0s & cybersecurity decision-makers

SecurityBrief

AUSTRALIA

m securitybrief.com.au/story/experts-warn-a...

4 i [ e e ‘ o
‘-'L' E (A {‘E 4; 392 opinions Freadnow > ‘ /%) @ (.é) m

Estimated Views 1 79K
[ ]

Calculated based on
# cloud security # cybersecurity # endpoint protection  # firewalls  # ransomware aQ audience size and social
engagement. Provided...

Guides Search

# data protection  # digital transformation  # pam

Experts warn Al era
demands tougher
data protection

Fri, 23rd Jan 2026

Related stories

¢ By Shannon Williams, News Editor
Agency & La Trobe launch free digital health course

Apple launches Business platform to streamline S ecurity and privacy specialists have urged organisations and consumers to verify Al outputs,
companyitooks tighten identity controls and reduce data collection as new attack techniques and rising

vulnerability volumes put customer data at greater risk.
Microsoft & VU open Victoria's first datacentre

academy The commentary comes from executives and practitioners at Testlio, Secureframe and FIRST, a
global incident response organisation. Their remarks focus on how Al affects decision-making,

OpenlD Foundation names Kantara as authorised social engineering, compliance workloads and incident response.

auditor

Al verification


https://share.coveragebook.com/b/cc453fc59423519c/clips/f34345ed-728d-41a7-9cb3-946cb372f9d1
https://securitybrief.com.au/story/experts-warn-ai-era-demands-tougher-data-protection

SecurityBrief Canada 20

SecurityBrief Canada is focused on cybersecurity Domain
and cyberattack news. Its readers include busines... Authority (3)
Provided by

MOZ

SecurityBrief Canada - Technology news for €150s & cybersecurity decision-makers

SecurityBrief

CANADA

INTERNATIONAL WOMEN'S DAY

*3 A:i. r'}i) ‘\ m 392 opinions Read now —> q. m {": ‘L’ 'n

Guides

Search

# cloud security # cybersecurity # endpoint protection # firewalls # ransomware Q

Related stories

Codenotary launches AgentX for Linux security
automation

Resemble Al launches deepfake detector & threat
report

Fenix24 launches Argos99 as standalone resilience
software

Canada founders urged to back home team on

# data protection  # digital transformation  # pam

Experts warn Al era
demands tougher
data protection

Thu, 22nd Jan 2026

& By Shannon Williams, News Editor

S ecurity and privacy specialists have urged organisations and consumers to verify Al outputs,
tighten identity controls and reduce data collection as new attack techniques and rising
vulnerability volumes put customer data at greater risk.

The commentary comes from executives and practitioners at Testlio, Secureframe and FIRST, a
global incident response organisation. Their remarks focus on how Al affects decision-making,
social engineering, compliance workloads and incident response.

Al verification

¢ SimilarWeb

January 23, 2026 ® ONLINE

Experts warn Al era
demands tougher
data protection

securitybrief.ca/story/experts-warn-ai-era-...

Estimated Views 1 59K
[ ]

Calculated based on
audience size and social
engagement. Provided...


https://share.coveragebook.com/b/cc453fc59423519c/clips/f862117a-bf17-48e0-91ca-05b87bb986c4
https://securitybrief.ca/story/experts-warn-ai-era-demands-tougher-data-protection

IT Brief UK 37 17.7K

Dedicated to IT decision-makers at enterprise, Domain Unique
corporate, and government organisations... Authority (3 Visits (3
Provided by Provided by

MOZ &) SimilarWeb

IT Brief UK - logy news for CiOs & IT

UNITED KINGDOM

INTERNATIONAL WOMEN'S DAY

A® D E L 3920pinions s DB MR

Guides

# artificial intelligence  # digital transformation  # disaster recovery # hybrid & remote work  # internet of things

Search

# data protection  # digital transformation  # pam

Experts warn Al era
demands tougher
data protection

Thu, 22nd Jan 2026

Related stories

¢ By Shannon Williams, News Editor
SAP Concur adds Al expense, travel tools with

integrations

ecurity and privacy specialists have urged organisations and consumers to verify Al outputs,

Daytorce deepens partnerships with Emburse & S 2 M " N
i pand B i ! tinhten identity controls and reduce data collection as new attack techniques and rising

January 23, 2026 ® ONLINE

Experts warn Al era
demands tougher
data protection

itbrief.co.uk/story/experts-warn-ai-era-de...

Estimated Views

4.02K

Calculated based on
audience size and social
engagement. Provided...


https://share.coveragebook.com/b/cc453fc59423519c/clips/672c5be4-3e09-4854-9376-27288586264b
https://itbrief.co.uk/story/experts-warn-ai-era-demands-tougher-data-protection

SecurityBrief India 23

SecurityBrief India is focused on cybersecurity and
cyberattack news. Its readers include business an...

Domain
Authority (3

Provided by

MOZ

SecurityBrief India - Technology news for C1S0s & cybersecurity decision-makers

SecurityBrief

IDONE

Guides

INDIA

INTERNATIONAL WOMEN'S DAY

LEAO®NH

392 opinions Read now =

Search

# cloud security # cybersecurity # endpoint protection # firewalls # ransomware Q

Related stories

Portnox wins third SC Award for authentication

technology

Codenotary launches AgentX for Linux security
automation

Fenix24 launches Argos99 as standalone resilience
software

Resemble Al launches deepfake detector & threat

# data protection  # digital transformation  # pam

Experts warn Al era
demands tougher
data protection

Fri, 23rd Jan 2026

& By Shannon Williams, News Editor

S ecurity and privacy specialists have urged organisations and consumers to verify Al outputs,
tighten identity controls and reduce data collection as new attack techniques and rising
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The commentary comes from executives and practitioners at Testlio, Secureframe and FIRST, a
global incident response organisation. Their remarks focus on how Al affects decision-making,
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global incident response organisation. Their remarks focus on how Al affects decision-making,
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The Premier Cloud Security
Conference for 2026: Insights and
Innovations

Q by Hector Craigson 24 January 2026

So, 2026 is shaping up to be a big year for anyone in cloud security. There are a
bunch of conferences happening, and it's easy to get lost trying to figure out
which ones are actually worth your time. We've looked at what's coming up,
from big global events to more focused gatherings, to give you a heads-up on
where the important conversations are happening. Whether you're into the
technical stuff, strategy, or just keeping up with the latest threats, there's
something out there. This is about finding the right cloud security conference for
you.

Key Takeaways

- The Innovate Cybersecurity Summit focuses on enterprise strategy and
risk management, offering practical insights for decision-makers.
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Firewall Zyxel USG FLEX
50HP ziskal ocenenie
Taiwan Excellence Award

za bezpecnostné inovdacie
=

| 2612026 O

Spolocnost Zyxel Networks, ktorG patri medzi lidrov v oblasti bezpe€nych
sietovych rieseni vyuZivajacich silu umele] inteligencie a cloudu, dnes
oznamilg, ze Jej firewall USG FLEX 50HP Ziskal prestizne ocenenie Taiwan
Excellence Award 2026, Skupina Zyxel Group doposial obdriala viac nez 100
oceneni Taiwan Excellence Award, Co svedci o jej dihodobom doéraze na

inovacie

Ocenenie Taiwan Excellence Award od roku 1983 udeluje tamojsie

Ministerstvo hospodarstva produktom, ktoré vytvarajd novi hodnotu
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As Data Privacy Day 2026 arrives on January 28th, the conversation around data protection has never been

more critical-or more complex. The past year has seen seismic shifts in how organizations handle personal
information, driven by the rapid proliferation of artificial intelligence, increasingly sophisticated cyber threats, and
a patchwork of evolving global regulations. From the EU's Al Act taking effect to state-level privacy laws
reshaping the American data landscape, businesses find themselves navigating a regulatory environment that

demands both technical excellence and ethical accountability.

The stakes have escalated beyond mere compliance. High-profile data breaches, Al-driven privacy concerns,

and growing consumer awareness have transformed data privacy from a back-office IT function into a
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HKCERT Releases “Hong Kong
Cybersecu Outlook 2026”
Secu Incidents Hit Record
High 27% Annual Increase

Al-related Attacks and Supply Chain Risks Emerge as Top
Concerns Nearly 30% of Enterprises Lack Dedicated
Cybersecurity Personnel

HONG KONG SAR - Media QutReach Newswire - 28 January 2026 — The Hong Kong
Computer Emergency Response Team Coordination Centre (HKCERT), under the
Hong Kong Productivity Council (HKPC), today hosted a media briefing to officially
release the annual “Hong Kong Cybersecurity Outlook 2026". The report reveals that
cyberattacks have become more automated, targeted, and destructive with the rapid
proliferation of Artificial Intelligence (Al) technologies, posing significant threats to
business operations and information security. A record high 15,877 cybersecurity
incidents were recorded in Hong Kong in 2025, marking a 27% year-on-year increase.
The report also highlights five key cybersecurity risks expected to emerge in 2026,
mainly under Al-related threats and supply chain vulnerabilities.

HKCERT also released the findings of the “Hong Kong Enterprise Cybersecurity
Landscape”, which analyses the current state of local enterprises’ cybersecurity
defences and resource allocation in the face of cyber risks. The study covered 622
enterprises (including 544 SMEs and 78 large enterprises) and interviewed 50

cybersecurity service providers to assess the key factors businesses consider when
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selecting cybersecurity services. The findings reveal that nearly 70% of enterprises
have dedicated cybersecurity personnel, showing the increasing importance local
businesses place on cybersecurity. Many SMEs have also begun strengthening their
security measures, demonsirating a proactive awareness of cyber threats. However,
they were behind large enterprises in terms of technology deployment and resource
allocation. Mareover, around 35% of businesses using Al would enter corporate
data into Al tools, suggesting that there is still room for improvement in local overall
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View the latest critical CVEs issued
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Learn more

This is a free service offered by Red Hot Cyber to the community. It allows you to view, on a single page, information
about a single CVE from the National Vlulnerability Database (NVD) and the National Institute of Standards and
Technology (NIST) of the United States of America, the Forum of Incident Response and Security Teams (FIRST)
regarding the EPSS score and percentile, data from the KEV catalog of the Cybersecurity and Infrastructure Security
Agency (CISA), as well as selected resources from Red Hot Cyber and other international sources.

National Vulnerability Database Information

Description: A code injection in lvanti Endpoint Manager Mobile allowing attackers to achieve unauthenticated

remote code execution.

CVSS Base Score: 9.8 (v3.1)

The **CVSS Base Score** is a score from **0 to 10** that represents the intrinsic severity of a vulnerability. A higher score

indicates greater severity.

o

0.0 25 50

Published on: 01/29/2026 22:15:53
Last modified: 02/20/2026 19:51:34
NIST: CVE source from the National Vulnerability Database (NVD)

CVSS Metrics Details

Base Severity: CRITICAL
Vactor String: CVSS:3. 1/AV:NIAC: LIPR:N/UINIS UG HIHIAH
Attack Vector: NETWORK

Attack Complexity: LOW
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India to Ban Hikvision, TP-Link, and CCTV

Product Sales Starting April
ASUS has discontinued the File Shredder feature in its Business Manager software CYBER SECURITY NEWS  MARCH 30, 2026
following the discovery of a critical security vulnerability, CVE-2025-13348.

Espi Campaign Targets South

Asian Government With USB Malware

The company issued a security bulletin on February 2, 2026, addressing a flaw
APT  MARCH 30, 2026

affecting ASUS Business Manager version 3.0.36.0 and earlier releases.
Rather than patching the vulnerability through conventional updates, ASUS opted to

remove the File Shredder functionality completely, indicating the severity of the
security flaw and potential exploitation risks associated with maintaining the feature.

Vulnerability Details and Impact

The decision to discontinue File shredder rather than issue a patch reflects the critical
nature of this vulnerability.

ASUS has released updated versions that no longer include the File Shredder
capabilities, ensuring users cannot exploit the flaw through this deprecated feature.

This approach, while drastic, eliminates the attack vector and prevents potential
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avoiding risky links. Enterprise leaders speak more about the safety of the systems that keep
services running every hour of the day.

Safer Internet Day takes place today and public discussion often turns to safer passwords or

Petre Agenbag, service delivery manager at Dariel, said online safety now ties directly to how Find The Best
businesses operate day to day. "The internet your customers experience is only as safe as the Human

systems behind it. When those systems fail, the impact is immediate, visible, and very difficult to Resources (HR)
contain,” he said. Managemont
Many organisations run sales, payments, customer service and reporting through connected Software

platforms. A fault does not need a cyber attack to cause harm. A failed integration or poor
configuration can stop services and hit income. Agenbag said these events often stay out of
headlines but harm trust and show how prepared a business really is.



https://share.coveragebook.com/b/cc453fc59423519c/clips/1daa742b-2058-4abe-838a-8f934ff9394d
https://techround.co.uk/news/safer-internet-day-protecting-users/

Infosecurity Magazine 74 118K February 11,2026~ @ ONLINE

The award winning online magazine dedicated to Domain Unique
the strategy, insight and technology of information... Authority (3 Visits (3 FI RST Fo recasts
Provided by Provided by

MOZ © SimilarWeb Record-Breaking
50,000+ CVEs in...

InfBsecurity
Magazine

infosecurity-magazine.com/news/first-for...

Events Directory

Estimated Views
NEws | 11 February 2026 978

FIRST Forecasts Record- Calculated based on

audience size and social

Breakillg 50,000"‘ cvns in engagement. Provided...
2026

W Kevin Poireault Eﬂgagements 11
5 Reporter, Infosecurity Magazine

Follow @Kpoireault  Connect on Linkedin You may also like

Total number of social

Vulnerability disclosures are on track to hit, or even 10 September 2025 engagements
surpass, a record-breaking 50,000 in 2026 according Adobe Releases Emergency Patch for Critical
to the Forum of Incident Response and Security Flaw in Commerce and Magento

Teams(FIRST).

Vulnerability Forecast, publi on 27 August 2025

February 11, the non-profit predicted a median of Gitrix Patches Three NetScaler Zero Days as
approximately 59,427 new common vulnerabilities One Sees Active Exploitation

and exposures (CVEs) this year. with a 90%
confidence interval ranging from 30,012 to 117,673
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These calculations are the result of a new statistical
model developed at FIRST and optimized to reflect
the range of possible CVE disclosures. The data
sources used include historical CVE records and

publication trends from the US National Vulnerability 9 February 2026
Database (NVD)and MITRE. New Zero-Click Flaw in Claude Desktop

Extensions, Anthropic Declines Fix
This new methodology was used in FIRST's 2025

Vulnerability Forecast and achieved a percentage
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For the first time ever, annual CVE disclosures expected fo surpass 50,000, signaling a

potential paradigm shift in vulnerability management workfoads

FEB 11, 2026 — The Forum of Incident Response and Security Teams (FIRST), a leading global
cybersecurity nonprofit, today released its 2026 Vulnerability Forecast, predicting a median
of approximately 59,000 new Commen Vulnerabilities and Exposures (CVEs) this year, while
also marking the first time the industry will cross 50,000 published CVEs in a single year. The
upper bound of FIRST's 90% confidence interval approaches 118,000, underscoring the

urgent need for organizations to scale their security operations and prieritize strategically.
Key findings from FIRST's 2026 Vulnerability Ferecast include:

* A median forecast of approximately 59,427 CVEs in 2026, with a 90% confidence

interval ranging from 30,012 to 117,673

2026 will be the first year to exceed 50,000 published CVEs, representing a

significant milestone in vulnerability disclosure history

Realistic scenarios suggest 70,000 to 100,000 vulnerabilities are entirely possible this

year

The three-year outlook projects continued growth: 51,018 CVEs (median) in 2027 and
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Cybersecurity Risks Surge: 2026 CVEs & Vulnerability
Forecast

written by Daniel Kim — Technolegy Editor

Cybersecurity Alert: Vulnerability Disclosures Set to Surge,
Reaching Unprecedented Levels

February 29, 2024

The cybersecurity landscape is bracing for a dramatic increase in reported vulnerabilities, with projections
indicating a record-breaking year for Common Vulnerabilities and Exposures (CVEs). A new analysis reveals
the industry is poised to surpass 50,000 published CVEs in 2024, signaling a critical challenge for

organizations worldwide,
The Exponential Rise of Vulnerabilities: A Deep Dive

For years, the number of identified software vulnerabilities has been steadily climbing, driven by the
increasing complexity of modern systems, the expansion of the attack surface, and the growing
sophistication of threat actors. However, the latest report from the Forum of Incident Response and Security
Teams (FIRST) suggests this growth is about to accelerate significantly. The findings indicate a potential
range of 70,000 to 100,000 vulnerabilities by 2026 — a figure that would overwhelm current security
operations for many businesses.

The projected trajectory doesn't plateau after 2026. Median forecasts estimate 51,018 CVEs in 2027 and
53,289 CVEs in 2028. More alarmingly, the upper bounds of these projections reach nearly 193,000 CVEs by
2028. This exponential increase presents a daunting challenge for security teams already struggling with
alert fatigue and resource constraints.

This surge in vulnerabilities isn't simply a matter of discovering more flaws; it reflects a fundamental shift in
the threat landscape. The proliferation of open-source software, the increasing reliance on third-party
components, and the rapid adoption of cloud technologies all contribute to a more complex and vulnerable
ecosystem, Furthermore, the rise of automated vulnerability discovery tools is accelerating the identification
process, leading to a higher volume of reported CVEs.

Organizations are now facing a critical question: are their existing security infrastructure and personnel
equipped to effectively manage this escalating volume of vulnerabilities? Prioritization is key, but determining
which vulnerabilities pose the greatest risk requires sophisticated threat intelligence and a robust
vulnerability management program.

Are current patching cycles sufficient to address this influx of vulnerabilities, or are organizations falling
further behind? And how can security teams balance the need to address known vulnerabilities with the

proactive search for zero-day exploits?

Entertainment

54

Domain
Authority (3

Provided by

Health  Sports  Technology

Search:

Q. ennancensy Google

Recent Posts

THE LANCET

10M Children & Serious lliness:
Paediatric Palliative Care Needed

Human Aging: 2 Speed Peaks
Identified in New Study

12/20

Dizziness: When It's a Life-
Threatening Emergency

o e

Snoozing Alarm: Hidden
Benefit & Why It's Not
Laziness!

Trump’s Democrats Probe: A
N Legal & Political Flop

February 11, 2026 ® ONLINE

Cybersecurity Risks
Surge: 2026 CVEs &
Vulnerability Foreca...

archyworldys.com/cybersecurity-risks-sur...



https://share.coveragebook.com/b/cc453fc59423519c/clips/6aeb608d-abef-4b6d-9330-11c34a669842
https://www.archyworldys.com/cybersecurity-risks-surge-2026-cves-vulnerability-forecast/

UNDERCODE NEWS 25

Know the Threat Before It Strikes /! It Finds You Domain

® It Hits Home g8 You Become the Target @ Authority (3
Provided by
MOZ

KRECODE g
S iy

UNDERCODE NEWS

” y Your ( y
ik

the Future of Cy

Official Site STAY TUNED ! About us v Daily CVE Hackers Monitor

Services  Shop&

2026 Set to Break All Records as CVE Disclosures Surge Toward
60,000 and Beyond

s
-+
-l

3 GRCODE  °
y A

200
Unique
Visits @
Provided by

¢ SimilarWeb

February 11, 2026

@ ONLINE

2026 Set to Break All
Records as CVE
Disclosures Surge...

undercodenews.com/2026-set-to-break-...

Estimated Views

Engagements

86

Calculated based on
audience size and social
engagement. Provided...

6

Total number of social
engagements


https://share.coveragebook.com/b/cc453fc59423519c/clips/86ce80ef-24bb-49f3-adf8-d3b385efcb2e
https://undercodenews.com/2026-set-to-break-all-records-as-cve-disclosures-surge-toward-60000-and-beyond/

CSO Online 84 180K February 13, 2026 ® ONLINE

CSO delivers the critical information about trends, Domain Unique
practices, and products enterprise security leaders... Authority (3 Visits (3 CISOS m ust sepa rate
Provided by Provided by

MOZ O SimilarWeb signal from noise as
CVE volume soars

Home » Security « Security Software « Threat and Vulnerzbility Management csoonline.com/article/4130453/cisos-mus...

by Cynthia Brumfield in ¥ X ® @ =

Gentributing Writer

CISOs must separate signal g

. stimated Views
from noise as CVE volume 745
Soars Calculated based on

audience size and social

Feature engagement. Provided...
Feb 11,2026 « 8 mins

FIRST forecasts a record surge in disclosed vulnerabilities

in 2026, but security researchers say most will not Engagements 8
translate into real-world attacks, forcing CISOs to rethink

prioritization, automation, and capacity planning.

Total number of social
engagements

Credit: deeznulzl / Pixabay

In 2026, the cybersecurity industry is expected to cross a
threshold it has never reached before: More than 50,000
publicly disclosed software vulnerabilities in a single year.
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CVE volumes may plausibly reach
100,000 this year

The number of vulnerabilities to be disclosed in
2026 is almost certain to exceed last year's
total, and may be heading towards 100,000,
according to analysis
By Alex Scroxton, Sccurity Editor Published: 11 Feb 2026 21:356

The total number of common vulnerabilities and

exposures (CVEs) disclosed in 2026 is set to romp past the

50,000 mark in 2026 and may plausibly run as high as six
figures for the first time ever, according to the Forum of

Incident Response and Security Teams’ (First's) annual

Vulnerability report.

In its latest set of predictions, First said that this year, the Latest News
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A new report predicts that this year will mark the first time the industry will cross 50,000 published CVEs in a single year. The findings, from Sectyy

global cybersecurity nonprofit The Forum of Incident Response and Security Teams (FIRST), suggest that between 70,000 to 100,000 certif
vulnerabilities are entirely possible in 2026.

Renti
The wider three-year outlook projects continued growth: 51,018 CVEs (median) in 2027 and 53,289 CVEs (median) in 2028, with upper Amet
bounds reaching nearly 193,000 by 2028
"The question organizations need to ask right now is: are my people and processes ready to handle this volume, and am | prioritizing the Most ¢
vulnerabilities that actually put my data at risk? Our forecast allows defenders to stop reacting to every new CVE and start making strategic
decisions about where to focus limited resources before attackers exploit the gaps,' says Eireann Leverett, FIRST liaison and lead member
of FIRST's Vulnerability Forecasting Team. 1S
The forecast serves as a critical planning tool for security teams across the industry. Whether organizations are planning patching capacity, st
writing coordinated vulnerability disclosure reports, or developing detection signatures for SIEM, EDR, or IDS platforms, understanding the 0
expected volume of vulnerabilities enables better resource allocation and strategic decision-making.

2T

"Much like a city planner considering population growth before commissioning new infrastructure, security teams benefit from
understanding the likely volume and shape of vulnerabilities they will need to process,’ Leverett adds. "The difference between preparing for
30,000 vulnerabilities and 100,000 is not merely operational, it's strategic.”
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

‘Commeon Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 t0 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

‘Common Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.
The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 10 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.
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IRST forecasts that the global vulnerability disclosure system will publish more than 50,000
Commaon Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
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deals
year.
BMC & AWS deepen Control-M cloud Al
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estimates the 2026 total will fall within a 90% confidence interval of 30,012 10 117,673. The
Cyber premiums fall as Lockton flags 2027 volatility upper end of that range would mean a materially higher workload for security teams that track
risk disclosures and manage remediation programmes.
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability diselosure system will publish more than 50,000

‘Common Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 t0 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

‘Commeon Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 t0 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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IRST forecasts that the global vulnerability disclosure system will publish more than 50,000
‘Common Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single

BMC & AWS deepen Control-M cloud Al
orchestration deal

year.

Cyber premiums fall as Lockton flags 2027 volatility

risk The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 10 117,673. The

Al-driven ransomware attacks surge, most go upper end of that range would mean a materially higher workload for security teams that track

unreported disclosures and manage remediation programmes.
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

‘Common Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 t0 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

‘Common Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 10 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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IRST forecasts that the global vulnerability disclosure system will publish more than 50,000
‘Common Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single

BMC & AWS deepen Control-M cloud Al
orchestration deal

year.
Cyber premiums fall as Lockton flags 2027 volatility
risk The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 10 117,673. The
Al-driven ransomware attacks surge, most go upper end of that range would mean a materially higher workload for security teams that track
unreported disclosures and manage remediation programmes.
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

‘Common Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 t0 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

‘Commeon Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 t0 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

Alromance scams surge on UK dating apps, says ‘Common Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about

study 59,000. If realised, it would be the first time the industry has crossed 50,000 CVES in a single
year.

BMC & AWS deepen Control-M cloud Al

orchestration deal The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 10 117,673. The

London Tech Week 2026 agenda puts sovereign Al upper end of that range would mean a materially higher workload for security teams that track

cenire stage disclosures and manage remediation programmes.
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

Commeon Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 10 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

‘Commeon Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 t0 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

‘Common Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 10 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

Commeon Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.

The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 10 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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‘Commeon Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
Oracle NetSuite unveils Al tools & integration push 59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single

year.
Honeywell, TCS partner to drive Al-led IT-OT
convergence The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,

estimates the 2026 total will fall within a 90% confidence interval of 30,012 t0 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.

Cegal completes Tenaz Dutch North Sea IT transition

Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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‘ By Shannon Williams, News Editor

IRST forecasts that the global vulnerability disclosure system will publish more than 50,000

‘Common Vulnerabilities and Exposures (CVEs) this year, with a median estimate of about
59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
year.
The Forum of Incident Response and Security Teams (FIRST), a cybersecurity non-profit,
estimates the 2026 total will fall within a 90% confidence interval of 30,012 10 117,673. The
upper end of that range would mean a materially higher workload for security teams that track
disclosures and manage remediation programmes.
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59,000. If realised, it would be the first time the industry has crossed 50,000 CVEs in a single
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upper end of that range would mean a materially higher workload for security teams that track
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Vulnerability disclosures are a core input for security operations. Organisations use CVE entries
to guide patch management, risk assessments, scanning, and detection engineering across
security information and event management systems, endpoint tools, and intrusion detection
products. Higher volumes increase the time and effort needed to triage issues and determine
which exposures require action
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FIRST Forecast: CVEs Expected to Surpass 50,000 in 2026 for First
Time
Written by Drew Todd | Thu | Feb 12, 2026 | 6:40 PM 2

For the first time in history, annual CVE disclosures are projected to surpass 50,000.

The Forum of Incident Response and Security Teams (FIRST) released its 2026 Vulnerability Forecast this
week, estimating a median of 59,427 Common Vulnerabilities and Exposures (CVEs) for 2026, with a 90%
confidence interval of 30,012 to 117,673. FIRST notes that "realistic scenarios suggest 70,000 to 100,000
vulnerabilities are entirely possible this year," marking a significant milestone in vulnerability disclosure
history.

For CISOs, however, the milestone is less about the number itself and more about what it represents: scale.

A structural shift in vulnerability growth

FIRST's three-year outlook projects continued elevated disclosure levels, with a median of 51,018 CVEs in
2027 and 53,289 in 2028—still dramatically higher than historical norms. Upper-bound projections stretch
even further, reaching nearly 193,000 by 2028.

Importantly, FIRST emphasizes that its 2026 forecast uses "a new statistical model optimized to reflect the
range of possible outcomes rather than point prediction accuracy alone." The model accounts for the
structural shift in CVE publication patterns that occurred between 2017 and 2018 and produces asymmetric
confidence intervals that acknowledge a higher probability of exceeding the median forecast.

The methodeolegy has demonstrated reliability. FIRST reports its 2025 forecast achieved a Mean Absolute
Percentage Error (MAPE) of 7.48% for yearly predictions and 4.96% for Q4. The projections draw on
historical CVE records and publication trends from MITRE and the National Vulnerability Database (NVD).

This is not a one-year spike; it is a sustained trajectory.
Automation became mandatory years ago

Security leaders have felt this pressure building for years.

16.4K
Unique
Visits (3
Provided by

© SimilarWeb

February 12, 2026 ® ONLINE

FIRST Forecast: CVEs
Expected to Surpass
50,000 in 2026 for...

secureworld.io/industry-news/first-foreca...

Estimated Views 21 2

Calculated based on
audience size and social
engagement. Provided...


https://share.coveragebook.com/b/cc453fc59423519c/clips/f76776c8-3da4-4cda-9c5c-a8c144fc2489
https://www.secureworld.io/industry-news/first-forecast-cves-surpass-50k?hs_amp=true

SC Media

The essential resource for cybersecurity
professionals, delivering in-depth, unbiased news,...

) Media @ cyperisk

Security Operations, SOC, Security Strategy, Plan, Budget, Vulnerability
Management, Patch/Configuration Management, Threat Management

Published CVEs could hit record-
breaking 50,000-plus in 2026

February 12, 2026 < Share

By Stephen Weigand

(Adobe Stock)

The number of new vulnerability disclosures is predicted to surpass 50,000
in 2026, the first time Common Vulnerabilities and Exposures (CVEs) in the
cybersecurity industry will cross that mark in a single year if figures in a new
vulnerability forecast released Wednesday hold true.

In fact, the team at the global security nonprofit Forum of Incident Response
and Security Teams (FIRST) predicted that the median will be approximately
59,000 published CVEs by year's end. Realistic scenarios suggested between
70,000 to 100,000 vulnerabilities were possible, according to its 2026
Vulnerability Forecast.

The news for cybersecurity professionals only gets worse when locking
toward the future. FIRST projected that the number of new CVEs will
continue to grow in 2027, with a median of 51,018, and will increase again in
2028 to 52,289.
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The sheer volume of newly discovered software flaws is on track to cross a
staggering threshold this year, signaling a fundamental shift in the scale and
complexity of modern digital risk management for all organizations. The Forum of
Incident Response and Security Teams (FIRST) now projects that more than 50,000
Common Vulnerabilities and Exposures (CVEs) will be disclosed in 2026 alone, a
figure that transforms vulnerability management from a routine task into a critical
strategic challenge. This unprecedented surge demands a complete reevaluation of
how enterprises approach cybersecurity, from development pipelines to executive
boardrooms.
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A Ukrainian man who developed and managed the IcedID malware botnet faked his own

death in an attempt to escape the FBI and jail time in the US.

The unnamed suspect bribed Ukrainian cops to falsify a dead man's documents and issue a

death certificate in his name.

This happened in April 2024, a month before Europol and the FBI seized IcedID servers
during Operation Endgame—suggesting there was either a leak in the investigation or that

the suspect saw law enforcement agencies probing his servers.

According to court documents, the suspect appears to have been one of the top

individuals inside the IcedID malware operation.
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CISA orders federal agencies to
patch exploited SolarWinds, Apple,
Microsoft bugs within weeks

Vulnerabilities impacting critical products from SelarWinds, Apple, Microsoft and Notepad++
will have to be resolved by Tederal agencies in less than one month after being spotlighted by
the natien's cyber defense agency on Thursday.

The Cybersecurity and Infrastructure Security Agency (CISA) added ten new vulnerabilities to
its catalog of exploited bugs this week, forcing all federal civilian agencies to resclve the
issues by the first week of March — one vulnerability, SolarWinds’' CVE-2025-40538, will
have to be patched by federal civilian agencies by Sunday. Patches for the bug were released
by SolarWinds on January 28.

The issue affects SolarWinds Web Help Desk, an IT service management platform used by
many large organizations to handle ticketing, asset tracking and other tasks. The tool helps
companies centralize IT support operations.

Last week, CISA gave federal agencies only four days to patch another vulnerability affecting
the SolarWinds Web Help Desk platform that was initially released alon e CVE-2025-
40536,

SolarWinds is widely used across the federal government and was previously targeted by
Russian hackers as part of one of the largest nation-state a

s in U.S, history.
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CVE Count Could Hit
& 100,000 This Year, Warn
: Researchers

Tom Quinn
16 February 2026, 12.40pm

“The question organisations need to ask right now is: are my
people and processes ready to handle this volume, and am |
prioritising the vulnerabilities that actually put my data at risk?”
said Eireann Leverett, FIRST.

Security researchers have warned that more than 50,000 new Common
Vulnerabilities and Exposures (CVEs) will be identified for the first time
this year, with security teams cautioned to prepare for even mare
extreme scenarios.

Inits 20: ability Forecast, the Forum of Incident Response and
Security Teams (FIRST), a cybersec non-profit, predicts that 59,427 new
CVEs will be discovered this year, up from maore than 49,100 published in
2025.

But while FIRST's central estimate puts 2026 over the 50,000
mark, the report warns that realistic scenarios could push the total
between 70,000 and 100,000, with the upper range of its projection
sitting at nearly 118,000 — a number that would represent a "paradigm
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Sicherheitsliicken

2026 konnte erstmals Marke von
50.000 neuen CVEs knacken

OX@EE

Eine Prognose des FIRST-Netzwerks erwartet bis zu 100.000

Schwachstellen allein in diesem Jahr und die Zahlen steigen
weiter. Gleichzeitig ist die Zukunft des CVE-Programms selbst
ungewiss.

Die Zahl neu gemeldeter Sicherheitslicken wird in diesem Jahr
erstmals die Schwelle von 50.000 Gberschreiten. So lautet
jedenfalls die Prognose des internationalen
Sicherheitsnetzwerks FIRST (Forum of Incident Response and
Security Teams). Ware das noch halbwegs beherrschbar,
deutet die eigentliche Schreckenszahl in eine andere Richtung:
Im Median rechnet FIRST mit rund 59.000 veroffentlichten
CVEs zum Jahresende 2026.
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Le bug de I'an 2038

Le 19 janvier 2038 4 3 h 14 min et 7 s UTC, un bug pire gue celui de I'an
2000 menace de faire planter des milliards d'équipements dans le monde -
trains, IRM, implants, télécoms, distributeurs... Les informaticiens sonnent
I'alarme. Mais pour l'instant, les industriels sont dans le déni.
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Cet article paru dans Epsiloon n°57 vous est offert.
Epsiloon vit grice 2 ses lecteurs : abonnez-vous au magazine pour soutenir un L i
Jjournalisme scientifique indépendant. Ii;?["egggﬁ E:::"H.‘len'.;aul'll

Plus besoin de mode
d'emploi... Depuis l'arrivée
de I'lA, nous communiguons

avec les machines dans un
manipulation ni piratage. Ou plutét, elles vont remonter le temps. .. jusqu’au langage naturel de plus en

On connait la date de la fin des temps : le 19 janvier 2038, a3 h 14 min et 7 s UTC.
D'un coup, les horloges de milliards de machines vont revenir a zéro, sans

13 décembre 1901, 20 h 45 min et 52 s. Cela parait fou, un scénario de SF. Nous plus déconcertant - 3 base

venans nourtant d'en avair im aneren indireet en décembre dermier aver la de"je" et de "s'il te plait”.
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Cybersecurity, Ansatz

Cybersecurity: Neuer Ansatz soll Flut von Schwachstellen
bandigen

Die traditionelle Schwachstellensuche wird durch kontinuierliches Exposure
Management abgeldst, das Risiken nach ihrer tatsachlichen Gefahr priorisiert und
Angriffswege analysiert.

o 1 .
Cybersecurity: Neuer Ansatz soll Flut von Schwachstellen bandigen - Foto: Uber boerse-global.de

Die traditionelle Schwachstellen-Suche ist am Ende. Angesichts einer Rekordflut neuer Sicherheitslticken
und Kl-getriebener Angriffe setzt die Branche auf ein neues Paradigma: Continuous Threat Exposure
Management (CTEM). Dieser ganzheitliche Ansatz priorisiert Risiken nach ihrer tatsachlichen Gefahr far
das Unternehmen.
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Das Exploit Prediction Scoring System ist eine Metrik und
Kennzahl aus dem Bereich der IT-Sicherheit. Sie ermoglicht
Sicherheitsteams einen effektiven, zielgerichteten Einsatz
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handelt sich um ein datengestitztes Modell, das
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Sicherheitsliicke tatsachlich von Cyberkriminellen
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approximately 59,000 new vulnerabilities will be discovered this year, an estimate that in a worst case
scenario could rise to as high as 117,673,

Based on a statistical model that FIRST has developed, the report also forecasts that while the median VEEDITEE B i

number of vulnerabilities expected to be discovered in 2027 and 2028 will remain relatively constant
with 2026 projections, the upper bounds of the projections could be as high as 138,703 in 2027 and
192,993 in 2028 should, for example, artificial intelligence (Al) tools be more widely used than B ;Eétp DAY
anticipated to discover new vulnerabilities.

) 026
Report author Eireann Leverett who also serves as the CTO of Concinnity Risks Ltd., said the report for
planning purposes is designed to provide cybersecurity teams with a set of best and worst case

projections. While FIRST has a high level of confidence in the projection of 59,000 vulnerabilities in

2026, it will revisit those projections on a quarterly basis to continue to improve the statistical model A P
Upcoming Webinars
they are based on, noted Leverett

Exactly how many vulnerabilities might actually be exploited, however, remains guesswork. While

histarically only a small percentage of vulnerabilities are discovered, it's becoming increasingly
apparent that adversaries are becoming more adept at using Al tools to reverse engineer
vulnerabilities in a way that makes it much simpler to create exploits.

REcmTER NOW

As such, cybersecurity teams should revisit remediation workflows on the assumption that the
amount of time between when a vulnerability is disclosed and an exploit is available is narrowing, said
Leverett.

The challenge, of course, is that many IT teams want to test a patch before deploying it, a process that
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A report published by the Forum of Incident Response and Security Teams (FIRST) Inc. projects approximately 59,000 new
vulnerabilities will be discovered this year, an estimate that in a worst case scenario could rise 1o as high as 117,673. Based on
a statistical model that FIRST has developed, the report also forecasts that while the
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About the Security Event

CVE | FIRST VulnCon and the Annual CNA Summit 2026 bring together practitioners who
shape the global vulnerability management ecosystem. Participants learn from peers involved
in coordination, disclosure programs, and security research. The event focuses on the
operational challenges of vulnerability identification, triage, and communication, offering
insights that help organizations improve their processes and reduce exposure to exploitable
weaknesses.

The conference also encourages collaboration among CNAs, researchers, and enterprise
defenders who rely on accurate and timely vulnerability information. Through case studies and
interactive discussions, attendees explore how consistent frameworks and shared
understandina strenathen the overall ecosvstem. VulnCon provides professionals with a clear
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About the Security Event

The Cyber Threat Intelligence Conference 2026 in Munich continues a long standing effort to
bring together CTI specialists from government, critical infrastructure, and private sector
organizations. Attendees engage in discussions on proactive intelligence, adversary analysis,
and operational methods that help teams anticipate and mitigate threat activity. Presentations
and workshops support practitioners who rely on intelligence to strengthen their decision
making and defensive strategies.

The conference environment encourages collaboration among experis who manage sensitive
threat data and complex intelligence programs. Participants explore lessons learned from real
incidents, learn new analytical models, and work together to advance trusted intelligence
sharing. By focusing on practical techniques and cross sector cooperation, the event helps
organizations improve resilience and better prepare for evolving cyber threats,
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The Cyber Security Authority (CSA), in collaboration with Vice-Chancellors Ghana Engagements
(vce) and the Forum of Incident Response and Security Teams (FIRST), has

organised a capacity-building workshop for vice-Chancellors of public Ring 0545343303

universities in Accra. Total number of social

The workshop forms part of efforts to strengthen cybersecurity leadership and engagements

resilience within Ghana's tertiary education sector.

Participants were taken through emerging cyber threats affecting educational
institutions, as well as key vulnerabilities identified by the CSA within the sector.

UNIQUE TASTE!

The training also covered cybersecurity governance frameworks and regulatory

obligations, aimed at improving institutional preparedness and response.

As part of the broader initiative, a specialised technical session was organised

for IT Directors and Cybersecurity Leads from tertiary institutions.

During this session, participants were trained in vulnerability management
practices, including the use of vulnerability scanning and monitering tools to
identify, assess and address security weaknesses in university networks and

digital systems.

The initiative is expected to enhance the capacity of university leadership and
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The Cyber Security Authority (CSA) has organised a capacity-building
workshop for members of Vice-Chancellors’ Ghana (VCG) in Accra to
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strengthen cybersecurity leadership and resilience within Ghana's tertiary Finds “Quiet
education sector. Shift” in PR
It was organised in partnership with the Shadowserver Foundation and the 30th Mar 2026
Forum of Incident Response and Security Teams (FIRST) to enhance
understanding of the evolving cybersecurity landscape affecting higher | Why the African
education institutions, travel trade
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Opening the workshop, the acting Deputy Director-General of the CSA in

charge of regulatory operations, Dr. Jamal Seidu Tozua, speaking on behalf of
the Director General, Mr. Divine Selase Agbeti, highlighted the growing
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Measuring security performance in real-
time, not once a quarter

Most organizations have invested heavily in security products over the past
decade. The assumption embedded in that spending is that more tools equal
better protection. Tim Nan, CEO of , says that assumption is the
most persistent misconception he encounters when working with security
leaders across industries.
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“Adversaries don't operate on averages,” Nan says. “They only need one path Total number of social

that works. The issue isn't whether your defenses work most of the time. It's engagements
whether they ever fail in a way that can be chained into a real attack.”

Defenses can perform well across most scenarios and still carry gaps under
specific conditions that can be chained into a working attack. Even in mature
environments, those gaps exist.
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Qualys has launched Agent Val. It's an

Al agent embedded within Enterprise
TruRisk Management that
fundamentally reshapes how security
teams validate and remediate
vulnerabilities, The tool marks a

decisive shift from assumption-driven vulnerability management to evidence-

based risk reduction, addressing a market gap that has persisted despite years

of competing solutions.

The timing reflects genuine market pressure, The volume of known exploited

vulnerabilities has grown 6.5 times over four years. Critical vulnerabilities remain

open at Day 7 at higher rates than before. Meanwhile, attackers now exploit

vulnerabilities before patches exist, compressing response windows to negative

timelines. Manual remediation has hit a hard ceiling, leaving security teams

overwhelmed by volume rather than focused on actual risk.

Sumedh Thakar, president and CEO of Qualys,
said, “Having a vuinerability does not equal
risk. What matters is whether an attacker can
successfully reach and execute an exploit
path in your enviranment. As exploit timelines
shrink and adversaries use Al to move faster,

the industry can't keep running on

assumptions,

AN
Sumedh Thakar, president and CEQ of

“Agent Val in ETM moves the Risk Operations Quaiys

jorecisely

o |

Is Your Data Actually Al-Ready?
March 19, 2026

Z OHO
Partner-Led Expansion Fuels
é—_r)@g Zoho's Global Growth
" March 11, 2026

]

Don't want to miss out on the latest news and
storles ? Sign up to our weekly newsletter

Your emall

Calculated based on
audience size and social
engagement. Provided...


https://share.coveragebook.com/b/cc453fc59423519c/clips/f71032d0-263c-49e4-9438-41443cd2c3d4
https://www.enterprisetimes.co.uk/2026/03/26/agent-val-proves-exploits-not-just-predicts-them

rys Latest Updates & Breaking 72 65.5K March 24,2026 & ONLINE

Domain Unique
SA  News of Ghana Aoty @ Vists @ Ghana Universities

News Ghana provides breaking news, top stories in Provided by Provided by

Ghana, Africa, business, entertainment, politics an... MOZ © SimilarWeb Rehea rse

Ransomware Crisis i...

newsghana.com.gh/ghana-universities-re...

Ghana Universities Rehearse

Ransomware Crisis in [ eceiross [ Estimated Views 453
Cybersecu rity D ril I :‘:;:::ir;ques!ions about gene drive,

&y Mews Ghana - |

Calculated based on

Bibiani-Anhwiasc-Bekwai MCE Denies audience size and social
Allegations Of Sending Aide To Collect Money .
From lllegal Miners In Chirano engagement~ Provided...

“We're committed to Ghana's regional energy
hub agenda’ - Asharami Ghana MD

Bestlink Ventures Cautions Public Over Oyibi
Land

Why set up an anti-corruption agency while
shielding GoldBod at the same time? = |[ERPP
queries govt

First Atlantic Bank Posts 30% Profit Jump in
Landmark Year

Global Index Ranks Ghana 17th, Ahead of
China, UK and Germany

Sports Ministry Denies Sponsoring Fans for
Black Stars Germany Friendly

Cybersecurity

Robbery Suspect Dies After Jumping From

. . : . : - . Police Vehicle in Savannah
Vice-chancellors of Ghana's public universities have participated in a ransomware

attack simulation as part of a structured cybersecurity capacity-building workshop UK Adviser Warns Starmer Over Energy Shack
organised by the Cyber Security Authority (CSA) in collaboration with Vice- and Inflation
Chancellors’ Ghana (VCG).

The workshop, held in Accra, was designed to strengthen cybersecurity leadership
and resilience across the tertiary education sector, and was organised in partnership
with the Shadowserver Foundation and the Forum of Incident Response and
Security Teams (FIRST).
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Accra, March 17, GNA-The Cyber Security Authority (CSA) has
organised a capacity-building workshop for members of Vice-
Chancellors’ Ghana (VCG) in Accra to strengthen cybersecurity
leadership and resilience within Ghana's tertiary education sector.

It was organised in partnership with the Shadowserver Foundation and
the Forum of Incident Respanse and Security Teams (FIRST) to enhance
understanding of the evolving cybersecurity landscape affecting higher
education institutions.

Opening the workshop, the acting Deputy Director-General of the CSA
in charge of regulatory operations, Dr. Jamal Seidu Tozua, speaking on
behalf of the Director General, Mr. Divine Selase Agbeti, highlighted
the growing cybersecurity risks facing educational institutions and
emphasised the need for strang cyber hygiene practices across
universities.

He urged Vice-Chancellars to strengthen the technical capacity of their
IT departments and enhance collaboration with the National Computer

© 2026 Microsoft
exposure 1o cyber risks.

He urged tertiary institutions to support efforts towards establishing an
Education Sector Computer Response Team (CERT) to facilitate
coordinated threat detection, response, and information sharing within
the sector stressing the need for institutions to engage only licensed
and accredited cybersecurity providers when procuring cybersecurity

services.
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The Cyber Security Authority (CSA) in collaboration with Vice-Chancellors’ Ghana

(VCG) has organised a capacity-building workshop for the vice-chancellors of the

public universities in the country. Most Popular

The move aims to strengthen eybersecurity leadership and resilience within the

tertiary education sector.

It was organised in partnership with the Forum of Incident Response and Security
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Sonda, Siemens

Mobility awarded
Mexico train Wi-Fi...

Latin American IT group Sonda has
waon, in partnership with Siemens..
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