FIRST Q2FY26 PR Coverage (As of

N

GROWTH STACK
MEDIA

6.29.26)

Presented by Growth Stack Media

Info: it
/ i - )

o 1)

Al Companies to Play Bigger
Role in CVE Program, Says
CIsA

Youmay also like

i Mot Securlty nesisties: Dady and weokdy news, cybersecseiy obs, 0pen secsce projects, brasking news ~ subseribe herel

NETSECURITY

Mews Fesues CISO A Vidoss Profucishomease indusiynews Bdews W

et Hewsieirs |G 1] Jin

3

Fixing vulnerability data quality requires
fixing the architecture first

HETSECURITY

ter for how we fix 2

¥inf&ano

B Security Boulevard

Al Decline? Confidence in Autonomous Penetration
Testing Falls

Editor

0



Contents

SUMMANY e Page 3
Highlights ... Page B

COoVerage ... Page 7



Summary



107 89.4M

Pieces of Coverage Audience

Total number of online, offline and social clips in this report Combined total of publication-wide audience figures for all outlets

featuring coverage

571K

Estimated Views

Prediction of lifetime views of
coverage, based on audience

reach & engagement rate on...

333

Engagements

Combined total of likes,
comments and shares on social
media platforms

43

Avg. Domain Authority

A 0-100 measure of the
authority of the site coverage
appears on. Provided by Moz



Highlights



MNETSECURITY

i . ) ail Featured news

Fixing vulnerability data quality requires
fixing the architecture first

Hoet Security interwhre; Art Manion, Deputy Dinector of
frf viAnepbiNty a1 JCTOTE PEBOERONTS SUIYE MCOHEect ed

H Resources

Downlapd: Secute Foundations for Al
Workloats on AWS:

Help Net Security

¥ in f & =

E Security Boulevard

s Fechstrong | Group
2 Futurum company

AHALTICE  APPHIC  OFD CLOUD  DIVOPE AL DINTITY  NCIDENTRESPORST  WOT/ICE  THRIATS / BRIACHES

L

Report: CVE Disclosures Are 46% Higher Than
Projected in First Half of 2026
[ ]

Security Boulevard

Infsecurity
Magazine

v

Al Il'ﬁcm-:panles to Play Bigger
Role in CVE Program, Says

[ro S—
@ Follow §¥pairest i You may also like

Infosecurity Magazine

oy Lot Brsliekd in W X @ &

CISA tells agencies to patch
smarter, not harder —
foreshadowing broader
industry practice

toruns Aradyn

A new CI5A directive moves federal agencies beyond

CSO Online

AR
DARK
20 PR v o .

[

[l
)

CYBURSECURTY OFENATING  AFFUCATION SLEWHTT

cveen wise

INBFONT BITWTT WS

Al Decline? Confidence in Autonomous Penetration

Testing Falls

e Hobsert Lemen

Dark Reading

05w Editor's Choice

»  J DARKREAD
B CONFIDENTIAL



https://share.coveragebook.com/b/fe6be6895da36a15/clips/78cd015d-a574-48d4-9291-b58a02163a06
https://share.coveragebook.com/b/fe6be6895da36a15/clips/c85e48ee-7748-4714-b2ac-fc51aa593ab1
https://share.coveragebook.com/b/fe6be6895da36a15/clips/59ab5762-5a13-4ff3-9e56-b531c925e622
https://share.coveragebook.com/b/fe6be6895da36a15/clips/9c8814a3-0de4-4468-8ed2-398c88ed17b6
https://share.coveragebook.com/b/fe6be6895da36a15/clips/9f900264-a3d9-4e22-b306-1cab7fdf5e42

Coverage

107 pieces



+

Help Net Security

Cybersecurity news with a focus on enterprise
security. Discover what matters in the world of...

76

Domain
Authority (3

Provided by

MOZ

Help Net Security newsletters: Daily and weekly news, cybersecurity jobs, open source projects, breaking news - subscribe here!

ELP NETSECURITY

Industn

Delinea Hidden identities create hidden risk.

eve full visibility?

Director of Cantent, Help
Net Security

The case for fixing CWE weakness patterns
instead of patching one bug at a time

In this Help Net Security interview, Alec Summers, CVE/CWE Project
Lead, discusses how CWE is moving from a background reference into active
use in vulnerability disclosure. More CVE records now include CWE mappings
from CNAs, which tends to produce mare precise root-cause data.

l help analysts map weaknesses faster, but can reinforce bad
patterns if trained on poor examples. Summers argues that fixing weakness
patterns reduces recurring work for security teams, even those operating on
tight budgets. The core problem is framing: the industry defaults to
vulnerability language, while CWE asks teams to focus on what made the bad
outcome possible in the first place.

ALEC SUMMERS
MITRE

HELFNETSECURITY

CWE has long existed as a reference taxonomy that many
practitioners acknowledged but few actively used. For
engineers who have been filing CVEs and ignoring CWE IDs for
years, what has changed to make the taxonomy feel relevant
to daily work?

CWE has long been embedded in how many organizations approach software
development via its prevalence in static analysis tools, secure coding guidance,
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Cyber Security Events 2026: la nostra Guida

112026 & un anno cruciale per la sit digitale e la resili iva. L'entrata in vigore
di normative strategiche come DORA, I'Al Act e altre regolamentazioni europee sta ridefinendo
profondamente il panorama della cybersecurity per aziende e istituzioni.

In questo contesto, gli eventi di cybersecurity diventano strumenti strategici: un'eccasione per
restare aggiornati su minacce emergenti, best practice e tecnologie innovative, confrontarsi con
esperti, comprendere le evoluzioni normative e scoprire le soluzioni pill avanzate per

proteggere sistemi e dati.

La Guida agli Eventi Cyber Security 2026 raccoglie i principali appuntamenti in ltalia e
all'estero dedicati a sicurezza informatica, cyber risk, resilienza digitale, innovazione
tecnologica e nuove tendenze del settore. Ogni evento & presentato con una scheda sintetica
che include nome, date, citta e descrizione, insieme ai link ufficiali per consultare il programma
completo e registrarsi

Pensata per professionisti, aziende, manager e appassionati, la guida offre una panoramica
chiara per orientarsi tra le opportunita offerte dagli eventi cyber, Scopri i principali

appuntamenti e resta un passo avanti alle minacce digitali

Ecco la nostra guida ai principali eventi cyber del 2026 in ltalia e all'estero

Innovation Cybersecurity Summit
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Introducing the Volerion Vulnerability
Intelligence Platform

. Ruben Bos 13 Apr, 2026 25 Product. Announcements

Most vulnerability dashboards are not effective for daily use. They start promising but quickly become a
source of noise. Analysts end up manually checking data instead of making decisions. The problem is not

the dashboard itself, but the incomplete data it runs on,

Today, we are intreducing the Volerion Vulnerability Intelligence Platform beta. It is a practical system to
turn vulnerability data into decisions at scale. The dashboard is available at appvolerion.com.
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Built on Complete CVE Intelligence

Most vulnerability dashbeards look polished, but many run on incomplete or incorrect data. That creates
noise for security teams and forces analysts to keep verifying records by hand. We took a different
approach at Volerion. We fixed the data problem first by analyzing each and every CVE in-house and
filling gaps when public records miss details like CPEs or CVSS scores. Only after that did we build the

Apr13,2026 - @& ONLINE News

Introducing the
Volerion Vulnerability
Intelligence Platform

blog.volerion.com/posts/introducing-the-v...
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critical fix for MailPlus Server
In this Help Net Security interview, Art Manion, Deputy Director at Engagements 9
examines why vulnerability data across repositories stays inconsistent and

hard 1o trust.
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The problem starts with systems not designed to collect or manage that data
well. They introduce the idea of Minimum Viable Vulnerability Enumeration

(MVVE), a minimum set of assertions needed to confirm two systems describe

the same vulnerability, and find no true minimum exists. Assertions vary by RESOUI’CES

case and change over time. They argue that before writing new specifications

or building new tools, the community needs shared terms and principles Download: Secure Foundations for Al
Metrics like CVSS scores often distract from the harder work of assessing Workloads on AWS

actual risk in context
Download: Automating Pentest Delivery

Guide
CIS Benchmarks March 2026 Update
ART MANION
Tharros
HELPNETSECURITY

When two repositories disagree about whether a patch fixes a
vulnerability, is that a data quality problem, a governance
problem, or a definitional problem? And does the distinction
matter for how we fix it?

This is likely all three problems, in some combination, and with some degree of
overlap. The set of vulnerable and fixed software products and versions may be
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Al Companies to Play Bigger
Role in CVE Program, Says

Kevin Poireault
Reporter, nfosecul 3
Follow @Kpoireaut - Connect on Linkedin

Al companies like OpenAl and Anthropic should play a big
vulnerability disclosures in the future, accerding to a lead
wulnerability disclosure scheme.

-
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European Cybersecurity Agency ENISA Seeks
Top-Tier Status in CVE Program

Speaking at the opening of VulnCon26 in Scottsdale, Ariz
Cerkovnik said Al companies “should be better represente|
Vulnerabilities and Exposures (CVE) program.

As chief of the Vulnerability Response & Coordination (VR|

CISA Throws Lifeline to CVE Program with
Last-Minute Contract Extension

EaeTes

Cybersecurity and Infrastructure Security Agency (CISA),
run CVE program, Cerkovnik and her team manage coordi
disclosures for the CVE program.

She acknowledged that the program has faced a rapid groj

[ news [ENIOENE

CVE Program Launches Two New Forums to
Enhance CVE Utilization

vulnerabilities over the past year and that the evolution of 1= RO T

accelerate that growth.

“With the arrival of new Al tools, some helping discover val
perhaps finding things with less value, we're at a turning p|
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FIRST CEO Calls for Global CVE Collaboration
amid Al Vulnerability Tsunami
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TSecurity.de O

Cybersecurity news. Clear. Fast. Independent.

News Security alerts (EU)  Security alerts (USA) Latest news by topic  Recent searches

Smartphone: Menu bug fixed | More content added.

Bl Newsletter Sign-

Welcome to TSEcurity.de

Welcome to TSecurity.de, your cybersecurity information
technology portal . Here you will find the latest news, tips,
videos and downloads daily on cybersecurity, IT security,
operating systems, data protection and more .

The goal of Team IT Security is to promote IT security and

awareness in Germany and beyond.

The "Team IT Security" project, also known as "TSEC," from
tsecurity.de aims to provide IT security experts and enthusiasts
with information and resources to help them cope with cyber

threats.
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Mozambique expands cybersecurity
capacity through EU partnership

Nana Oye Ankrah | April 15,2026 '+ Africa

(o] Mozambique is accelerating efforts to strengthen its national cybersecurity architecture through a
SHARE

new cooperation programme with the European Union, aimed at improving technical capacity,
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Coordinated vulnerability disclosure is now
an EU obligation, but cultural change takes
time
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In this Help Net Security interview, Nuno Rodrigues Carvalho, Head of Sector
for Incident and Vulnerability Services at ), discusses the recent

and what it exposed about the fragility of global vulnerability
disclosure infrastructure. He outlines how EU regulations, including the Cyber
Resilience Act and NIS2, are creating stronger accountability for vendors and
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ENISA is building out European vulnerability services to support member
states. Carvalho also addresses how practitioners navigate conflicting
enrichment sources, and argues the CVE program needs a distributed model
with no single point of failure.

Workloads on AWS

Download: Automating Pentest Delivery

Guide

CIS Benchmarks March 2026 Update

NUNO RODRIGUES
CARVALHO

ENISA

HELFNETSECURITY

The CVE program recently experienced a significant funding
scare when MITRE’s contract with CISA came close to lapsing.
From ENISA’s vantage point, what does that episode reveal
about the structural fragility of a vulnerability disclosure
ecosystem that underpins global cybersecurity?

The CVE Program has lang served as the single global reference point for

Download: Secure Foundations for Al
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European Cybersecurity
Agency ENISA Seeks Top-
Tier Status in CVE Program

Kevin Poireault
Repo Inf ty Magazine
Follow @Kpoireault  Connect on LinkedIn

ENISA, the EU's Cybersecurity Agency, is
strengthening its ties with the US-funded Common
Vulnerabilities and Exposures (CVE) program, a top
leader of the agency has announced.

Invited to speak at VulnCon26's opening keynote in
Scottsdale, Arizona, on April 14, Nuno Rodrigues
Carvalho, head of sector for Incidents and
Vulnerability Services at ENISA, revealed that the
agency was currently being onboarded by the US
Cybersecurity and Infrastructure Security Agency
(CISA), sole sponsor of the program, to become a
top-level root CVE Numbering Authority (TL-Root
CNA).

Speaking to Infosecurity after the session, Carvalho
said he hopes the European agency can obtain this
status “in 2026 or early 2027."

CNA. Root CNA and TL-
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Jonathan Greig
April 15th, 2026

NIST to limit work on CVE entries as
submissions surge

The National Institute of Standards and Technelogy (NIST) announced significant changes to
the system that tracks cybersecurity vulnerabilities, admitting that bug submissions are
growing exponentially each year.

NIST said it will only add details and information to the records of vulnerabilities that meet a

certain threshold — changing a lengstanding mission to categerize every CVE, which stands
for cybersecurity vulnerabilities and exposures.

The agency typically adds descriptions and data like the severity score of a vulnerability to
the CVE record after it is submitted to the National Vulnerability Database (NVD). According to
a NIST statement on Wednesday, this task became impossible with the deluge of submissiens
this year.

“Submissions during the first three menths of 2026 are nearly one-third higher than the same
period last year. We are working faster than ever. We enriched nearly 42,000 CVEs in 2025 —
45% more than any prior year. But this increased productivity is not enough te keep up with
growing submissions.”

NIST, which runs the NVD, said CVEs that don’t meet the new criteria will still be listed but will
not have new information added — a process cybersecurity experts call "enrichment.”

Starting on Wednesday, NIST will only enrich CVEs that appear in a federal catalog of
exploited vulnerabilities organized by the Cybersecurity and Infrastructure Security Agency

i

BRIEFS

Cargo thieving hackers running
sophisticated remote access campaigns,

researchers find | April 160, 2026

Sweden says pro-Russian hackers
attempted to breach thermal power plant

Russia appears to block social media
platform Bluesky amid wider internet
restrictions | Apri 4

Hack at Dutch gym chain Basic-Fit exposes
customer data in several EU countries.

April 12th, 2026

Cryptocurrency ATM giant Bitcoin Depot
reports $3.6 million stolen in cyberattack
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NIST cuts down CVE analysis
amid vulnerability overload

News
Apr16, 2026 - 5mins

The agency will only add enrichment details to CVEs in
limited cases going forward, pricritizing known exploited
flaws and vaguely defined ‘critical software.

-

<

Credit: Elaur / Shutterstock

Overwhelmed by an escalating volume of security flaws,
the National Institute of Standards and Technology (NIST)
has announced significant changes to how it handles
cybersecurity vulnerabilities and exposures (CVEs).
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Evolution mensuelle du nombre de CVE regues et traitées par le NIST. (crédit : NIST)
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Assailli par un nombre croissant de failles de sécurité a traiter,
I'Institut national des normes et des technologies (NIST) a annoncé
des changements importants dans la maniére dont il traite les
vulnérabilités et les expositions en matiére de cybersécurité (CVE).
Plutét que de s'engager a enrichir toutes les entrées de sa base de
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The cybersecurity community is facing a rapidly
evolving software vulnerability landscape, with the
mean time to exploit plummeting from weeks to
mere hours.

As artificial intelligence fundamentally alters how
security flaws are both discovered and weaponized,
industry leaders are grappling with how to manage
an unprecedented explosion of vulnerabilities.

Chris Gibson, CEO of global incident response
alliance FIRST, believes the answer lies in strict
global cooperation rather than fragmented, regional
efforts.

Pointing to European Union Agency for
Cybersecurity's (ENISA) decision to ir
CISA and MITRE as a Top-Level Rog
says it is crucial to maintain a unified, federated

wulnerability database instead of siloing vital threat
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Report Surge

ﬁ A surge in vulnerability submissions is forcing the National Institute of Standards and Technology, the
U.S. agency that helps maintain the National Vulnerability Database, to narrow how it handles Common

X Vulnerabilities and Exposures, or CVEs. Starting April 15, 2026, NIST said it will focus its added

® analysis on a smaller set of the most urgent flaws

That added analysis, often called enrichment, gives security teams valuable information to prioritize
patches. NIST has traditionally added items such as severity scores and affected product lists to all
CVE records.

NIST said CVE submissions rose 263% between 2020 and 2025. “We are working faster than ever.
We enriched nearly 42,000 CVEs in 2025 — 45% more than any prior year,” NIST wrote.

Cybersecurity professionals have reacted with a mix of concern and understanding. The move is risky
because it removes context many teams use for triage. It will also force defenders to rely more on
vendor advisories, CISA, CNAs and commercial tools rather than treat the NVD as a one-stop
prioritization source, according to comments published by ITPro.

Now NIST will concentrate that work on three groups: vulnerabilities in CISA's Known Exploited
Vulnerabilities catalog, software used by the federal government and “critical software” covered by
Executive Order 14028. NIST said it aims to enrich KEV-listed flaws within one business day of receipt.
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How NIST's Cutback of CVE Handling Impacts Cyber

Teams

Industry and ad hoc coalitions appear poised to help fill the gap created by NIST's decision to cut back on CVE

data enrichment

e _3. Becky Bracken, Senior Editor, Dark Reading © 7 Min Read
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The chilly air-conditioned Scottsdale ballroom hardly stirred while Harold
Booth, program manager for NIST's National Vulnerability Database
(NVD), discussed a major operational change — his organization is
scaling back its operations and will prioritize which CVEs are chosen for

enrichment rather than takina them all nn
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JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Summers said.
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JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Summers said.
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Fii, 17th Apr 2026

JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Summers said.
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JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Summers said.
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F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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day event drew more than 500 attendees from across the vulnerability management and cybersecurity
Insight launches managed defence for Al-driven flaws Sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,

1BM & Red Hat launch £5bn open-source security plan

represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.
KnowBe4 partners Secure Code Warrior on Al training

Discussion also focused on the Commeon Weakness Enumeration framework and its expanding role in
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at

exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers

Top stories MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just

confirmation that a vulnerability exists.
Cisco and OpenAl outine Al's growing role in cyber

defence "What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the

value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
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Capsule Security raises $7 million to guard Al agents F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity

Anthropic launches Glasswing Al cyber coalition with sectors.

partners

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers

Red Hat survey finds cloud security incidents rife
A & represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Red Hat finds cloud security incidents hit 97% of fims Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
wulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just

Top stories confirmation that a vulnerability exists
Cisco and OpenAl cutiine Al's growing role in cyber "What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
defence value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability

exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
PDQ launches Al-assisted package builder for IT teams recurrence,” Summers said.
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Capsule Security raises $7 million to guard Al agents F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity

Anthropic launches Glasswing Al cyber coalition with sectors.

partners

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers

Red Hat survey finds cloud security incidents rife
A & represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Red Hat finds cloud security incidents hit 97% of fims Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
wulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just

Top stories confimation that a vulnerability exists.
Ransomware hits European suppliers as attacks surge "What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
55% value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
Cisco and OpenAl outline Al's growing role in cyber recurrence,” Summers said.
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partners F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-

day event drew more than 500 attendees from across the vulnerability management and cybersecurity
JFrog &iZeno expand Al security tools in Southeast Asia sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Red Hat survey finds cloud security incidents rife

Red Hat finds cloud security incidents hit 97% of firms
Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at

Top stories MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just

confimation that a vulnerability exists.

Cisco and OpenAl cutiine Al's growing role in cyber

defence "What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability

PDQ launches Al-assisted package builder for IT teams exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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Capsule Security raises $7 million to guard Al agents F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity

Anthropic launches Glasswing Al cyber coalition with sectors.

partners

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers

Red Hat survey finds cloud security incidents rife
A & represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Red Hat finds cloud security incidents hit 97% of fims Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
Top stories confirmation that a vulnerability exists.

Corma eams second Gartner nod for SaaS management What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability

UK fraud losses hit GBP £1.28 billion as scams rise exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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Sat, 18th Apr 2026

JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Summers said.

12.5K
Unique
Visits (@
Provided by

© SimilarWeh

Apr18,2026 - @& ONLINE News

FIRST conference
highlights Al & CVE
disclosure push

channellife.com.au/story/first-conference-...

1.25K

Estimated Views


https://share.coveragebook.com/b/fe6be6895da36a15/clips/30a35dbc-da0b-40a4-a7b0-d4a0f7a96f00
https://channellife.com.au/story/first-conference-highlights-ai-cve-disclosure-push

ChannelLife India 24

ChannelLife India is a live news website with regular il

email newsletters dedicated to India's technology...
Provided by

MOZ

ChannelLfe India - Industry insidder news for technology resellers

Authority (3

POWERED BY

ChannellLife

INDIA

I(,umr.e» CloudServices  Cybersecwrity Distibutors  Microsoft  Partner Programmes

10T SECURITY APPLICATION SECURITY SUPPLY CHAIN

FIRST conference
highlights Al & CVE
disclosure push

Sat, 18th Apr 2026

Related stories

JOSEPH GABRIEL LAGONSIN
Red Hat survey finds cloud security incidents rife News Editor

Al-driven cyber wars to reshape security in 2026

Why organisations in Asia Pacific are rethinking their Al
deployment strategies Sectors.

TechDay

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,

1BM & Red Hat launch £5bn open-source security plan

represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco
KnowBe4 partners Secure Code Warrior on Al training

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just

Top stories
confirmation that a vulnerability exists
Cisco and OpenAl outine Al's growing role in cyber

exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers

defence "What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the

value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
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brief recurrence,” Summers said.
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Sat, 18th Apr 2026

JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Summers said.
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Sat, 18th Apr 2026

JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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Sat, 18th Apr 2026

JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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Sat, 18th Apr 2026

JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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Red Hat survey finds cloud security incidents rife sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.
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JOSEPH GABRIEL LAGONSIN
Mews Editor

F IRST has wrapped up CVE/FIRST VulnCen 2026 and the Annual CNA Summit in Scottsdale. The four-
day event drew more than 500 attendees from across the vulnerability management and cybersecurity
sectors.

Security professionals, researchers and policymakers gathered to discuss vulnerability disclosure, CVE quality,
exploit prediction, coordinated disclosure and the security implications of artificial inteligence. Speakers
represented organisations including CISA, ENISA, NIST, Google, Microsoft, NVIDIA, Dell and Cisco.

Discussion also focused on the Common Weakness Enumeration framework and its expanding rolein
vulnerability disclosure. Alec Summers, CVE/CWE Project Lead and Principal Cybersecurity Engineer at
MITRE, said organisations increasingly want more detail on the underlying causes of software flaws, not just
confimation that a vulnerability exists.

"What's changed is that CWE is now becoming a more integral part of vulnerability disclosure itself, as the
value of transparent root-cause mapping is more widely appreciated. Simply knowing that a vulnerability
exists isn't enough; teams need to understand why it exists in order to prioritize, remediate, and prevent
recurrence,” Surmers said.
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CENSYS, INC.TM

Censys auf der Cyber Threat Intelligence
Conference 2026 in Miinchen

D: 2245663

(firmenpresse) - Censys, ein fihrender Anbieter im Bereich Intemnet

der Cyber Threat Intelligence Conference 2026 teil. Die Veranstaltung
des Verbandes FIRST (Forum of Incident Response and Security
Teams) findet vom 21, bis zum 23. April in Minchen statt und bringt
internationale Fachleute aus der Cybersicherheit zusammen.

€@©

(Die Bildrechte liegen beidem Al Ausstaller prasentiert Censys auf der Konferenz seine Plattform zur
Verfasser der Mitteilung.) umfassenden Erkennung, Analyse und Uberwachung von

internetbasierten Assets und Online-Angriffsfiichen. Die Tools der
Plattform ermaglichen mit Intemet Intelligence, Attack Surface Management und Threat Hunting eine
verlassliche Sicherheits- und Risikoanalyse. So kdnnen Untemehmen und Behérden ihre Angriffsflache
analysieren, verborgene [T-Risiken aufdecken, schadliche Infrastrukturen aufspiren und digitale
Infrastrukturen kontinuierlich iiberwachen. Aus den Daten lassen sich gezielt Gegenmalnahmen ableiten,
dies erhaht den proaktiven Schutz vor Cyberbedrohungen.

Censys nimmt als Aussteller und Gold Sponsor an der Konferenz teil. Neben der Censys Plattform stellt
das Untemnehmen insbesondere die enweiterten Funkti fir detaillierte Internet Intelli -Daten und
Risk Scoring in Echizeit vor. Durch die Integration fiir Security Operations Center erhalten SOC-Teams
mehr Transparenz und eine fundierte Ej undlage mit dem HKontext.

Weitere Infos zu dieser Pressemeldung:

hitps:/iwww.censys.com/de

Themen in dieser Pressemitteilung:

cybersecurity = cybersicherheit it security it sicherheit

attack-surface-r gement threat-intelligence threat-hunting

Unternehmensinformation / Kurzprofil:

Uber Censys:
Censys, Inc.TM ist die fiihrende Internet-Intelligence-Plattform fiir Threat Hunting und Attack Surface

Intelligence, Attack Surface Management und Threat Hunting, nimmt an
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ARTICLE — NIST — CVE — VULNERABILITY MANAGEMENT

NIST Declares “Inbox Zero,” Pulls Back
On CVE Enrichment. Now Enterprise
Security Teams Must Fill The Gap

An analysis of the National Vulnerability Database's shift to
risk-based triage and what it actually means for the people
patching systems (first of a two-part analysis)

GEORGE V. HULME
April 20, 2026 . 9:12 AM — 5 min read

CVE DATA

The National Institute of Standards and Technology (NIST) has effectively
conceded that it can no longer analyze every vulnerability flowing into the
National Vulnerability Database (NVD).

“NIST declared inbox zero. Over a year behind, the budget never caught
up, and now they're saying the quiet part out loud. Federal priority CVEs

get enriched, everything else is on us,” says Andrew Storms, a long-time
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Silobreaker introduces.agentic Al for intelligence

workflows with emb
in governance ;

New capabilities, including Silobreaker Mimir, enable intelligence teams to work faster, SHARE
and apply richer context, while extending trusted insight across security, risk and @
enterprise decision-making

LONDON - April 21, 2026 - Silobreaker, a leading security and threat intelligence
technolegy company trusted by intelligence consumers, security leaders, risk teams and
analysts, today announced new agentic Al capabilities that strengthen its role as a
foundational intelligence engine across cyber, geopolitical, physical and operational risk
domains. The new capabilities combine faster research and deeper contextual analysis with
built-in governance and transparency to ensure trusted intelligence can be safely consumed
across the wider enterprise.

Silobreaker Mimir is an embedded agentic capability for intelligence operations, working
directly within the analyst workflow. It helps teams retrieve evidence, deepen analysis, and
turn validated findings into native assets and stakeholder ready outputs - such as creating
dashboards and reports - in a single connected environment. Intelligence teams can scale
their coverage of complex evolving stakeholder requirements while maintaining full
oversight, with all outputs grounded in verifiable source material and transparent reasoning.

“For intelligence teams, the real challenge is accelerating analysis without losing context,
accountability, or trust,” said Silobreaker CEO, Geoffrey Brown. “Silobreaker Mimir applies Al
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The NVD Just Threw In The Towel - Now What?
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v D
A little over a year ago, | wrote Death Knell of the NVD and even broke down the NVD
chaos with Josh Bressers and Dan Lorenc:

#, Untangling the NVD Chaos: Josh Bressers & Dan Lorenc
& R r

FEATURING

Josh Bressers Dan Lorenc

Untangling the NVD Chaos
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P Watch on I8 YouTube

The point was, the NIST National Vulnerability Database (NVD) was structurally incapable of
keeping pace with the volume and velocity of modern vulnerability disclosures. It was
underfunded, understaffed, and operating on a model designed for a world that no longer
exists. The backlog was growing, the enrichment pipeline was breaking down, and the
industry was placing its trust in a system that could not deliver on the promise of being the
authoritative source of vulnerability intelligence

The NVD was (and still is) dealing with a variety of challenges such as legacy manual
processes, contractual hurdles, funding constraints, technical bottlenecks and an ever
growing flow of CVE's.

At the time, some people thought | was being dramatic, | was not. NVD's problems have only
persisted since then, and now seem to have come to a head.
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Software used to be written in sprints. Now it is generated continuously, reviewed in
[B Table of Contents minutes, and deployed before most security teams have time to react.

That speed has a cost. According to the World Economic Forum, 94% of surveyed
leaders expect artificial intelligence to be the most significant driver of change in
cybersecurity, even as 87% identify Al-related vulnerabilities as the fastest-growing
cyber risk. Vulnerabilities now propagate faster than traditional controls can detect
The Expanding Supply them. At this speed, pausing development to evaluate risk isn’t just inconvenient — it's

3 ftwar operationally impossible.

Security has to move with the code, not after it.

The Scale Problem: Vulnerability Growth Is Now an
Operational Constraint
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The NIST NVD update changes vulnerability Estimated Views 769
management more than most teams realize

g Mahesh Babu April 23,2026 « 7 minread
Vulnerabilities
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‘What actually changed

The non-obvious implication:
MNVD is ceasing to be the
universal translation layer

Why Mythos matters here,

NVD Updqte even if it is not the headline

This will change what "good”
vulnerability management
loaks like

The uncomfortable part: the
ecosystem may become less

JIST's 202 D | ) 15 is easy to summarize and neutral
easy to underread. The headline change is familiar by now: NIST will What teams should do now
continue listing all CVEs, but it will only immediately enrich a subset, Final thoughts
prioritizing CISA KEV, software used within the federal government, and Relaiences

software covered by Executiv rder 14 s crit ftware definitior
Everything else can land in NVD as “Lowest Priority - not scheduled for
immediate enrichment,” and NIST will no longer routinely add a second
severity score when a CNA already supplied one. NIST says CVE
submissions grew 263% from 2020 to 2025, that Q1 2026 volume is nearly
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CTM360, 2 Bahrain-based
Threat Inteligence (CTT) Co

Cybersecurity from Bahrain to the world leading
at world level Cyber Threat Intelligence
conference in Germany

Atthe conference, CTM360 highlighted an intelligence-driven mode| built on early signals
such as Indicators of Exposure, Warning, and Attack, enabling organizations to identify
vulnerabilities and act before threats materialize

Press Release

April 23, 2026

Manama, Bahrain — CTM360, a Bahrain-based cybersecurity company, showcased its global
presence as a Platinum Sponsor at the FIRST Cyber Threat Intelligence (CTI) Conference
2026, held in Munich, Germany.

The event, organized by the Forum of Incident Response and Security Teams (FIRST), brought
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FIRST Concludes Sold-Out 2026
Cyber Threat Intelligence Conference
in Munich
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Global practitioners gathered fo advance Al-driven CTI, detection engineering, and threat

intelligence standards

MUNICH, GERMANY, APRIL 23, 2026 - Today, the Forum of Incident Response and Security
Teams (FIRST) successfully concluded its sold-out 2026 Cyber Threat Intelligence
Conference. The three-day event brought hundreds of professionals from across the cyber
threat intelligence landscape together in Munich for workshops, plenary sessions, and hands-

on training.

The 2026 program was chaired by Thomas Schreck of Munich University of Applied Sciences
and Patrick Grau of Exyte. Sessions were led by practitioners and researchers from Google,
AWS, the European Commission CSOC, ENISA, CIRCL (Computer Incident Response Center
Luxembourg), CERT-In, Intel 471, Nordic Financial CERT, Sopra Steria, Deloitte, BlackRock,
Recruit, CyCraft Technology, Eindhoven University of Technology, NVISO, NTT DATA, Expel,
and the Retail & Hospitality ISAC, among others.

“FIRST's Cyber Threat Intelligence Conference gives this community a rare kind of access:
direct conversation with the people doing the work, in a format you can't replicate anywhere
else,” said Chris Gibson, CEO, FIRST. “Peaple come here to compare notes on problems
they're solving, to meet the researcher(s) whose paper(s) they've been quoting for a year, and
to leave with answers they won't find anywhere else. That kind of collaboration has to be built

in a room, and that's what this conference is all about”
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CVSS scored these two Palo Alto CVEs as manageable. Chained, they gave attackers root access to 13,000
devices.
Louis Columbus
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During Operati ck in November 2024, attackers gained unauthenticated remote admin access — and eventual root — across more than 13,000 exposed Palo
Alto Networks management interfaces. Palo Alto Networks scored CVE-2024-0012 at 9.3 and CVE-2024.9474 at 6.9 under CVSS v4.0. NVD scored the same pair 9.8

and 7.2 under CVSS8 v3.1. Two scoring systems. Two different answers for the same vulnerabiliti
The 9.3 sat queued for maintenance. Segmentation would hold.

. The 0.9 fell below patch thresholds. Admin access appeared required.

"Adversaries circumvent [severity ratings] by chaining vulnerabilities together,” Adam Meyers, SVP of Counter Adversary Operations at CrowdStrike, told VentureBeat in
an exclusive interview on April 22, 2026. On the triage logic that missed the chain: "They just had amnesia from 30 seconds before.”

Both CVEs sit on the CISA Known Exploited Vulnerabilities catalog. Neither score flagged the kill chain. The triage logic that consumed those scores treated each CVE as
an isolated event, and so did the SLA dashboards and the board reports those dashboards feed.

CVSS did exactly what it was designed to do. Score one vulnerability at a time. The problem is that adversaries do not attack one vulnerability at a time.

"CV88 base scores are theoretical measures of severity that ignore real-world context,” wrote Peter Chronis, former CISO of Paramount and a security leader with Fortune
100 experience. By moving beyond CVSS-first prionitization at Paramount, Chronis reported reducing actionable eritical and high-nisk vulnerabilities by 90%. Chris
Gibson, exceutive director of FIRST, the organization that maintains CVSS, has been equally direct: using CVSS base scores alone for prioritization is "the least apt and
accurate” method, Gibson told The Register. FIRST's own EPSS and CISA's SSVC decision model address part of this gap by adding exploitation probability and
decision-tree logic.

Five triage failure classes CVSS was never designed to catch

Tn 2025, 48,185 CVEs were disclosed, a 20.6% year-over-year increase. Jerry Gamblin, principal engineer at Cisco Threat Detection and Response, projects 70,135 for
2026. The infrastructure behind the scores is buckling under that weight. NIST announced on April 15 that CVE submissions have grown 263% since 2020, and the NVD
will now prionitize enrichment for KEV and federal critical software only,

1. Chained CVEs that look safe until they aren't

The Palo Alto pair from Operation Lunar Peck is the textbook. CVE-2024-0012 bypassed authentication. CVE-2024-9474 escalated privileges. Scored separately under
both CVSS v4.0 and v3.1. the escalation flaw filtered below most enterprise patch thresholds because admin access appeared required. The authentication bypass upstream
eliminated that prerequisite entirely. Neither score communicated the compound effect.

Meyers described the operational psychology: teams assessed each CVE independently, deprioritized the lower score, and queued the higher one for maintenance.
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CVSS scored these two
Palo Alto CVEs as
manageable. Chained,
they gave attackers root
access to 13,000 devices.

BY NEWS FEED EDITOR | APR 24, 2026 | TECHNOLOGY

During Operation Lunar Peek in November 2024, attackers gained unauthenticated remote admin access — and
eventual root — across more than 13,000 exposed Palo Alto Networks management interfaces. Palo Alto Networks
scored CVE-2024-0012 at 9.3 and CVE-2024-9474 at 6.9 under CVSS v4.0. NVD scored the same pair 9.8 and 7.2 under

CVSS v3.1. Two scoring systems. Two different answers for the same vulnerabilities. The 6.9 fell below patch
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Welcome to issue #94 of the Resilient Cyber Newsletter!

Last week | wrote that Mythos had crossed from research project to systemic risk. This week,
the cracks started showing. Bloomberg reported that an unauthorized group gained access
to Mythes through a third-party contractor. The NSA is reportedly using Mythos despite the
Pentagon’s own supply chain risk designation against Anthropic. OMB clarified that it is not
giving agencies access to anything, even as it quietly examines guardrails for a modified
version and VulnCheck dug into the actual CVE data behind Project Glasswing and found
that only one CVE has been directly tied to the program so far.

At the same time, the defensive ecosystem continued to build.

JPMorgan published a 10-point playbook for Al-ready cyber resilience. Anthropic endorsed
EPSS as the triage framework for the coming bug surge, and Empirical Security responded
with a sharp piece on why that still leaves the hard part unsolved. Mozilla shipped Firefox 150
with 271 bug fixes discovered by Mythos, roughly four times the annual baseline in a single
pass. Semgrep tested whether open source models can replicate what Mythos did and found
that discovery is orders of magnitude harder than verification. The Cloud Security Alliance
published research showing 53% of organizations report Al agents exceeding intended

permissions, and NIST officially stopped enriching most CVEs.

So, yeah, just another light week in cyber, so let's get into it.
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Why CVSS Scores Miss Real-World
Threats: Fixing Triage Failures in the Al
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NEWS CONTEXT
At a glance
= The recent exploitation of two vulnerabilities in Palo Alto Networks systems, which together granted

attackers unauthenticated remote admin access and eventual root control over more than 13,000
exposed...

= During Operation Lunar Peek in November 2024, attackers leveraged CVE-2024-0012, scored 9.3 by
Palo Alto Networks under CVSS v4.0 (9.8 in NVD's CVSS v3.1), to bypass authentication, and...

« Adam Meyers, SVP of Counter Adversary Operations at CrowdStrike, noted in an exclusive interview
with VentureBeat on April 22, 2026, that adversaries circumvent severity ratings by chaining
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National CERT launches first cyber
training to boost security

® Sohail Majeed & April 28,2026 ® 11:41am
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Islamabad (GNP) - National Cyber Emergency Response Team (National CERT) of Pakistan
successfully organized a specialized cybersecurity capacity building training titled “FIRST Security
Training Course” for its officials and technical resource persons at its headquarters.

Beyond Borders: The
Missing Dimension in
Conflict Resolution
The training was designed to further strengthen institutional readiness, enhance professional
competencies, and reinforce operational resilience against evolving cyber threats.

Japan Plans to Invest
$210 Billion to Make
Stronger Global
Entertainment
Leadership

Conducted under a Whole of Organization (WoO) Approach, the program brought together resources
from National CERT's technical and operation tiers to build expertise in cybersecurity incident
management and coordinated response.

The course covered key modules including FIRST Security Boot Camp, DDoS Mitigation Fundamentals
and FIRST Threat Intelligence Pipelines. As the global Forum of Incident Response and Security
Teams, FIRST is internationally recognized as the premier organization and global leader in incident
response, making this training a significant step toward aligning National CERT's capabilities with
international best practices.

The training was delivered by Muhammad Asad Ul Rehman, National CERT's distinguished trainer,
under the Distinguished Trainers Program (DTP). Participants demonstrated strong engagement and
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Qaswar Abbas Zarkani @ Aapril 28, 2026

Islamabad

Pakistan's cybersecurity preparedness has received a boost as the National CERT Pakistan
conducted a specialised training programme aimed at enhancing institutional resilience against
evolving digital threats.
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Bridewell has been accepted as a full member of the Forum of Incident Response and

Attacks Surge
Security Teams (FIRST), marking a significant milestone in the company's incident 1,380% as Criminal
response maturity and global collaboration capabilities. Platforms Render
MFA Obsolete
The UK-based cyber security services provider, which specialises in supporting critical °

national infrastructure (CNI) organisations, secured membership following a rigorous,
peer-led vetting process and approval by the FIRST CSIRT Board of Directors. The
achievement reflects Bridewell's ability to meet the high operational and trust
standards required to join the global incident response community.

FIRST is an international organisation comprising more than 800 teams across over
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Bridewell has been accepted as a full member of the Forum of Incident Response and Security Teams (FIRST), marking a
significant milestone in the company's incident response maturity and global collaboration capabilities. The UK-based cyber
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Against the thundering backdrop of Victoria Falls, one of the natural world's most
commanding spectacles, a quieter but no less consequential gathering is taking
shape this week inside the Kalundu Room of Elephant Hills Resort.
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Al-driven discovery, NIST's retreat from universal enrichment, and the end of “good enough™
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le Blog.

Key takeaways

1. Al-driven discovery tools are accelerating CVE volume, resulting in an expected deluge of 59,000
disclosed vulnerabilities this year.

2. NIST has dramatically scaled back enrichment of CVEs in the National Vulnerability Database (NVD),

which will leave most new vulnerabilities without the critical metadata and severity scores required for
traditional automated prioritization and patching.

3. Tenable customers aren’t impacted by these developments because our exposure intelligence
infrastructure hasn’t depended upon NVD enrichment for years.

Three things happened in April 2026 that, taken together, represent the most significant shift in the e —
ls'tEnoughinthe AlEra
vulnerability ma

ment landscape in over a decade. If you're still relying on hybrid methods —
spreadsheets alongside scanners, manual triage stacked on top of automated feeds, hope asa . e
strategy — these developments deserve your full attention.
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On April 7, Anthropic launched Project Glasswing, a cybersecurity initiative built on its Claude Mythos
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The Postal and Telecommunications Regulatory Authority of Zimbabwe
(POTRAZ) Technical Colloquium, held in partnership with the Forum of
Incident Response and Security Teams (FIRST), has shifted into high gear
with an intensive live cyber drill placing cybersecurity at the forefrontas a

pillar of national and economic stability.

The gathering brought together 100 cybersecurity experts from across
Africa for an intensive live cyber drill, a hands-on exercise simulating real-

world attacks i ing rar e outbreaks, phishing igns, and
infrastructure breaches. Participants tested their ability to detect, respond
to, and recover from incidents in a controlled, high-stakes environment.
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Al-POWERED CYBERATTACKS EXPOSED:
HOW GOOGLE STOPPED THE FIRST Al-
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MORE ARE COMING WITHOUT WARNING

May 13, 2026 by Linda Park-Technology Editor

GOOGLE THWARTS FIRST MAJOR
Al-POWERED CYBERATTACK: THE
NEW ERA OF DIGITAL THREATS

By Linda Park | Technology Editor | May 13, 2026 | San Francisco, USA

In a landmark disclosure that signals a seismic shift in cybersecurity, Google has
confirmed thwarting the first known Al-generated zero-day cyberattack, where hackers
used machine learning models to autonomously discover and exploit previously unknown
vulnerabilities in software. The incident, which security researchers describe as a
“watershed moment,” raises urgent questions about whether current defenses can keep
pace with an arms race where artificial intelligence itself becomes both the weapon and
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CISA tells agencies to patch

smarter, not harder —

foreshadowing broader

industry practice

Mews Analysis
Jun10, 2026 + 10 mins

A new CISA directive moves federal agencies beyond
severity scores and toward a risk-based patching model
that prioritizes real-world exploitation, asset exposure, and
attacker impact — a framework many security leaders see
as the future of vulnerability management.
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Al vulnerability discovery is pushing 2026
CVEs toward 66,000
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Vulnerability disclosures are piling up faster in 2026 than anyone expected at
the start of the year. The running count for the first few months sits well above
the original projection, and the Forum of Incident Response and Security
Teams (FIRST) now expects the year to land near 66,000 CVEs.
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The cause sits mostly with one development: 2 have started hunting for
software flaws on their own, and they are good at it

“The teams that will weather the vulnerability storm of 2026 are the ones with
trusted networks already in place, who are sharing intelligence and are
coordinating response before any crises hit,” said , CEO of FIRST.

The machines doing the hunting

I are now part of the disclosure ecosystem.
Anthropic's ,and OpenAl's have pushed up the volume of
flaws being found.
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= Prognose von 66.000 Sicherheitsliicken

= Autonome KI-Wiirmer bedrohen Netzwerke
= 72 Prozent mehr KI-Cybervorfalle weltweit

= CISA ordnet autonome Schadensbehebung an

Kiinstliche Intelligenz treibt einen Wettrlist zwischen Angreifern und Verteidigern
an, der sich rasant beschleunigt. Neue Daten zeigen einen dramatischen Anstieg
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FIRST Mid-Year Vulnerability Forecast
Confirms Historic Surge, Projects
~66,000 CVEs in 2026
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Al and a rapidly expanding CVE ecosystem blow past February's already-record projections by

46%, but exploitable risk remains flat

DENVER, June 15, 2026 - Today at FIRST's 38th Annual Conference, the Forum of Incident
Response and Security Teams (FIRST) released its 2026 Mid-Year Vulnerability Forecast,
revealing that actual CVE disclosures are already running 46.3% above the projections

published just four months ago.

A mid-year reassessment shows disclosures are climbing faster than initially predicted. The
updated 2026 forecast now projects approximately ~66,000 CVEs for the full year, up from
the February median of 59,427, marking the first time in history that annual vulnerability
disclosures are on pace to approach 70,000. The surge reflects more aggressive security

research and better reporting practices, not a decline in software security itself.

“We're witnessing a major shift in the vulnerability landscape. Not because software is
suddenly less secure, but because our collective ability to find flaws has been structurally
transformed,” said Eireann Leverett, FIRST Liaison and Lead Member of FIRST's Vulnerability
Forecasting Team. “The challenge for defenders is no longer the discovery of vulnerabilities;
it's the capacity to verify, coordinate, and prioritize them at a scale the industry has never

seen before.”

Key Findings from FIRST's 2026 Mid-Year Vulnerability Forecast
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FIRST raises 2026
vulnerability forecast to
66,000 CVEs
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Reducing cyber risk is still hard: Why CTEM stalls at
action

F IRST has raised its 2026 wulnerability disclosure forecast to about 66,000 CVEs after a mid-year

update from the incident response and security body.
Silent Push 6.0 adds Al workflows and unified cyber
platform Common Vulnerabilities and Exposures disclosures are running 46.3% above the level projected earlier this
year, with 6,420 more CVEs recorded through April than expected under the previous model.
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Researchers behind the forecast said the rise does not point to a broad deterioration in software quality.
Cynomi adds automation & Al for MSP vuinerabilitywork  Instead, they attributed it to changes in how flaws are found and reported.

The main factors were Al-assisted vulnerability discovery, a 449% year-on-year rise in GitHub Security
Advisory volume, and a 3,119% increase in activity from VulnCheck as a CVE Numbering Authority handling

ey previously unassigned vulnerabilities.
Cisco and OpenAl outline Al's growing role in cyber e T T e T s e T b e S e e
defence

two orders of magnitude, increasing the workload for security teams even where exploitability levels remain
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Forecast Confirms Historic Surge,
Projects ~66,000 CVEs in 2026

June 23, 2026

Al and a rapidly expanding CVE ecosystem blow
past February’s already-record projections by
46%, but exploitable risk remains flat

DENVER - Today at FIRST’s 38th Annual Conference, the Forum of Incident

Response and Security Teams (FIRST) released its zo26 Mid-Year Vulnerability

Forecast, revealing that actual CVE disclosures are already running 46.3%

above the projections published just four months ago.

A mid-year reassessment shows disclosures are climbing faster than initially

predicted. The updated 2026 forecast now projects approximately ~66,000

CVEs for the full year, up from the February median of 50,427, marking the first

time in history that annual vulnerability diselosures are on pace to approach

70,000. The surge reflects more aggressive security research and better

reporting practices, not a decline in software security itself.

“We're witnessing a major shift in the vulnerability landscape, not because

software is suddenly less secure, but because our collective ability to find flaws

has heen strnetnrally transformed " said Bireann 1everett. FIRST Liaison and
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Al Decline? Confidence in Autonomous Penetration
Testing Falls

Companies are still experimenting with automated Al systems to find security weaknesses, but fewer are relying

on the technology.

@ Robert Lemos, Contributing Writer © 5 Min Read Editor's Choice
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2026 FIFA World Cup Faces Surge in
Cyber Threats

In 2025, nearly 3 in 10 security professionals thought that fully
autonomous Al systems could satisfy their companies' security-testing
needs. But after a year of testing and experimentation, that optimism has UN 24, 2026
largely gone away

by Alexander Culafl
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Report: CVE Disclosures Are 46% Higher Than
Projected in First Half of 2026
Areport published by the Forum of Incident Response and Security Teams (FIRST), a nonprofit

organization for incident response professionals, finds that the rate at which Common Vulnerabilities
and Exposures (CVE) are being disclosed in the first half of 2026 is 46% higher than initially projected.

FIRST is now projecting there will be approximately 66,000 CVEs disclosed in 2026, up from the 59,427 Tech Field Day Events

that were initially forecasted in February.
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Eireann Leverett, lead member of the vulnerability forecasting team at FIRST, said it’s not possible to
conclusively determine to what degree artificial intelligence (Al} is affecting the rate of increased CVE

discovery, but it is a likely factor. The Mozilla CVE Naming Authority (CNA), for example, reported a
164% spike in Q1 CVE disclosures that are directly attributable to Al-assisted tooling running against
the Firefox engine.

However, there are also other factors, including a 449% year-over-year surge in GitHub Security
Advisory (GHSA) volume, and a 3,119% increase in the size of the VulnCheck CVE Naming Authority

(CNA) backlog of unassigned vulnerabilities that have not been assigned to a single vendor.

As of yet, the report notes that vulnerabilities that are actively exploited or credibly exploitable have
not risen at the same rate. Nevertheless, it has been shown that once a CVE is discovered, the amount ADR VS EDR
of time that cybercriminals require to reverse engineer an exploit in the age of Al is now measured in Wiy SOt ncughlp SigiiEo

hours versus weeks.

Jerry Gamblin, co-author of the forecast and FIRST EPSS 5IG member, said cybersecurity teams should
also keep in mind that not all CVEs reported are of equal severity. Al tools tend to often generate Al .
slop that, while similar to the vulnerabilities a human might discover, are not always relevant, he

Podcast
added. There is also still a tendency to over-inflate the severity ranking of a CVE whenever researchers

factor in a worst-case scenario. The issue, of course, is that cybersecurity and IT teams still need to
allocate time and resources to investieate CVEs.
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* CERTIFICATIONS AND
TRAINING N =5s a o s s .
The Common Vulnerabilities and Exposures (CVE) system is the standardized public identifier

A EXCRKSAHT framework used to catalog discrete security flaws in software and hardware. Administered by the
COMPLIANCE

MITRE Corporation under sponsorship from the Cybersecurity and Infrastructure Security Agency
= NDUSTRY ANC: PROVIDERS (CISA), CVE functions as the foundational reference vocabulary across vulnerability management,
» PAGES patch prioritization, and regulatory compliance contexts throughout the United States and

internationally. This reference describes the CVE structure, the lifecycle of a CVE record, the

scenarios in which CVE identifiers carry operational significance, and the boundaries that define

* SECURITY DOMAINS

¥ SECURITY OFERATIONS what qualifies for CVE assignment.

» THREATS AND ATTACK TYPES
* TOOLS AND TECHNOLOGIES

* CALCULATORS

Definition and scope
*» RELATED SITES

CVE is a dictionary of publicly known eybersecurity vulnerabilities, each assigned a unique
FAQ identifier in the format CVE-[YEAR]-[INUMBER] (e.g., CVE-2021-44228, the Log4Shell
Get Help vulnerability). The program was established by MITRE in 1999 and operates under contract with
CISA, which funds the program through the Department of Homeland Security. The authoritative
CVE list is published at cve.mitre.org, and the National Vulnerability Database (NVD), maintained
by the National Institute of Standards and Technology (NIST) at nvd.nist.gov, augments CVE

records with severity scoring, remediation references, and classification metadata.

Editonal Review & Corrections

The scope of CVE is bounded by a defined standard: a flaw must be independently fixable,
acknowledged by the affected vendor or documented in public sources, and affect a discrete
codebase. CVE does not catalog configuration errors, policy weaknesses, or physical security
failures — those fall outside the program's published inclusion criteria (MITRE CVE Counting
Rules). As of the 2023 CVE Program Annual Report, the CVE List contained over 200,000
published identifiers, reflecting decades of accumulation across commereial, open-source, and

government-facing software.

The program intersects with federal compliance frameworks at multiple points. NIST's
Cybersecurity Framework { CSF) maps vulnerability management to the "Identify" and "Protect”
functions, and NIST SP 800-53 Revision 5 (control family RA — Risk Assessment) requires federal

agenries tn coreelate findines acainet tha (VT list ac nart af cantinnane monitarine nrnerame Far
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Jumpmind CISO Eric Zielinski to
Introduce New Open-Source Al
Interpretability Framework at FIRST
Conference 2026

< Jumpmind

Business Wire S
June 16, 2026 - 3 min read g

The offering gives security teams a practical path to risk
management and accountable Al

COLUMBUS, Ohio, June 15, 2026--(BUSINESS WIRE)--
Jumpmind Chief Information Security Officer Eric Zielinski
will speak on Al interpretability risk management at the
FIRST Annual Conference 2026 (FIRSTCON26) taking
place in Denver this week.

During his talk, he will unveil CIRCUIT, a new open-source

framework for Al interpretability risk management built

More ~ 2
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Total 2026 forecast: 59,427 CVEs

Operational Threat
Intelligence & Lessons
Learned (8)

Al Threats & Fraud
Hackerstorm Threat Intelligence - 15 February 2026 Intelligence (12)
- Last Updated: 21 June 2026 - Hits: 4949

Vulnerabililty
59,000 CVEs in 2026: What the Record Forecast Intelligence (8)
Means for Vulnerability Management | Hackerstorm
Featured
GENEVA, Switzerland - February 16, 2026 - The Forum of Incident
Response and Security Teams (FIRST) has released its 2026 Vulnerability Recent Posts
Forecast, projecting a record-breaking 59,427 new CVEs this year. This -
unprecedented volume marks the first time the industry is expected to (@ 05 June
surpass the 50,000-vulnerability threshold, demanding a fundamental 2028
transition from manual patching to machine-speed, risk-based prioritization. Vulnerability
Backlog:
Why CVSS
2026 CVE Volume Tracker Prioritisation
"Updated June 2026: As of mid-June 2026, NVD has published 34307+ Is Broken
CVEs year to date — tracking broadly in line with FIRST's 59,427 annual ':::“I:"I"w to
forecast. At current velocity, the daily publication rate averages 82 CVEs per Hacksrstarm
day."
© 27 May 2026
Identity as
Initial
GENEVA, Switzerland - February 16, 2026 - The Forum of Incident 2:::::;“'
Response and Security Teams (FIRST) has released its 2026 Vulnerability Theft,
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Protecting Mogambique’s digital future:
Cyber resilience for jobs, trust, and growth

ANNE-ELISABETH COSTAFROLAZ. GIACOMO ASSENZA & JACQUELINE PATEGUANA | MAY 20, 2026

This page in: English

On a hot afternoon in 2018, hospitals, schools, hotels, and small businesses
across Mozambique suddenly found themselves unable to process electronic
payments. Patients could not pay doctor fees, parents could not settle school
charges, motorists could not purchase fuel, and travelers both in-country and
abroad were left unable to pay their bills. The cause was not a power outage nor

maintenance, but a system-wide failure of the country's national payment
system, SIMORede.

The blackout was triggered unexpectedly by a licensing dispute with the
system's software provider. Although not malicious, the incident exposed a
critical and often overlooked dimension of cybersecurity and digital resilience—
the dependence of essential services on external vendors and contractual
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Unifying Cyber Protection
Strategies Across the
Enterprise in 2026

Director of Cloud & Al Security Research, Tenable

Otenable

Table of Contents =

Recent discussions in the cybersecurity sector have highlighted the alarming growth of zero-click
and one-click vulnerabilities, which enable cyb iminals to access sy with ease. in this
interview; Ari Eitan, Director of Cloud & Al Security Research at Tenable, shares his expertise on
the implications of these vulnerabilities and the essential measures organizations must adopt to

strengthen their security posture.

Cyber threats continue to impact organizations of all sizes and sectors. These threats vary from
straightforward issues like weak passwords to more complex vulnerabilities, such as software that
hasn't been patched. Recently, an increasing number of IT security vulnerabilities and exposures
(CVEs) have been reported worldwide, highlighting just how pervasive these threats are.

By understanding these weaknesses and learning how to address them, organizations can stay
one step ahead of cybercriminals and bolster their overall security.

In this interview, we try to understand the significance of zero-click and one-click vulnerabilities
from an attacker’s perspective. These types of exploits make it easier for cybercriminals to access
systems without needing to trick users, and we discuss the selutions in detail.
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By Aafreen Shaikh | Jun 2, 2026

Master the art of navigating
security misconfigurations. Explor...

Prioritizing Browser
Security With a
Default-Deny
Approach to
Extensions
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on Testing Reporting Standards
* QVERVIEW

» CAREERS & CERTIFICATIONS Penetration testing reporting standards define the structure, content requirements, and delivery
 CoMPLIANGE & expectations that govern how findings from authorized security assessments are documented and
REGULATIONS communicated. These standards operate at the intersection of methodology, compliance, and
professional accountability — shaping how vulnerability data is classified, prioritized, and acted
upon across regulated industries in the United States. Reporting quality directly determines
whether an engagement produces defensible, audit-ready evidence or a document that satisfies

* HIRING & PROCUREMENT
* INDUSTRY APPLICATICNS
* LEGAL & AUTHORIZATION neither security teams nor compliance auditors.
* TECHNIQUES & TOOLS

» TESTING TYPES &
APPROACHES

* CALCULATORS Definition and scope

SIRECATEDIAITES A penetration testing report is the primary deliverable of any authorized security engagement.

Unlike raw scanner output or informal findings logs, a formal report must demonstrate that
FAD identified vulnerabilities were actively exploited or proven exploitable, document the chain of

Get Help evidence supporting each finding, and map results to a recognized risk classification framework.

Editorial Review & Comections . . . . -
No single federal statute mandates a universal penetration testing report format. Instead, reporting

standards emerge from a cluster of regulatory frameworks and professional methodology
documents. NIST SP 800-115, Technical Guide to Information Security Testing and Assessment
establishes baseline documentation expectations for federal information systems, including the
requirement that assessment reports include objectives, scope, approach, findings, and
recommendations. PCI DSS v4.0, Requirement 11.4, administered by the PCI Security Standards
Council, requires that penetration testing results and remediation activities be retained for at least
12 months. FedRAMP, operated by the General Services Administration, mandates penetration test
reports as part of the security authorization package for cloud service providers seeking federal

agency authorization.

The scope of reporting standards encompasses 4 primary domains: finding classification and
severity scoring, evidence documentation requirements, remediation guidance structure, and
executive-level risk communication. Each domain carries distinet requirements depending on the
regulatory context governing the assessed organization.
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NAM-CSIRT AT DENVER GLOBAL CYBER
SECURITY CONFERENCE

Staff reporter

The Namibia Cyber Security Incident Response Team (NAM-CSIRT) represented Namibia at the 38th Annual Forum
of Incident Response and Security Teams (FIRST) Conference, held from 14 to 19 June 2026 in Denver, Colorado,

USA.

Convened under the theme “Peak Defense: Building Adaptive Systems for Modern Threats,” the conference brought

together the global incident response and cybersecurity community to advance collaboration, resilience, and

preparedness against evolving cyber threats. NAM-CSIRT was admitted as a FIRST member in December 2025 and

is also participating in the Suguru Yamaguehi Fellowship Programme.

The conference provided a platform for Computer Security Incident Response Teams (CSIRTs), policymakers,
technical experts, and industry partners to strengthen global cyber resilience. Through technical sessions,
workshops, and high-level engagements, participants exchanged insights on emerging cyber threats, incident
response, threat intelligence, digital resilience, and international cooperation,

Ahead of the main conference, the NAM-CSIRT delegation participated in the NAT-CSIRT Meeting, held on 12 and
13 June 2026. The meeting served as a dedicated forum for National CSIRTs to share information, tools, techniques,

operational experiences, and strategies for addressing cybersecurity challenges at national and economic levels.

Cornelia Shipindo, Acting Executive: NAM-CSIRT, served on the NAT-CSIRT 2026 Programme Committee,
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I Security of critical information infrastructure of the Russian Federation
| 2026

Ransomware, spyware and keyloggers. How hackers attack APCS in Russia

Detection of wiretapping of smartphones of Russian officials using the technologies of the
American Cloudflare and Fastly

Hackers hacked IT systems of water treatment plants in 5 cities in Poland and left people
without water

The share of cyber attacks on crifical infrastructure in Russia in the first quarter reached a )
record 77% Model Studio CS: How to use BIM to give

new impetus to the development of the fuel
Hackers infiltrated the FBI's IT system for surveillance and telephone wiretapping. The and energy complex

Bureau acknowledged this

Romania’s national oil company, Conpet, has been attacked by hackers. Servers shut
down, passport scans and financial decuments stolen and uploaded online

Hackers hacked into Poland's power grid and permanently destroyed key equipment
Spanish energy firm Endesa's servers hacked

Hackers hacked into servers of Spain's largest airline Iberia and stole 77GB of data,
including aircraft damage schemes

| 2025

Company: European Space Agency (ESA )
Hackers shut down US-wide emergency alert system

The infrastructure of the company serving six marine terminals in Russia was subjected
to a large-scale DDoS attack

' Leave the station immediately " Hackers break into Los Angeles' IT fransport
infrastructure and bring threats to subway screens

The airine "KrasAvia" was attacked by hackers. The site has been down for several days
Linux ship management systems have been hacked in Iran. Dozens of tankers idle
Hackers attack US industrials using fake nondisclosure agreements

Hackers stopped the work of hydroelectric power plants in Poland and told how they did it
Cyber espionage group PhantomCore attacked objects of Russian critical infrastructure

The Russian Datahouse data center network was attacked by hackers. The main trunk
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Management to Re
Vulnerability Management to Reduce
Ransomware Exposure

Vulnerabil Ransomware Exposure

Vulnerability management is a structured security discipline focused on identifying, prioritizing,
and remediating weaknesses in systems, software, and configurations before threat actors can
exploit them. In the ransomware context, unpatched vulnerabilities represent one of the primary
initial access vectors used by ransomware operators — making vulnerability management a
foundational layer of ransomware exposure reduction. This page describes the service sector,
professional frameworks, regulatory obligations, and decision boundaries that define vulnerability
management practice as applied to ransomware risk, drawing on standards from NIST, CISA, and
sector-specific regulatory bodies.

Definition and scope

Vulnerability management is defined by NIST SP 800-40 Rev. 4 as a planned, systematic process
for identifying, acquiring, installing, and verifying patches and mitigations for software and
firmware vulnerabilities across an enterprise. In the ransomware threat landscape, this scope
extends to configuration weaknesses, exposed remote access services, and unsupported software

that ransomware operators routinely enumerate using publicly available exploit code.

CISA's Known Exploited Vulnerabilities (KEV) Catalog — a binding directive for federal civilian
executive branch agencies under Binding Operational Directive 22-01 — catalogs vulnerabilities
that have been actively exploited in the wild. As of 2023, CISA had added over 1,000 entries to the
KEV catalog, a substantial portion of which correspond to vulnerabilities nsed in ransomware
campaigns. Ransomware groups including LockBit and ALPHV/BlackCat have documented
histories of exploiting CVEs within days of public disclosure, compressing the remediation window

organizations have available.

The scope of vulnerability management in a ransomware-reduction context spans four asset

classes:

« Network perimeter assets — VPN appliances, firewalls, and remote desktop gateways that

provide initial access
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Here's an overview of some of last week’s most interesting news, articles,
interviews and videos:

Resources

Download: Secure Foundations for Al
Workloads on AWS

Download: Automating Pentest Delivery
Guide

CIS Benchmarks March 2026 Update

Deep learning systems on edge devices often rely on third-party-designed
FPGAs and ASICs for performance and efficiency, creating supply chain risks.
Researchers from the University of Tennessee and the University of Florida
developed HAMLOCK, a backdoor attack that splits malicious functionality
between hardware and software, making detection more difficult.

1spring Cl rere automated GRC syst fz of
In this interview with Help Net Security, Nichole Windholz, CISO at Onspring,
talks about the limits of automated GRC systems and continuous control
menitoring. She explains why color-coded dashboards can hide nuance, how
teams can check the data feeding their tools, and which risks resist
measurement, such as insider behavior and vendor concentration
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Six Microsoft Zero-Days Under Active Exploitation -
Vulnerability
Patch Before March 3 | HackerStorm Backlog:
WASHINGTON, D.C. - February 16, 2026 - The Cybersecurity and Why CvsS
3 X Prioritisation
Infrastructure Security Agency (CISA) has issued a mandatory federal Is Broken
directive requiring the remediation of six Microsoft zero-day vulnerabilities by and How to
March 3. Linked to active exploitation by nation-state actors including Salt Fix It |
Typhoon, these flaws represent a critical escalation in the 2026 vulnerability Hackerstorm
landscape. @ 27 May 2026
Identity as
Initial
Access:
WASHINGTON, D.C. - February 16, 2026 - The Cybersecurity and Cradential

Infrastructure Security Agency (CISA) has issued a mandatory federal Iheﬂ,
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FORMATION AVANCEE EN INVESTIGATION
NUMERIQUE ET ANALYSE FORENSIQUE
WINDOWS & LINUX ORGANISEE PAR L'ANC EN
COLLABORATION AVEC FIRST ET LE MDENI

18.05.26 - 20.05.26

Q HOTEL AYLA

Djibouti, du 18 au 20 mai 2026 — L’Autorité Nationale de Cybersécurité (ANC), a travers le DJ-CERT,
a organisé une « Formation avaneée en Investigation Numérique et Analyse Forensique Windows &
Linux » en collaboration avec le Forum of Incident Response and Security Teams (FIRST) et le
Ministére de I'Economie Numérique et de 'Innovation (MDENI). Cette session de formation, répartie
sur trois jours, a réuni plusieurs participants issus de 'administration publique et des opérateurs

d'importance vitale.

Cette initiative s'inscrit dans les efforts continus de renforcement des capacités nationales en matiére de cyberséeurité
et de développement des compétences techniques liées a la détection, I'analyse et 'investigation des incidents de
sécurité informatique. Elle fait également suite a la participation du DJ-CERT au Symposium FIRST & AfricaCERT
2025, durant lequel une formation spécialisée sur I'analyse forensique des ransomwares avait été dispensée au profit

de CERT africains et d’experts internationaux.

La formation avait pour prinecipaux objectifs de renforcer les capacités d’analyse des événements de sécurité et
d’ameéliorer la détection des activités suspectes, de développer les compétences en gestion et en priorisation des

incidents de sécurité, de consolider les connaissances en investigation numérique ainsi que d’approfondir les

@® ONLINE News
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Volver a SIC | Volver a Agora SIC

Los CSIRT con sede en Espaiia en los foros de referencia

Desde hace mas de tres décadas, los equipos de respuesta a incidentes de ciberseguridad, conocidos como CERT / CSIRT, han ido ganando en
experiencia y madurez y hoy se consideran esenciales -tanto para entidades publicas como privadas- al objeto de hacer frente a los ciberataques y

elevar el nivel de resiliencia

Para acreditar su desemperio inicial hay diferentes entidades que los reconocen y que, ademas, sirven como foro de intercambio de informacidn de
estos equipos.
(Ver SIC 142, paginas 81-98, hitps:firevistasic.es/sic142/revistasic142.pdf).

Entre las organizaciones que los agrupan destaca la universidad Carnegie Mellén, creadora de la marca ‘'CERT' -aunque desde mediados de 2020
ya no oforga |a licencia de uso fuera de EE.UU. (hitps:/fwww.sei.cmu.edu/our-workicybersecurity-center-development/authorized-users/), el FIRST
(Forum of Incident Response and Security Teams), el Trusted Introducer (TF-CSIRT) y la Agencia de Ciberseguridad de la UE (Enisa), que ofrece
un mapa con todos los presentes en el Viejo Continente. En Espaia, desde 2018, impulsado por el CCN, esta muy activo el foro CSIRT.es.

SIC pone a disposicion de los lectores un cuadro con actualizaciones periddicas (la tltima a fecha de 1-6-2026) de los equipos de CERT / GSIRT
que, con sede en Espaa, son reconocidos por los diferentes foros o estan en proceso de serlo.

CERT

(Carnegie

CSIRT.es Mellon)
Solo hasta

4/2021

TRUSTED
INTRODUCER

NOMBRE(S) ENISA FIRST

- Accenture CSIRT Iberia

- ACN_IBE_CSIRT

- ACN IBE CSIRT v v
- Innotec Securi v _

Candidato a re-
registro
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MENGENAL CVE:

KUNCI UTAMA MENJAGA
KEAMANAN SISTEM INFORMASI )

Mengenal CVE Kunci Utama Menjaga Keamanan Sistem Informasi

Pernahkah Anda mendengar istilah seperti "Ditemukan celah keamanan
Kkritis CVE 2026 0628 pada browser Anda"? Bagi masyarakat
angka dan huruf tersebut mungkin terlihat seperti kode acak yang rumit.

am deretan

Namun di dunia keamanan siber kode

sistem dari serangan peretas setiap harin

Mari kita bedah apa itu CVE dan mengapa keberadaannya sangat penting

bagi keamanan data kita Apa Itu CVE:

CVE adal

in an dari Common Vulnerabilities and Exposures, Se

sederhana CVE

ah sebuah kamus atau daftar publikasi referensi glol

yang mendata seluruh celah keamanan vulnerability yang ditemukan pada

perangkat lunak software maupun perangkat keras hardware

Kamus global ini dikelola secara internasional oleh MITRE Corporation
sebuah organisasi nirlaba asal Amerika Serikat yang didanai oleh

pemerintah federal Setiap kali ada peneliti keamanan atau vendor yang
menemukan celah baru celah tersebut akan dilaporkan diverifikasi dan

Aihari cati namar idantibae tnil cbandarana dicabot CSUE IR
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operational compliance. Blog post

Al has changed the economics of Supercharge RHEL troubleshooting with

agentic Al: Introducing goose

code production

Whether you're developing software in a proprietary

Blog post
enterprise or open source environment, you've witnessed
a fundamental shift over the past year. Your developers Distributed Al inference: What telecom
are using Al coding assistants (GitHub Copilot, Cursor, service provider leaders should know

Claude Code, ChatGPT Codex, etc.) to accelerate
development. Productivity gains are real—features can
ship faster and developers can spend more time on

Original podcast
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Why 70,000 CVE's is Less Scary Than It Sounds

The count is exploding, the exploitable risk is flat, and Jerry Gamblin explains why B

e CHRIS HUGHES Resilient Cyber
|
Qs D2 g Share
Every few weeks another headline warns that vulnerability disclosures are setting Authors
records, and 2026 is now on pace for nearly 70,000 CVEs. Jerry Gamblin helped build e Chris Hughes

the forecast behind that number, and his takeaway is not the one you would expect.

The count is surging, but the risk that actually matters has barely moved. Recent Posts

! You Don't Need A Frontier Model
. . L . toFind Zero Days
Why this conversation matters | [
Jerry runs RogoLabs, built CVE ICU, and co-authored the FIRST mid-year forecast, m The Bottleneck Was Never
Dbt thoce Bonct
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CVE-Explosion, Sicherheitslicken

CVE-Explosion: 66.000 Sicherheitsliicken bis Ende 2026
erwartet

AV-Comparatives zeichnet sieben Sicherheitslosungen mit der Hochstnote aus.
Parallel warnt der Test vor einem neuen 3D-Asset-Wurm und steigenden
Sicherheitsliicken.

CVE-Explosion - A stylized, glowing padiock icon over an abstract digital landscape of code and data streams, representing cybersecurity.
15.06.2026 - Bild: Ober boerse-global.de

Die unabhéngige Priforganisation AV-Comparatives hat 20 Sicherheitslésungen getestet - sieben
erreichen die hochste Stufe.

Wien/Innsbruck - AV-Comparatives veréffentlichte heute die Ergebnisse seines aktuellen ,Real-World
Protection Tests" fiir den Zeitraum Februar bis Mai 2026. Die sieben Testsieger mit der Bestnote
ADVANCED+ heil3en: Avast, AVG, Bitdefender, Kaspersky, Microsoft, Norton und TotalAV. Der
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