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Welcoming a new board member -

Shawn Richardson

We'd like you to join us in welcoming new board member — Shawn Richardson -
to FIRST. Richardson attended her first annual conference in Kuala Lumpur
(2018) and since then has been heavily involved in many of our initiatives

including:

® Co-chair of the Ethics SIG

®  Member of the PSIRT SIG

®  Member of the Vulnerability Coordination SIG

® Co-founded the Women of FIRST Birds of a Feather

Shawn has also recruited two PSIRT teams into FIRST.
Shawn plans to help FIRST to continue its tremendous growth and will
encourage diverse participation across FIRST including SIG and chair roles,

be a champion on the board for additional perspectives and foster ways to

mentor new members and develop their leadership.

Shawn Richardson

Shawn Richardson is senior manager of product security incident response (PSIRT) at NVIDIA. She has spent the last
20 years working in various security assurance, incident response, and privacy roles at companies like Palo Alto Networks,
Amazon and Microsoft. When not preparing for the next disaster, she enjoys exploring her new home state of California

(US) with her husband (Patrick), hanging out with her rescue cats (Lily and lzzy) and building Lego Architecture Series.
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FIRST reveals its new Vision and Mission

~ It’s vital that we continue to review and update our vision and mission to ensure that it still
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The new vision is:

reflects the needs of global incident response and security teams across the world.

With this in mind, the Board has spent some time since our time in Malaga to produce a

new vision and mission which we are pleased to share with our members.

FIRST aspires to bring together incident response and security teams
from every country across the world to ensure a safe internet for all.

“We felt this new vision statement describes our
ambition to be an open, inclusive, global organization
that works together to build and maintain a safe

internet,” says Executive Director, Chris Gibson.

How will we achieve our vision? The revised missions

below outline our purpose for the coming years:

1) Global Coordination - You can always find the

team and information you need.

FIRST provides platforms, means and tools for incident
responders to always find the right partner and to
collaborate efficiently. This implies that FIRST’s reach is
global. We aspire to have members from every country

and culture.

2) Global Language - Incident responders around
the world speak the same language and understand

each other’s intents and methods.

During an incident it is important that people have a
common understanding and enough maturity to react in
a fast and efficient manner. FIRST supports teams
through training opportunities to grow and mature.

FIRST also supports initiatives to develop common
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means of data transfer to enable machine to machine

communication.

3) Policy and Governance - Make sure others
understand what we do, and enable us rather than

limit us.

FIRST members do not work in isolation, but are part of
a larger system. FIRST engages with relevant stakehold-
ers, in technical and non-technical communities, to
ensure teams can work in an environment that is

conducive to their goals.

Going forward, the Board will continuously
review our activities to ensure that they are

aligned with our new vision and mission.

“Everything we do, as an organization, should
further one or more of these missions. If our
activities don’t then we should ask ourselves if
they correctly cover our ambitions or, more
importantly, whether we should be conducting

the activity at all,” says Chris.

You can find our vision and mission on our

website:



https://www.first.org/about/mission

The current global pandemic has caused many organizations to pivot their face-to-face activities. We have also made
the decision to shift our 32nd Annual Conference online which will be held November 16-18 2020. This will be our
first virtual Annual Conference and we are working very hard to create a program that you will find both interesting

and valuable.

We are working with the Program Chair to bring you a variety of speakers from global security and incident response
professionals from all stages of their careers and from public, private and academic sectors. Topics will focus on the
latest Incident Response and Information Security topics and ideas, to strengthen our individual and collective ability
to prevent, detect and respond to computer security incidents. The virtual event will be an opportunity to exchange

information and ideas, learn together, build trust relationships and co-operate on areas of mutual interest.

Who should attend?

Technical staff who determine security product requirements and implement solutions.
Policy and decision-makers with overall security responsibility.

Law enforcement personnel involved with investigating cybercrimes.

Legal counsel who work with policy and decision-makers in establishing security policies.
Senior managers who are directly charged with protecting their corporate infrastructures.

Government managers and senior executives responsible for protecting systems and critical infrastructures.
Past participants have included information security practitioners, executive management, network architects, system
and network administrators, software and hardware vendors, security solutions providers, ISPs, law enforcement, and

general computer and network security personnel.

Please check the FIRST for the latest program.
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Have you ever considered publishing your ideas in a peer-reviewed
Jjournal? Until a few years ago, | hadn’t. In this article, I'd like to share

some tips with the readers of FIRST Post on how | get my ideas
published.

My original impetus was an EU consultant. He wanted to reference my
N work because it covered areas that no one else had thought about. But
my blog posts and white papers were difficult to find and unlikely to be
cited. Publication allowed me, and allows others, to share the results of

SRR my discoveries with a much wider audience.

First things first, | find it very useful to write down my
ideas just in case | decide to publish them later. This
process is very valuable even if | decide later that

peer-review is not appropriate.

Writing down your ideas is also a great way to structure
your thoughts. It doesn’t matter whether you use mind
maps, structured text (like me), or something else.
Anything that gets you thinking about how your ideas
are linked and related, and how you reached a conclu-
sion, will build your confidence. Structuring also allows
you to see whether you are heading in the right direc-

tion and how to explain your thoughts to others.
Publicationiis part of effective transmission
Peer-reviewed journals formalize the process. Good
reviewers point out where the gaps are, where you might
include the work of others, and how to communicate

your ideas more eFFectively.

So, how should you start the publication process?

First of all, take a look at some journals for reference. A
good place to start is ACM’s

(DTRAP), which anyone can access,
thanks to FIRST sponsorship. As well as research papers,
DTRAP publishes shorter Field Notes and Putting
Research into Practice. The contains papers
from our Edinburgh conference. The second includes

on vulnerabilities which he

described in the FIRST Post summer newsletter.

Secondly, research similar approaches to your idea. This
is a required section for full research papers — some-
times called a literature review - but even if you are not
aiming for one of those it’s a useful process. You may
find that your question has already been answered, or

discover new ways to approach it.

Thirdly, draft your paper. Rules on seeking public
feedback at this stage can vary. Some journals forbid it,
others encourage it. But do get someone ~ maybe a
non-specialist — to read your paper to check that it

makes sense.
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https://dl.acm.org/journal/dtrap
https://dl.acm.org/journal/dtrap
https://dl.acm.org/toc/dtrap/2020/1/1
https://dl.acm.org/doi/10.1145/3382765

https://orcid.org/0000-0002-8448-2881

first-sec(@first.org
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Code of Conduct — A Reminder

FIRST aims to develop a global community of security teams where trust and integrity are paramount. As a consequence,
FIRST membership is intended to be inclusive, open, collaborative and enjoyable to all participants. The Code of Conduct
explains expectations for anyone participating in FIRST activities such as conferences, meetings, video or voice calls, and

chat channels such as Slack.
As most of our meetings are now online, it is important to remind you that our Code of Conduct also applies to our partici-
pation in virtual events. The anonymity of such meetings often incites behavior that would not be tolerated at in-person

meetings. The Code of Conduct spells out the types of behavior we support, and do not permit.

Please familiarize yourself with the Code. https://www.first.org/about/policies/code-of-conduct


https://orcid.org/0000-0002-8448-2881
mailto:first-sec@first.org
https://rb.gy/kp1crm

Fir>1

1]
fo
&

Groups

Et harum guidem rerum facilis est et expedita distinctio. Nam libero tempore, cum soluta nobis est eligendi optio cumque nihil impedit quo minus id
guod maxime placeat facere possimus, omnis voluptas assumenda est, omnis dolor repellendus.
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Infrastructure update

The FIRST infrastructure team has been busy implementing a new service on the FIRST Portal to improve how
we collaborate. This service, called Groups, will support SIGs, committees, and other formal and informal
groups. Groups will allow members to send requests to join a particular group, manage their membership, and

suggest the creation of new groups.
From an administrative perspective, group owners will be able to manage their group membership, define the
requirements for participating in the group, manage sub-groups, and control what resources are available.

Access control will be synchronized across all group features (Wiki, Jira, Slack, mailing lists, etc).

Future plans include adding enhanced functionality such as calendaring capabilities and meeting integration.

Groups will initially be made available to group admins and then rolled out to all members soon after.
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Have you read our new

Annual Report yet?

Improving Security Together
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https://www.first.org/about/reports/FIRST-Annual-Report-2019-2020.pdf
https://www.facebook.com/firstdotorg/
https://www.linkedin.com/company/firstdotorg/
https://twitter.com/FIRSTdotOrg

