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Overview [Reminder] of Triage in the Incident Management 
Lifecycle
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Terms & Definitions – Triage

Actions taken to categorize, prioritize, and assign events and incidents

TRIAGE/

ANALYSIS

INCIDENT RESPONSE

DETECT RESPOND

INCIDENT HANDLING
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Objectives of the Triage Process

Identify and sort.

Assign to other roles.
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What Questions Are Addressed in Triage?

During the triage process, a number of questions are answered and first steps taken.

• What category and priority should a report or request be assigned?

• Is this a new report or is it related to ongoing activity?

• Are any preliminary actions required?

- Decrypt information.

- Virus check any attachments.

- Distribute information to others on staff related to a 

hot site or ongoing communications.

• Who should handle this event or incident?
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Triage Functions

Categorization

Prioritization

Correlation

Assignment
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Categorization

Possible criteria

• type of activity

• impact or severity

• type of report or request

• complexity of incident

Category Name

CAT 0 Exercise/Network Defense Testing

CAT 1 Unauthorized Access

CAT 2 Denial of Service (DoS)

CAT 3 Malicious Code

CAT 4 Improper Usage

CAT 5 Scans/Probes/Attempted Access

CAT 6 Investigation

US-CERT Federal Incident Reporting Guidelines (until 2015 Sep 30)

https://www.us-cert.gov/government-users/reporting-requirements
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Prioritization

Possible criteria

• type of activity

• severity

- scope or scale

• who reported or is affected
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Correlation

May or may not happen

• during initial triage

• while working through incidents

- during staff meetings or daily incident 

handling meetings

• later during incident coordination and 

response
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Assignment

May be based on

• category or priority of the event

• current workload

• current person responsible for handling 
an existing incident

• incident handler expertise

• responsible functional business unit
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What Can Help Perform Efficient Triage?

To perform triage in the most efficient method possible requires some other type of activities to 

be performed.

Some would be done by other parts of your organization and the outputs provided to the CSIRT 

including

• risk analysis – to determine the various risks to your critical assets and the resulting impacts

• critical asset inventory and evaluation – that allows you to benchmark the importance and 

priority of critical assets

• data classification scheme – that identifies what type of data requires what type of protection 

and classification, this may impact prioritization

Others are processes that should be part of your CSIRT operations such as

• shift handoffs – if CSIRT or helpdesk has multiple shifts for a 24 hour operation

• beginning and end of day reports – that help summarize what has happened and what is left 

to be done
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Elements that Support Triage

Use of reference numbers

Use of a database to record and track information
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How does your organization triage cyber events and 
incidents?

What more should you know to help the triage process?

In-class Discussion: Triage 
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Documentation and Tracking
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The Need for Documentation -1

Short term or operational

During an incident, written documentation regarding

• what happened

• impact or significance

• information gathered

• analysis performed

• steps taken

• who is informed

Vital to fully understanding the situation and the successful closing of an incident
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The Need for Documentation -2

Long term

• trending

• basic statistics

• repeat offenders

• reports to upper/senior management

• situational awareness
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Incident Reports

The term Incident Report has different meanings in different contexts.

The initial message from the victim of a cyber incident can be referred to as the Incident 

Report.

The final report detailing a closed incident can legitimately be called the Incident Report.

Here we are primarily concerned with the documentation and tracking of activity between 
the time of the initial incident report to the delivery of the final incident report.
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Incident Tracking
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What Is a Ticket, Really?

In general, it is the data related to a reported incident.

More importantly, it is a method of tracking the work.

It may be an amorphous collection of fields in a data base related by a key such as the 
ticket number.

It may be a file or directory containing such data.

It could even be a spreadsheet.
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The Need for Incident Tracking

Once an incident has been reported or otherwise detected, it should “enter the system” so 
its progress can be followed.

Incident tracking is often done with a ticketing system, sometimes called an issue tracking 
system. 
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Uses of Ticketing Systems

Ticketing systems are a tool used by many Incident Management teams to manage their 
cases. Usually

• meant to support operational tasks such as: Open a case, assign pieces of it to 
different analysts, track their tasks, collect status, close a case, etc. 

• key functionality includes Workflow – assigning tasks to different groups to work 

through a process until completion

• require customization to be used in an IR context

- Some systems are specific to typical incident management needs.

• integrated with other systems to exchange data such as IT helpdesks, SOC systems, 
Email (for workflow notifications), Threat Intelligence platforms

• teams store Cross-Reference numbers in their ticketing systems to knowledge and 
storage resources outside of their ticketing systems

- such as Wiki pages or storage servers with case or forensic artifacts
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What Makes a Good Ticketing System?

Characteristics of ticketing systems include

• front end data entry and query interface

• back end data base

• multiple user roles (for example: query, update, administer)

• methods of automation

- entry

- export 

• flexible export capabilities
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Where Do Ticketing Systems Come From?

These are the most common

• acquired as a commercial product

- for example, JIRA, ServiceNow, Remedy

• assembled internally from open source software

- for example, start with RTIR

• written and maintained strictly in house

- tend not to get a lot of publicity 
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Acquired as a Commercial Product

Commercial ticketing systems are often repurposed from a different field.

There are arguably more IT Help Desk issue tracking systems than actual incident 
response ticketing systems.

• Advantages 

- It comes as a mature product.

- Professional support is available.

• Disadvantages

- needs lots of configuration

- can be expensive for what you get

- If repurposed, it may not have all of the required data fields and features needed.



26
Foundations of Incident Management (FIM)
© 2021 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release 

and unlimited distribution.

Assembled Internally from Open Source Software

There are many open source packages for incident response ticketing/tracking. 

• Advantages

- It has a low initial cost.

- Most of the work is done.

- It is designed for Incident Response not IT Help Desk.

• Disadvantages

- still needs to be configured

o by you

o perhaps with “help” from the entire Internet community

- questionable long term stability 

- often supported by volunteers on their own schedule
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Written and Maintained Strictly In-house 

In-house systems often start small and evolve with the organization.

• Advantages 

- can be tailored to the needs of the response team

- may cost less than a commercial system

- in-house support

• Disadvantages

- requires a skilled development team

- turnover of developers

- may suffer from growing pains as it is coded to do more
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Example Ticketing Systems
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TheHive
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TheHive – Dashboards
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RT



32
Foundations of Incident Management (FIM)
© 2021 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release 

and unlimited distribution.

ServiceNow
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BMC Remedy
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Incident Reporting Forms



35
Foundations of Incident Management (FIM)
© 2021 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release 

and unlimited distribution.

Feeding the Ticketing System

Now that we have a ticketing system, we need to populate it.

A popular way to do this includes the use of an incident reporting form.

They tend to range from too simple, through just right, to too big.

Considerations include

• What form does it take?

• How is the information transmitted?

• Who provides the information?

• How does the information get into the ticketing system?
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What Goes into an Incident Reporting Form?

The range of possibilities is quite wide.

• free form: no guidance other than “just the facts please”

- probably rare in mature organizations

• general guidance: “what happened to which system”

- may be all you get from a user

• specific items: required and optional

- who, what, when, where, how, how bad

- generally keyed to the fields in the ticketing system
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How the Information Is Transmitted
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Telephone

Email

Web

Direct Transfer
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Incident Report by Telephone -1

Suggestions

• Maintain a log of all telephone calls.

- Get caller’s contact information.

- Verify (read back) the spelling of names, email addresses, and hostnames using a phonetic 

alphabet.

• Prepare a list. 

- of the information needed

- a way to capture it

o local online form

o directly into the ticketing system

o pre-printed list of questions and space for answers

o (last resort) pencil and paper
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Incident Report by Telephone -2

Advantages

• tends to be more timely

• can ask for clarification immediately

• Get a better sense of urgency.

• Get to know the person reporting.

Disadvantages

• may be less considered or thought out

• can be difficult to ask questions and 

thoroughly document the answers

• fast/urgent writing – hard to read later

• ephemeral
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Incident Reporting by Email -1

Email incidents come in at least two formats:

• user specified

• incident response team specified

Email messages with specific formats can be processed automatically.

Other email messages can be processed to extract what appears to be relevant data.
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Incident Reporting by Email -2

User specified

• Their format may not match yours.

- They may not have a consistent format.

• They decide what information to include.

• Advantage (sort of): An incomplete report can be better than no report at all.

Incident response team specified

• Provide an email template with headings and spaces for the relevant data you need.

• You need to get it to the right person at the right time.

• Advantage: You have a better chance of getting the right information.
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Incident Reporting by Email -3

User:
I have a problem Incident Response 

Team:

Please complete 

the attached form

Incident Reporting Form

Incident Reporting Form

Sed ut perspiciatis, unde 

omnis iste natus error sit 

voluptatem accusantium 

doloremque laudantium, 

totam rem aperiam eaque 

User:
Thank you

Ticketing System 
Database

Automated Process

Data to new ticket

Notifi
catio

n 

to Team

Your Ticket number is
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Incident Reporting via the Web

Web based forms will have the same data input requirements as other delivery 
mechanism.

More can be done on the front and back ends than with other media.

Be careful with required fields: there may be one that is considered vital, but

• The person entering the data may not have or even understand what is expected.

• This may prevent a partial form from being submitted.
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Direct Transfer 

Direct transfers can be

• internal from a network security device

• external from another response team
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Direct Transfer – Internal -1

Incident reports can be initiated by network security devices.

Example

• Snort IDS Alerts can be brought to the attention of an incident responder who decides 
between

- Create a ticket.

- Discard and ignore.

• Snort IDS Alerts can be processed to create tickets automatically.
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Direct Transfer – Internal -2

From a network security device to your ticketing system with the approval of an incident 
responder

Advantages

• There is a human-in-the-loop to sanity check.

• Direct transfer such as this saves considerable data entry effort.

Disadvantages

• Different individuals may decide differently.

• It still takes time for the incident responder.

• The participating devices may produce a lot of alerts.
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Direct Transfer – Internal -3

Directly from a network security device to your ticketing system

Advantages

• This is great when configured properly.

• Direct transfer such as this saves considerable data entry effort.

Disadvantages

• There is no human-in-the-loop to do a sanity check.

• There is a tendency to over-report.

• It needs to be maintained as the security device landscape changes.
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Direct Transfer – External 

Directly from their ticketing system to yours

Advantages

• This is great when configured properly.

Disadvantages

• A tendency is to configure it to send an incident report for every ticket entering their 
system.

• You don’t need to know that a user typed a password wrong or that their anti-virus just 

prevented a catastrophe.

Take the time to work with them to ensure that relevant data gets into your system 

properly.
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How Information Gets into the Ticketing System

Manually

• if it comes in via phone or free form mail
• There probably isn’t much choice.

Semi-Automatically

• Automated email can do some or perhaps all.
• if the template is good

Automatically

• We’ve seen one example: direct transfer.
• web 
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The Lifecycle of a Ticket

Data 

Gathering

Open a 

Ticket

Triage and 

Categorize

Assignment

Work the 

incident

Close the 

ticket
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Key Points

Triage is on the critical path for your other CSIRT services.

Triage can facilitate the prioritization and distribution of your CSIRT workload.

Use tools to support data collection, tracking, archiving, and retrieval.
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Questions


