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About CERT-MU
• CERT-MU is a national CERT and operates under the aegis of the

National Computer Board, a statuary body under the Ministry of
Information Technology.

• It is the second oldest CERT in Africa after Tunisia (TunCERT), set up in
May 2008.

• CERT-MU is the main engine driving cybersecurity initiatives in the
country.

• It assists the Ministry of Information Technology in the development and
implementation of cybersecurity strategies and policies.

• CERT-MU is the FIRST member since 2010.
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• Part 1:An Introduction to National Cyber Crisis Management Plan 
• Part 2: Inside the Plan – Incident Response: The National Approach 
• Part 3: Testing, Implementation and Maintaining the Plan 

Structure of Today’s Training: 

National Cyber Crisis Management Plan



Part 1
An Introduction to National 

Cyber Crisis Management Plan



Cyber Incident
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• A cyber incident is a violation or imminent threat of violation of computer
security policies, acceptable use policies, or standard security practices.

• It is also an event that threatens the confidentiality, integrity, or availability of
Information Systems or institutional data.

• Examples include, but not limited to:
Attempts (either failed or successful) to gain unauthorized access to a system or its data
Unwanted disruption or denial of service
Unauthorized use of a system for the processing or storage of data
Changes to system hardware, firmware, or software characteristics without the owner's 

knowledge, instruction, or consent



Significant Cyber Incident or Cyber Crisis
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• A significant cyber incident or cyber crisis is an incident or a group of
related cyber incidents that together are likely to result in
demonstrable harm to the national security interests, foreign relations,
or economy of a country or to the public confidence, or public health
and safety of the citizens of a country.



The Need for Incident Response (1)
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• The increasing reliance on technologies offers many advantages which have
improved our economy and quality of life.

• However, it also makes us more vulnerable to those who attack our digital
infrastructure to undermine our national security, economic prosperity, and
public safety.

• The frequency of cyber incidents is increasing, and this trend is unlikely to be
reversed anytime soon.

• The most significant of these incidents, those likely to result in demonstrable
harm to the national security interests, foreign relations, or economy of the
country or to the public health and safety of the country.



The Need for Incident Response (2)
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• The dependence on well- functioning critical infrastructures points at both
the opportunities and vulnerabilities related to the growing use of
information and communication technologies (ICT).

• N ations are increasingly facing the need to both stimulate ICT-enabled
economies as well as ensure the reliability and security of cyber space,
especially when it comes to the protection of critical infrastructure.

• Since the availability, integrity, confidentiality and resilience of critical
infrastructures and response to cyber threats have emerged as national
priorities for all developed nations, deliberate planning, coordination, and
exercising of response activities is necessary in order to minimize the
threat and consequences to the nation.



National Capabilities for Incident Response
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• N ational capabilities or readiness is important as it establishes how a
nation prevents, protects against, mitigates, responds to and recovers
from cyber threats.

• N ational capabilities include:
• Legal and Regulatory M easures – (national laws affecting cybersecurity, international 

obligations)
• Organisational M easures (national cert, incident response plan, etc..)
• Technical M easures (incident response tools, forensic capabilities, labs, etc..)
• Critical Information Infrastructure Protection
• F inancial Considerations (adequate budget, grants, incentives)
• Implementation M easures (responsibilities and coordination, human resources, finance)
• Awareness Raising M easures and Education



National Capabilities for Incident Response
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To be prepared for a cyber security incident of national significance, it is 
important to understand the level of threat to the nation and this can be 
done by:
Assessing the N ational Cyber Security Landscape
• F or the N CM P to be effective, there is a need to assess the cyber

threat landscape of the country. To this end, an analysis of the
country’s cybersecurity strengths and weaknesses should be conducted.

• The following may be considered:
Technical infrastructure that supports your critical assets 
D ifferent types of cybersecurity threats that the country is concerned
Sources of these threats such as organised crimes syndicates, state sponsored 

organisations, extremist groups, etc..
H acktivists, insider threats  – or a combination of the possible attack threat vectors 
Vulnerabilities that may attack critical infrastructure



What is a National Cyber Crisis Management Plan?
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• It is an organisational measure and can be defined as follows:
A strategic framework which articulates the roles and

responsibilities, capabilities and coordinating structures that support
how a N ation responds to and recovers from significant cyber
incidents posing risks to critical infrastructure.

A strategic plan which recommends and elaborates on the actions
and responsibilities for a coordinated and multidisciplinary
approach to respond and recover from cyber security incidents of
national significance impacting critical systems and the economy.



Rationale for developing a National Cyber Crisis Management Plan
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The rationale for the development of a N ational Cyber Crisis
Management Plan is to:
• Establish roles and responsibilities of the stakeholders during a crisis

situation
• D evise ways for incident resolution
• Ensure proper information sharing between stakeholders
• Serve as a basis for improving the management and coordination of

cyber incidents at the institutional level
• Set the effective communication channel for message passing related

to the incident



National Cyber Cyber Crisis Management Plan – Country Examples
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• M auritius
• U nited States of America
• Australia
• U nited Kingdom
• Canada



Objectives of a N ational Cyber Cyber Crisis Management 
Plan:
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The objectives of a N ational Cyber Crisis Management Plan are:
• To recommend and elaborate on the actions and responsibilities for

a coordinated and multidisciplinary approach to respond and recover
from cyber security incidents of national significance impacting
critical systems and the economy.

• To minimize disruption of services or loss/ theft of information
caused by incidents.

• To use the information gained for better preparation or for future
handling incidents.



Applicability of a N ational Cyber Crisis Management 
Plan:
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• A N ational cyber incident response plan may depend on country to
country and may take many forms and can go into varying levels of
detail, depending on the country’s objectives and levels of
preparedness or cyber- readiness.

• It establishes the strategic framework and doctrine for a whole-of-
N ation approach to mitigating, responding to, and recovering from a
cyber incident.

• This approach includes and strongly relies on public and private
partnerships to address major cybersecurity risks to critical
infrastructure.

• The plan is mainly applicable to the public and private sectors of a
t



Elements of a N ational Cyber Crisis Management Plan:
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• A N ational Cyber Crisis M anagement Plan should be a formal,
focused, and coordinated approach to responding to incidents that
provides the roadmap for implementing the incident response
capability at national level.

• The main elements of the plan are as follows:

Vision and M ission Statement
Purpose and objectives of the Plan
Scope of the policy (to whom and what it applies and under what 

circumstances) 
D efinition of cyber incidents and related terms 
The roles and responsibilities of Stakeholders 
Prioritization or severity ratings of incidents
Information Sharing and Communication M ethods
M etrics for measuring the incident response capability and its effectiveness



Vision and Mission
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• A N ational Cyber Crisis M anagement Plan is more likely to be
successful when it sets a vision that helps all stakeholders
understand what is at stake and why the plan is needed (context),
what it is to be accomplished (objectives), as well as what it is
about and who it impacts (scope).

• The clearer the vision, the easier it will be for leaders and key
stakeholders to ensure a more comprehensive, consistent and
coherent approach.

• A clear vision also facilitates coordination, co-operation and
implementation of the plan amongst the relevant stakeholders.

• The mission clarifies the purpose and primary, measurable
objectives of the plan.



Purpose and Objective
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• The purpose and objectives of N ational Cyber Crisis M anagement Plan
should be clearly stated in the plan

• Examples:
Example 2: Canada Cyber Security Event 
Management PlanExample 1: National Cyber Incident Response Plan -USA



Scope of the National Cyber Crisis Management Plan
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• Cyber incident response is an important component of information and
communications technology (ICT) and operational technology programs and
systems.

• Performing incident response effectively is a complex undertaking and
requires substantial planning and resources to establish a successful incident
response capability.

• The NCMP provides a consolidated national approach to the management
and coordination of potential cyber threats or incidents. It sets out the roles
and responsibilities of all stakeholders, critical sectors and other public and
private sector in managing incidents of critical in nature.

• It is also a strategic framework for operational coordination among the
public and the private sector, and international partners.



The Need to define a Cyber Incident 

20www.cert-mu.org.mu | Hotline: 800 2378 | Email: contact@cert.ncb.mu | Incident Reporting: incident@cert.ncb.mu

CERT-MU

• One of the first considerations should be to
create N CM P definition of the term
“incident” so that the scope of the term is
clear.

• This would help in clarifying on the roles of
the incident response team, the structures
and models

• N CM P development is an important part of
establishing a team, so that incident response
is performed effectively, efficiently, and
consistently, and so that the team is
empowered to do what needs to be done. Australia – Cyber Incident Management 

Arrangements for Australian Government



Stakeholder Management
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• Cybersecurity is a collective effort and it is important to identify an
initial set of stakeholders to be involved in the development of the
N ational Cyber Crisis M anagement Plan .

• The development, implementation and review of the plan are
influenced by a range of elements and played out by various
stakeholders

• Examples include government bodies, critical infrastructure
operators, private bodies

• Roles should be clarified and outlined how they will collaborate in 
order to manage expectations throughout the process in order to 
achieve success.



Roles and Responsibilities of Stakeholders
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Government of Canada Cyber Security 
Event Management Plan (GC CSEMP) 
2019

• Examples of Stakeholders:
Law Enforcement
Private Sectors – Critical Sectors
Internet Service Providers
Telco’s
Vendors

• Outside Stakeholders:
F oreign law enforcement agencies
CERTs



Governance
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• D uring a cyber security event, the timely engagement of the appropriate
level of governance bodies will focus both management and operations to
prevent, detect, respond to and recover from cyber security events in a
prioritized manner.

• It is therefore important to include in the N CM P, the governance
structure that will coordinate and manage incident response and
escalation during a cyber crisis.

• Examples of governance bodies are:
• Cybersecurity Committee
• Executive M anagement Team
• N ational Cybersecurity Committee
• Cybersecurity Council
• Cybersecurity Advisory Council
• Event Coordination Team



The Incident Response Coordinating Team (IRCT)
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• Selection of the Incident Response Coordinating Team
• Structure of the Incident Response Coordinating Team
Who forms part of the IRCT?
Reporting Structure of the IRCT?
Example: M auritius - The Incident Response Coordinating Team reports to the
N ational D isaster Cybersecurity and Cybercrime Committee
F unctions of the IRCT

• Staff expertise - Incident handling requires specialized knowledge and
experience in several technical areas such as knowledge of intrusion
detection, forensics, vulnerabilities, exploits, and other aspects of
security.



The Incident Response Coordinating Team

• The incident response coordinating 
team may include several 
stakeholders such as:

• Law enforcement
• CERTs
• Sectoral Incident Response Teams
• ISPs
• Public Safety
• Technical investigation services
• F orensics department

• Other stakeholders may also be 
involved depending on the nature of 
the incident 
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Eg: Canada Cyber Security Event Management Plan (GC CSEMP) 2019



The Incident Response Coordinating Team
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Case Example 2 – U SA

• D uring the event of a 
significant cyber incident, a 
Cyber U nified 
Coordination G roup 
(U CG ) is convened

• The D epartment of 
Justice, through the F BI 
and the N ational Cyber 
Investigative Joint Task 
F orce (N CIJTF ), serve as 
the lead federal agency for 
threat response activities. 



Determining the Incident Severity Level
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• One of the most significant element of a NCMP is to determine the incident
severity level

• Development of an incident severity framework

• The framework will help to evaluate and assess cyber incidents to ensure a
common view of the:

• Severity of a given incident
• Urgency required for responding to a given incident 
• Seniority level necessary for coordinating response efforts
• Level of investment required for response efforts.



Determining Incident Severity Level
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• Example – USA
Cyber Incident Severity 
Schema 



Information Sharing and Communication Methods
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• During incident response, there is a need to communicate about the incident
to other parties.

• Proper communication methods so that only the appropriate information is
shared with the right parties

• Example: Traffic Light Protocol - created in order to facilitate greater sharing of
information. TLP is a set of designations used to ensure that sensitive information is
shared with the appropriate audience.

• Only share relevant incident information with other parties to to improve
detection and analysis of incidents.



Information Sharing and Communication Methods
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• Parties for information sharing 
and communication methods

Incident 
Response 

Team

Law 
Enforcement

Internet 
Service 

Providers

Software 
Vendors

Other 
Incident 

Response 
Teams

Customers, 
Constituency 

Members



Thank You
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Computer Emergency Response Team of Mauritius (CERT-MU)

Tel: 210 55 20 | Hotline: 800 2378

General Enquiry: contact@cert.ncb.mu
Subscribe to Mail List: subscribe@cert.ncb.mu

Incident Reporting: incident@cert.ncb.mu
Vulnerability Reporting: vulnerability@cert.ncb.mu

Cybersecurity Portal: http://cybersecurity.ncb.mu
Website: www.cert-mu.org.mu

CONTACT US

mailto:contac@cert.ncb.mu
mailto:subscribe@cert.ncb.mu
mailto:incident@cert.ncb.mu
mailto:vulnerability@cert.ncb.mu
http://cybersecurity.ncb.mu/
http://www.cert-mu.org.mu/
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