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 Increased risk to people who use mobile devices  
 No respect of the Security Policy of the IT systems 
 Unsecured WiFi  
 Security Weaknesses in VPN  

Videoconference  

 Zoom « zero day » Exploit  

 6 april 2020 
 
tunCERT has warned of security flaws in the "Zoom" 
videoconferencing application, allowing anyone to attend, or 
even inject unsolicited content, during an online meeting or 
class 
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TOP Observed Malicious Activities (1/15) 
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- Total number of DDoS attacks 
in 2020: 994 
 
- Peak attack volume: 32.6 Gbps 
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TOP Observed Malicious Activities (2/15) 
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09 April 2020  
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11 April 2020  
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Contents of the "cards.log" file: 
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09 November 2020   

https://www.facebook.com/lapostetn/posts/109031527682888 
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TOP Observed Malicious Activities (8/15) 
 

Sending data by email: smarteamtn@gmail.com 

                              Storing in a local text file: notag.txt 

Hackers MasterSina, NobodyTN, SmartTeam 
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mailto:smarteamtn@gmail.com
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13 November 2020   

Facebook page: D17 TN - Digipostbank. (sponsored) 

URL: https://www.shopplusglobal.com/D17/D17.php 
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Peusdo hacker: El Chalon File " El Chalon.txt " (see attached Excel 

file) 

120 victims in less than 24 hours. 
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Niveau de classification: Interne 14 
TLP: White 

TOP Observed Malicious Activities (11/15) 
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TOP Observed Malicious Activities (12/15) 
 

13 Feb 2021: Truth and Dignity Commission 

Web defacement attack 

18 Feb 2021: Ransomware Attack  

22 Feb 2021: Defense website redirection attack 

23 Feb 2021: Tunisian National TV1 web defacement attack 

03 March 2021: Microsoft Exchange  
Vulnerability Exploitation  
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Niveau de classification: Interne 16 

TOP Observed Malicious Activities (13/15) 
 

-Banks,  

-Government  

-Presidency of the Republic, 

-Private companies 

-Hotels 

 

Multiple servers 

compromised (with 

webshell) 
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TOP Observed Malicious Activities (14/15) 
 

Backdoor:MSIL/Chopper.F!dha 

Trojan:Powershell/LemonDuck.B 

Trojan:Win32/Amynex.A 

Exploit:ASP/CVE-2021-27065 

MSERT.log 
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TOP Observed Malicious Activities (15/15) 
 



 tunCERT handled 330 
incidents during the year 

2020. 
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Conclusion 
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