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72,629 ASNs connected to Internet

902,184 advertised IP prefixes (routes)

Border Gateway Protocol (BGP) is based 
entirely on unverified trust between 
these networks

• No built-in validation that updates are 
legitimate

• Any network can announce any ASN or IP 
prefix

• Any network can claim to be another 
network



Coordination
Facilitate global 

operational 
communication and 

coordination

Maintain globally accessible 
up-to-date contact 

information in common 
routing databases

(RIR Whois or PeeringDB)

Anti-spoofing
Prevent traffic with 
spoofed source IP 

addresses

Enable source address 
validation for at least single-

homed stub customer 
networks, their own end-
users, and infrastructure

MANRS: What do we need to observe?

Filtering
Prevent propagation of 

incorrect routing 
information

Ensure the correctness of 
your own announcements 
and announcements from 

your customers to adjacent 
networks with prefix and 

AS-path granularity

Global 
Validation

Facilitate validation of 
routing information on a 

global scale

Publish your data so others 
can validate

(IRR and/or RPKI)
3

• MANRS provides fixes to eliminate the common threats - route leaks/hijacks & spoofed traffic
• Brings together established industry best practices
• Based on collaboration among participants and shared responsibility for the Internet infrastructure
• 615 Network Operators, 98 IXPs, 18 CDN/Cloud Providers, 5 Vendors, 18 Partners
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How can CSIRTs get involved?

- Raise awareness of routing security issues within your constituencies, as well as 
into national critical infrastructure activities

- Add routing security incident monitoring and handling to your service portfolios

- Help organise practical routing security workshops and/or develop routing 
security curriculums in the context of training-the-trainers and/or network 
forensics capacity building programmes

- Add routing security to network security auditing programmes

- Inclusion of routing security activities in cyberdrills

- Utilise the MANRS Observatory monitoring tool (can offer account)
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