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Cost of Implementation of a CSIRT
Infrastructure

4 Equipments (PCs+ Servers + forensics tools)

1 Software tools :

- License fees
--> Recurent Big annual Maintenance fees

How to decrease this big « cost center »
+ avoid delays (+...) in CSIRT iservices mplementation,
(escape from « our » painful and long administrative

acquisition procedures)

Be able to More Invest in Capacity Building
(training, ...) & the funding of CSIRT activities
(awareness compaigns, ...)



CSIRT’s Software Needs

Need for a « Strong »
CSIRT Security Architecture

=» Cardinal and qualitative Completness of deployed
Solutions O

Need for Tools for implementing the CSIRT
process

Need for various and multi-platform
investigation and forensics tools

[ >| Bigs Budgets (Expensive licenses,

Recurent cost of maintenance fees,..)

. SOLUTION =Use of OPEN-SOURCE tools

~ O Licences



Open-Source
“Beautiful worlal”

= Free licences
= Sources Codes availables

+ Respectof standards
+ GUIs and Good Community assistance
+ Perinity (vetter than some commercial solutions )

+ NOW: avallable optional«Contractual
Support»&Training, for "must" solutions
(OpenCore)



FALSE Myths




Free access to Source codes

Open Source Tools Can be Customized/Extended
S An enabler for R&D activities

(Other potential Return On Investment)

You are a "Legal provider" of Open source
Security solutions

O
S Open Source Tools Can be installed by the CSIRT
on the constituency's infrastructures

Once you have handled an incident
--> Need to IMMEDIATELY strength the constituency Security

-=-> Install Open source security Tools



AvVallaplie on riksl youtube channel or tne symposium

Training "Open Source Tools for CSIRT" session

PLAN '

" About Open-Source and CSIRT

\ CSIRT Infrastructure

II- Network Security Architecture

I1I- Cyber-space Monitoring and Honeynet

s?st&ms

CSIRT Activities
IV- CSIRT Process Management systems /

\\ « Alertrand Warning Process
.+ Incident Handling Process

——

V- Forensics and investigation tools
. TakeOUT \ -

=  Connection credentials to Live Platform and/or Download of Live-DVD
= Additional Trainings on demand




