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C19 – attacker’s view



Experts warn “Hackers exploit corona virus to spread malware” - 18/2/2020



KITTENS? HOW CHARMING



PAYMENTS WILL MOVE ONLINE



CONFIDENTIAL CORONA CURE



YOU DON’T HAVE TO OVERDO IT

Google blocked 18M C19 phising e-mails a week in April



BUSINESS CONTINUITY PLAN



EXECUTE CORONA VIRUS SAFETY MEASURES



FREE! TESTING



We got all the protection you need!



Include but not limited to



Australian COVIDSafe app



“REAL COVID” TRACING APP … OR AN OLD-FASHIONED SMS



230K C19 PATIENTS PERSONAL DATA IN DARK WEB



C19  - SUPPLIER NOTIFICATION



ALL YOUR FILES ARE BELONG TO US



WE ARE CHANGING VENDORS, BAKRUPT BANKS, AND EMPLOYEES 



ZOOM IS EVIL! ZOOM IS DANGEROUS!



ALL CLASSES ARE NOW ONLINE! CREATE AN ACCOUNT IN XYZ ENVIRONMENT



“HELLO! I AM CALLING FROM YOUR BANK, INSURANCE, HR, WHO, PLEASE 
CONFIRM YOUR CREDIT CARD DETAILS FOR REFUND/ SUPPORT/WINNING?!”



ENISA’s fresh publication of TOP 15 cyber threats
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When was the first IR team 
founded?



a) 1962
b) 1988
c) 1997
d) 1972



1988 -  Morris worm

• The Morris worm was one of the first computer worms distributed via 
Internet and the first to gain significant mainstream media attention. It was written by a 
graduate student at Cornell University, Robert Tappan Morris, and launched on November 
2, 1988 to highlight security flaws.
• Exploited known vulnerabilities in Unix sendmail, finger, and rsh/rexec, and
weak passwords BUT it had a coding error so that the computer could be
infected multiple times and each additional process would slow the machine
down, eventually to the point of being unusable.
• 60000 computers connected to the Internet – 6000 impacted -  10% all all the computers 
in the world



In response - CERT-CC

The Morris worm prompted DARPA to fund the establishment of the
CERT/CC at Carnegie Mellon University, to give experts a central point

for coordinating responses to network emergencies

Phage mailing list to coordinate incident response - originally
concerned with identifying and eradicating the Morris worm, later

reflecting and considering broader issues in computer security



2020 

• CERT – Computer Emergency Response Team
• CSIRT – Computer Security Incident Response Team
• SOC – Security Operations Centre
• IRT - Incident Response Team
• RRT - Rapid Response Team
●NCSC -  National Cyber Security Centre



You need to start an incident response team. What/ who first?

People?
 Procedures?

 Money?
 Equipment?

 Constituency?
 Partners?

 Legal aspects?



People are always the most important component

... will determine how much funding will you receive,
… how many people can you have for the incident 
response team,
... establish the procedures,
... define your constituency and legal aspects, and
... establish partners and trust within the constituency



Framework
 Mission statement – serves the organization or entire constituency not just IT
department, reflect important business assets, and preferably also quality
assurance!
• Constituency - IP range, AS, domain name, free text
• Responsibilities and mandate – defines the matters and extent of incident
response. Clearly described and sanctioned by the management. What can
CERT do and what cannot CERT do!
• Organizational framework – escalations, CISO, crisis management, human
resources
• Services provided – reactive services, proactive services, security quality
management services





FIRST CSIRT Services Framework Service Areas and Services



ENISA Incident Management Guide



Information Security Incident Management services



Information Security Incident Analysis functions



Artifact and forensic evidence analysis
 he context required of the artefact to run and to perform its intended tasks, whether malicious or not

 How the artefacts may have been utilized for the attack: uploaded, downloaded, copied, executed, or created within an organization’s environments or components

 Which systems have been involved locally and remotely to support the distribution and actions

 What an intruder did once to access to the system, network, organization, or infrastructure was established: from passively collecting data, to actively scanning and transmitting data for 
exfiltration purposes, or collecting new action requests, updating itself or making a lateral movement inside a compromised (local) network

 What a user, user process, or user system did once the user account or user device was compromised

 What behavior characterizes the artefacts or compromised systems, either in standalone mode, in conjunction with artefacts or components, connected to a local network or the Internet, or in 
any combination

 How the artefacts or compromised systems establish connectivity with the target (e.g., intrusion path, initial target, or detection evasion techniques);

 What communication architecture (peer-to-peer, command-and-control, both) has been utilized

 What were the actions of the threat actors, what is their network and systems footprint

 How the intruders or artefacts evaded detection (even over long periods of time which may include reboot or reinitialization



Establishing an incident response plan

 Determine the business impact of the information security incident

 Determine the business requirements and timeframe for a successful recovery

 Define decision processes and criteria (if not already defined by policies)

 Identify the objects to be recovered: environments, systems, applications, systems, transversal functions, etc.

 Identify required support and actions by internal and external entities

 Determine a response plan that provides for a meaningful response within the desired business requirements and timeframe based on available resources and the technical scope of required 
actions



Incident response -  ad-hoc measures and containment

 Temporarily remove access for users/systems/services/networks

 Temporarily disconnect systems or networks from networks or 
backbones

 Temporarily disable services

 Require users to change their passwords or crypto credentials

 Monitor for signs of intrusions and indicators of compromise

 Verify that all users/systems/services/networks are unaffected



Incident response -  coordination

 Communication

 Notification distribution

 Relevant information distribution

 Activities coordination

 Reporting

 Media communication

 | Communication

 Internal and external 
communication

 Reporting and recommendations
 Implementation
 Dissemination / integration / 

information sharing
 Management of information 

sharing



Workflow

• Detection - identification, classification
• Triage – significance, time constraints, severity, is it our constituency (no ->
inform responsible constituency), mandate, speed of spreading, how many
(possibly) impacted, who should handle this incident?
• Analysis – technical analysis, possible impact analysis, business criticality,
characteristics, details matter!
• Incident Response - information and response coordination, mitigation,
information gathering, details matter, chronological order

Incident lifecycle – occurrence -> detection-> diagnostics-> repair -> recovery ->
restoration -> closure



Details matter!
• Detailed contact information
• Detailed description of the incident
• Incident classification (suggested by the reporter/ actual)
• Logs/ images
• Chronology -> keep a logbook in chronological order!
• As many technical details about impacted systems as possible
• Security systems checkup
• Incident severity (for the impacted party)



C19 - challenges
 COVID-19 can already be classified as the largest-ever cybersecurity 

threat (Security Weekly, March 2020; Panda security, August 2020)
 Econsult Solutions study finds that companies spend an average of 0.06% 

of their revenue on cybersecurity
 Cyber attacks most prevalent in the healthcare and financial industries. 
 Email phishing attacks are the most common source of data breaches → 

lateral movement
 Ransomware → Pay or we publish your data



C19 - challenges

Remote work
Financial limitations
Capacity limitations
HR limitations
Legislation limitations
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