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I had a dream ... 

 Malware infections are complex 

 Humans are visually oriented 

 Pictures tell a 1000 words 

 Humans are top in understanding complex pictures 

 Goal: Put all aspects of a malware infection in one big 
picture using the most common of freely available tools 

 Goal: Distinguish between good/evil with a glance 

 Goal: Gut feeling for an entire situation within minutes 

 Goal: Freely available to everyone 
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Proof of concept 
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GOOD EVIL 



Proof of concept 
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ProcDOT – The name 

 Proc ... 

 Process Monitor (Procmon) from Sysinternals 

 DOT ... 

 DOT module of the Graphviz Suite 
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Behavioral analysis 

 Monitoring activities 
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Activity Procmon PCAP (Windump, Tcpdump, Wireshark) 

Filesystem   

Network   

Windows Messages   

Registry   

Process-Management   

Thread-Management   



Data-Correlation 

02.04.2013 8 

PROCMON 
Data 

PCAP 
Data 

PROCESSES 



Noise (-reduction) 

 Relevance: Smart-Following-Algorithms 
 Paths 
 Compression 
 Registry 
 Files 
 Networktraffic 

 Filters 
 Files 
 Registrykeys 
 Servers 
 (Longnames/Shortnames) 

 Contents 
 Nodes 
 Edges 
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Questions 

Feedback 

Flowers 

Presents 

Kisses 

Hugs 

Hand-
shakes Slaps 

Smalltalks 

Longtalks 

Short-
drinks 

Longdrinks 

… 

Reactions? 
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