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Cloud Adoption 
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IaaS Cloud Security Layers 
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Threat Model 

Cyber Criminal 

Hacktivist APT 



Elastic Computing 

Development Deployment 

Low utilisation 
Low cost 

Heavy utilisation 
High cost 



Elastic Computing 

Source: Quora.com 



Threat Types - Customers 
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Relative Threats - Cloud vs On Premise 

Source: Alert Logic ASR 2015 
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Cloud Threats by Customer Industry Vertical 

Source: Alert Logic ASR 2015 
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Subtle Differences 

Cloud threats ≠ On premise threats 
 
Your threats ≠ Your neighbour’s threats 



Honeypot Infrastructure 
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Honeypot Types 

•  Simulates high level services 
•  Collects basic information Low Interaction 

•  Simulates generic functions 
•  Records interaction 

Medium 
Interaction 

•  Simulates specific environment 
•  Collects details of attack High Interaction 



Medium Interaction 

Kippo – medium interaction 

https://github.com/desaster/kippo 

•  Simulates SSH shell 

•  Fake file system 

•  Easily detected! – we use heavily modified version 

•  We used to log brute force attacks & replay session  



Medium Interaction 

Dionaea – medium interaction 

http://dionaea.carnivore.it/ 

•  Simulates network services 

•  SMB / HTTP / FTP / MySQL / SIP (VOIP) 

•  Simulates shellcode execution 

•  We see mostly SMB activity  



Low Interaction 

Amun – low interaction 

http://amunhoney.sourceforge.net/ 

•  Modular Honeypot 

•  Simulates vulnerable services 

•  We see mostly SMB activity  



Low Interaction 

p0f – low interaction 

http://amunhoney.sourceforge.net/ 

•  Fingerprint connecting IPs 

•  Run in tandem  



Custom Interaction 

Create your own 

•  Modify modular honeypot 

•  Reflect your environment 

•  Respond to new threats 

•  Research attacks against specific vulnerabilities 



Results 

What do we find? 
 
April 2015 



Findings – Top 20 IP Addresses 
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Findings – Top 20 Source Countries 
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Findings – Attacker OS 
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Findings – Top 20 Destination Ports 
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Findings – Top 20 Brute Forced Usernames 
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Findings – Top 20 Brute Forced Username/Password 
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Findings – Top 20 Uploads 
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Deployment 

Honeypots in Operation 



Honeypots for Managed Services 
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Honeypots for Managed Services 
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Conclusion 

Cloud environments have a specific threat profile. 

Well placed honeypots provide timely intelligence. 

Apply intelligence to protect production systems. 
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