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Swiss army knife tool for live container analysis

Mitigate complexity in cloud 
micro services analysis 
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Last login: Thu Apr 20 16:30:00 on ttyfirst2016
$
$whoami
Fabio Nigi /  @fnigi / fnigi@cisco.com
$sudo su –
Cisco csirt
$finger 
Member of the winner pool of global Docker hack 2015 
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"Never upgrade a server again. Never update 
your code. Instead, create new servers, and 
throw away”Jerome Petazzo, 
Docker Tinkerer Extraordinaire
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Introduction  to the technology Docker from the OS stack to minimal infrastructure design 

Image source: https://docs.docker.com/engine/un derst anding -dock er/

Image source: 
http://www.ociweb.com/resources/publications /sett/ march -20 15-
docker-vs-vagrant/
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Serve a website: architectural approach:
with or without micro-services 

https://selfieblue.files.wordpress.com/2 015/1 0/ima ge11 5.pnghttps://en.wikipedia.org/wiki/LAMP_(software_b undle )
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Bypass security 
without warning 

https://en.wikipedia.org/wiki/MV_Rena

-privileged -bind
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Design and feature
• Injecting tools into running container
• Network transparent or 9pfs client server
• Browsing container FS
• Scriptable - easy to use in bash scripts
• Live analysis without trace (removing all after)
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How to run and execute the cloud micro services 
analysis:

1) setup a tools container

$docker build -t csk-tools Dockerfiles/debian-tools 

2) setup a csk container

docker build -t csk . 

3) enhance desired container with your tool and follow the instruction to use it!

docker run -ti -v /var/run/docker.sock:/var/run/docker.sock csk<container to enhance> 

4) hack it!

5) remove tools from a container

docker run csk --remove <container to enhance> 
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Usage & cases 
System debug
File comparison (hashing) 
Compromised applications testing  



fnigi@cisco.com
@fnigi

https://github.com/nigifabio
The tool: https://github.com/docker/global-hack-day-

3/tree/master/container-swiss-knife


