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Last login: Thu Apr 20 16:30:00 on ttyfirst2016
$

$whoami
Fabio Nigi/ @fnigi ¥/ fnigi@cisco.com

$sudo su —

Cisco csirt

$finger

Member of the winner pool of global Docker hack 2015



"Never upgrade a server again. Never update
your code. Instead, create new servers, and
throw away”Jerome Petazzo,

Docker Tinkerer Extraordinaire

FROM ubuntu:14.04

RUN apt-get update && \
apt-get install -y curl openjdk-7-jre-headless
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Introduction to the technology Docker from the OS stack to minimal infrastructure design
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Docker

docker pull -

Container Technology

(LXC, LibContainer...) docker run
Layer FS

(DeviceMapper, AUFS)

Linux Kernel

Image source:

http:/www.ociweb.comresources/publications /sett/ march -20 15-
docker-vs-vagrant/

Image source: - https://docs.docker.com/engine/un derst anding -dock er/
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https://en wikipedia.org/wiki/LAMP_(software_b undle )

Serve a website: architectural approach:
with or without micro-services

NETWORK COMMUNICATION BETWEEN CONTAINERS
( HAProxy — Web Server (PHP) — Memcached — MySQL )

Mesos — Mater, Mesos — Slave, Zookeeper
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Orchestration at scale w/Docker
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bind -privileged
docker run -v /Users/<path>:/<container pathy ... ocC ker\ run -- VIleged

TIME Set M ck
(nardware) clock.
ONFIG Use vhanguy
MKNOD ecial files using mknod(2).
ALDIT_WRITE te records 1o kernel auditing log
AUDIT_CONTROL able and dsable kermel auditing; uditng fiter rules; retrieve
auditing status and fitering rules
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Overriding Dockerfile image defaults

cerfile or when she commits it TUD Make arbitrary manipulations of proc
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kerfile instruction and how the
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https://en.wikipedia.org/wiki/MV_Rena
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Design and feature

* Injecting tools into running container
« Network transparent or 9pfs client server Eﬂ_“_"_ﬂ‘-l‘\t
« Browsing container FS NG
» Scriptable - easy to use in bash scripts

» Live analysis without trace (removing all after)

deploy/start

Contianer vih tools

V

- consume tools
FS-Bridge < Fuse-Fs




How to run and execute the cloud micro services
analysis:

1) setup atools container

$docker build -t csk-tools Dockerfiles/debian-tools

2) setup acsk container

docker build -t csk .

3) enhance desired container with your tool and follow the instruction to use it!
docker run -ti -v /var/run/docker.sock:/var/run/docker.sock csk <container to enhance>
4) hack it!

5) remove tools from a container

docker run csk --remove <container to enhance>

afra]n,
Cisco



Usage & cases

System debug
File comparison (hashing)
Compromised applications testing



fnigi@cisco.com
@fnigi

NI
CISCO

https://qgithub.com/nigifabio

The tool: https://qithub.com/docker/global-hack-day-
3/tree/master/container-swiss-knife




