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.szWindowClassOllyDbg
[FindWindowA]

eax,eax

.debugger found

NULL
.szWindowClassWinDbg
[FindWindowA]
eax,eax

.debugger found

E .szWindowClassOllyDbg db "OLLYDBG",O0
. .szWindowClassWinDbg db "WinDbgFrameClass",0




JULUU =

001DO77C call dword ptr ds: [ebx+5A3] X+9A9] : GetUserNameA
D01D0782 or eax,eax

je 1D07D9

push dword ptr ss:

lea eax,dword ptr ss:

push eax

€all dword ptr ds:[el

sub byte ptr ss:|ebp-

jne 1D0O7D3

sub byte ptr ss:|ebp

jne 1DO7D9

sub byte ptr ss:|ebp

jne 1DO7D9

sub byte ptr ss:|ebp

jne 1DO7D9

sub byte ptr ss:|ebp

jne 1DO7D9

sub byte ptr ss:|lebp

jne 1D0O7D9

sub byte ptr ss:|ebp-

jne 1D0O7D9

mov byte ptr ss:[ebp-4],1
movzx eax,byte ptr ss:[ebp-4]
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* Evading spec
®* Can’'t beat them

® More in the live demo!




1§ | KNOW?Z SOFTWARE ENGEENIRINGZ

O
® Bugs in implementation of infection markers

® Abusing proper mechanisms




push offset ValueName ; "comple
push [ehp+hEevy]

setz [ebp+wvar 15]
[ebptchbDatal, esi

F
a 89 MOV , EAX
(5 F DWORD PTR DS:[92180DC1] ntdll.Rt lGetLastWin32Errox
a 89 MO , EA¥
a E HHJ‘HQ91
7] 2B MOY EDI, ERAX
(% F D'I"-lF'D PTR DS: (9218081 kernel32.GetCommandL ineR
% 56 PUSH ESI
%) 8 LEA ESI,
a 8¢ MO , EA¥
(%) E BE923626
(%) MOY ERX,ESI
a e MO E:I DWORD PTR DS:[9212781] rt._stricmp
7] C7 rﬂﬂl »9215B4 SCII "rundll32.ere"
A CF
A F
%) e
%) a8 PTR DS:[9212R4] SHLWARPI.StrStrlIA
A G«
A g
(%) 7 SHORT B8@8923E82
a & PUSH 93EGCH ASCII "zaqtagk"™
a F PUSH
@ F EEY
A b= TEST ERX,ER
%] 7 SHORT @a923ER2
A 38 CHMP , BB7
7] 7 SHORT @a6a9230FA
A P CMP o5
a 74 1D SHORT 889230FA
A FF7S 88 PUSH
@ FF15 B4169286 DMDRD FTF DS: [2216B4 ] kernel32.CloseHandle
@ ES E1FSFFFF ,
@ 85Ca =
a 74 6B SHO |FT Ba9230FA
@ 62 BEBBE PUSH GEBEBZ
A FF1S B& DWORD PTR DS:[9218BA1] kernel32.Sleep
5 6A 84 PUSH @
FF1S D4 _HLL DWORD PTR DS: (9218041 kernel32.Ex itProcess
3F (ke 2. CreateMuterA)

ryCheckIDInR

al, al
short loc 4043E5




1\@ ...AND SPORA RANSOMWARE!

Home Share View ERREIR M1 crosoft

The "HoeflerText" font wasn't found. ¢ chrome

The web page you are trying to load is displayed incorrectly, as it uses the "HoeflerText" font. To fix the
error and display the text, you have to update the "Chrome Font Pack".

Manufacturer: Google Inc. All Rights Reserved
Current version: Chrome Font Pack 53.0.2785.89

Latest version: Chrome Font Pack 57.2.5284.21

HKLM\SYSTEM\ControlSet 001\Control\Network Provider\HwO OCT 3605742676
:&g‘so"“"memwﬁ\""'““’\W\'m‘- BIN 0001 1110 00010111 1100 0101 1011 1110
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https: / /github.com /MinervalabsResearch /SporaVaccination
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° Folder ’

Can be crea

édef create file(f, t):

create file or folder if it doesn't exist

print "\t+ creating {0}".format (£f)

if os.path.exists(f):
print "\t+ {0} already exists!\n".format (f)
else:
if t = "file":
open(f, 'w')
elif t = "folder":
os.mkdir (f)
print "\t+ {0} was created!\n".format (f)

except Exception as e:

? error_on create(f, e)
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® Run 1,01

® More cl

-Jdef create exe (name):

ldef run exe(command) :

if

dest file = temp folder + name

shutil.copyfile(src_proc, dest file)

try:
subprocess.Popen (command)

except Exception as e:

print "Got exception {0} while creating {1}".format(e, command)

name =

processes_to mimic = [

"\\Wireshark.exe",
"\\OLLYDBG.exe",
"\\vmtoolsd.exe",

"\\mspaint.exe"

for proc name in processes_to mimic:
create_exe (proc_name)
run_exe (temp folder + proc_name)
while True:

pass

'




1§ LOW LEVEL X86 TRICKS
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* “Red Pill” (Joanna Rutkowska, 11/2004)

1 =int swallow redpill () {

unsigned char m[2+4]
* ((unsigned*) &rpill [
((void (*) ()) &rpill) (
return (m[5]>0xd0) 2

rpill[] = "\x0f\x01\x0d\x00\x00\x00\x00\xc3";
)

14
3 = (unsigned)m;
)

]
1 :+ 0; // return S

o OB W N

}
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®* Why bother?
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PROS & CONS







QUESTIONS?




