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About Me

K My CV

» +10 years of experience in information security

» EXpertise: security monitoring, security incident response, security
architecture and security operations

» Previously: security consultant @AtosConsulting

» Currently: Product Owner Cyber Defense Center @deVolksbank

« Chairman of FI-ISAC SOC/CSIRT workgroup

« Education: Bachelors degree in 2007, Masters degree in 2016

* Owner @Argos CSA




Security Operations Centers

Security Operations

» Central point of
knowledge &
expertise on cyber
defense
Prevent, detect &
respond




Effective vs. Efficient

/ Effectiveness \

Effective (adj.) —
Adequate to
accomplish a
purpose; producing
the intended or
expected result.

/

Efficiency

~

Efficient (ad).) —
Performing or

functioning in the best
possible manner with

the least waste of
time and effort.

/




Effective Cyber Defense
K Definition \ i

» Effective cyber
defense means
controls are
functioning as
designed, systems
are secure and
incidents are followed
up directly to limit or

\ negate impact /




Measurement & metrics

Measure

* To establish
effectiveness of the
SOC, measurements
are required

SOC-CMM and
MaGMa provide
means to measure
and improve




SOC-CMM

/ Maturing your SOC \ 4

Designed to grow and
mature your SOC , '

 Built on scientific Y
research gy

* Measures capability &
maturity

« Can be used to
demonstrate ROI to

\ SOC investments /




Creation

Multi-sector research

Cooperation with
multiple SOCs
Research focus on
usability and diversity
Model and tool
developed




SOC-CMM Model
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Usage

* 5-point scale for . -
scoring each 55 It I o L
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[nput (example)

‘1. Employees :5. Training and Education
i2. Roles and Hierarchy :

3.1 Do you have a job rotation plan in place?

3.2 Do you have a career progression process in place?

3.3 Do you have a talent management process in place?

3.4 Do you have team diversity goals?

3.5 Do you perform a periodic evaluation of SOC employees?

3.6 Do you have a 'new hire' process in place?

3.7 Are all 50C employees subjected to screening?

3.8 Do you measure employee satisfaction for improving the SOC?

3.9 Are there regular 1-on-1 meetings between the SOC manager and the employees?
3.10 Do you perform regular teambuilding exercises?

Comments and/or Remarks

311 Specify any comments or remarks you feel are important to this part of the assessment

| Answer

A plan covering some roles is in place and operational

- | A process covering some roles is in place, but not operational

- | A full process is in place, but not performing effectively

- | iDiversitv goals have been formally defined and are met

- | {Periodic evaluation is perform in a structured fashion

- | A formal process covering people, process and technology is in place

- | iFurmaI screening procedure and background checks applied structurall

- | iEmpIcwee satisfaction is measured in an ad-hoc fashion

- | iFormaI 1-on-1 meetings are regularly held, results are not structured

Importance
1A\reragely N | ! Mormal - |
1Partia|ly A | 1 Mormal
1 Maostly i | ! Mormal
1 Fully hi | 1 Mormal
;Averagely hi | ! Mormal
1 Fully S | 1 Mormal
i Fully S | ! Mormal
1 Sometimes ~ | 1 Mormal
Ii Mastly N | 1 Maormal
1 Sometimes ~ | 1 Mormal

- | iExercises are performed in an ad-hoc fashion




KAssessment output \

Detailed maturity &
capability scoring

« Maturity & capability
scoring per domain

* Results'compared to
target levels

|




Output (example)

Full maturity & capability scoring

Services 1. Business Drivers Business
7. log Management a— 2. Customers
6. Vulnerability Management : 4.5 e _ 3. Charter
—

5. Threat Hunting 4. Governance

4. Threat Intelligence S. Privacy

3. Security Analysis & Forensics [/ \ 1. Employees

2. Security Incident Management — 1 2.Roles and Hierarchy

1. Security Monitoring / 3. People Management

4. Automation & Orchestration tooling 4. Knowledge Management

3. Security Analytics tooling ) " s, Training and Education

People
2.1DPS tooling foz: 2R " 1. Management
Technolo L
gy 1. SIEM tooling 1 |_— 2. Operations and Facilities
4. Use Case Management 3. Reporting

Process

Aggregated domain scoring

Business

Services y People

Technology " “Process

e Maturity score  e==Target maturity score

Technology Services

Capability score W Target capability score



NIST alignment

« Granular mapping of

SOC-CMM to NIST
CSF 1.1

» Details available as

separate download

Alignment

y

I, ’Il| "y




Alignment (example)

Maturity & capability scoring across NIST CSF domains

Recover Asset Management (ID.AM) Ide ntify
Communications (RC.CO) 5 Business Environment (ID.BE)
Improvements (RC.IM) 4,5 Governance (ID.GV)
4
Recovery Planning (RC.RP) X \ 351 - y Risk Assessment (ID.RA)

Improvements (RS.IM) Risk Management Strategy (ID.RM)

= Maturity

Capability

Mitigation (RS.MI)

Analysis (RS.AN)

Communications (RS.CO)

Access Control (PR.AC)

Awareness and Training (PR.AT)

Data Security (PR.DS)

Respond

\ Information Protection Processes and
- Response Planning (RS.RP)

Procedures (PR.IP)

Detection Processes (DE.DP) / | \ Maintenance (PR.MA)

Security Continuous Monitoring (DE.CM) Protective Technology (PR.PT)
Detect Anomalies and Events (DE.AE) Protect




SOC-CMM Model
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Use Case Management
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MaGMa Development
/ Creation \

» Created as a joint
effort of Dutch banks
as standard for use
case exchange

* Based on existing
ABN AMRO
framework
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MaGMa Use Case Model

Use case

Layers

Business

Stakeholders

« MaGMa use cases have :
|aye rs . Business &
. . compliance
* From high-level risks to
low-level
implementation S
e L1: Risks il __landscape

« L2: Tactics

Context
“ OUtPUt

Threats

Threats Actors

Security
incident
response

Security
analysis

* L3: Implementation

Imp.'ementat:on

Log S “

B3

Securi
Detection . ty
. monitoring
mechanisms
rules
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MaGMa UCF Tool

Usage \

Supported by the
MaGMa UCF tool
Predefined use cases
based on MITRE
ATT&CK framework
Provides a means to
structure and
measure use cases

31
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Key take-aways \

.

Increasing SOC
effectiveness requires
Insight and
Improvement using
measurement
SOC-CMM and
MaGMa provide such
insight

Free download / free
usage /




Final remark

Validation

* Red team or it didn'’t
happen
Good scores on paper
are great, but how

does the team deal
with an actual attack?




:I..\ll.-\iln.i PR P T S Mt -t Y
A FRE LD L cOnICDNEDHT TiooM e | BN 0O
285, ERER IR TR SER sX o a e Aaay
Bl SABEN om X 260 COA CNWOTE G0 T8 0t 0 K
HRILONS I IAR T LU XD Xe s HODADBE v oA
GTEMRUTNAND B ED- CERE = ormSirite S UMM
AT O O XA T
DME SUIOANTID BACT TOTCMMCVO NS UT—=NNE~ §
9D AXISH CO® PO Xeuts O 0 8 FNE IHONFROT X0 AN
BE I DT LI DN € X SO ROBOE | B LT DM
BRIHEmDe®s L 3e nTeAnazoem . MmN EE MM Bl
M e BEAT L EE! AmmSVLEs sncio Nhm@KDm e
SOTONT M SAMBLSAZEE # R 20DWW € > 02 &0 H *
HOo A= monog= =+ BTN HNICAW AR WD ko bR o
T D B RO B S O O 0 00 v D e O e T 0 © 0 e Gl DD D4
LTS T e ok Ena e nraem W
NO® okTODAMOD FoW St O3 B
EMO DITARNNTONG 2= =
IO ANAEORONG TonSeIT XS B o)
OB LD LB L DO el BEE AN DB Tt @ Dot
AR SO eT e~ IR eoZ o~ HE NERAN GO E § pIre
N a0 NoASs ELZrpmosode ©
Vw0 W XW o6 m SOZ M S XDl €
B AEe A Mo DM e M T R OO AN DO X OB R IRNSANDT
f S SN DER D OSNIAED BN RAMMOD o
N 3o ) = LWEAL MBSO D
O DM ESN AS T 0 b D 3 T T o un e B
WS U D TEME = NO s+ vl X XO DTN v e e & D
Moy e M WD @O O
o o RO BU LD e it € DO B NS TEN § ~WE IS
. D G RIWE X ] @
LEXANIL 2552825320 reommwen
T D 4 D 0D OV GEOE DT A INTEEN Cw (0 ND T
eam x % e (B OZIme—sDOORn e
et BDT ot 607 et O O FIT AES S AUD 0T
RO iy D o e D el e A e RS T B PEterT ) -
NXMALE XeOa DODD RS R O N el W O X
B Ns 3T T BB 2 e eEm | e
0 ou=wmm aE~D INm B NTNTTMIGHRTOW IMOS
o " G Aammem el e 20 s - ok
:ODCON DO D sXA T RODE ¢ PR e G
Yot e 2 AGEABON DOENAN AuD | HTW T X=VO
LD @D N I EZ W § N Dme kqlel = &
~ERIos @2 S Sd o BTRnN | one INS I
. p— . R 2 RS ER T C OB DN | e - o
v @ owhw® Y o]
guumsﬂ:lmbj TRee S on S e NOySew
I TIE NG MDA 2 ok et e K K 0D ) A SN0 D
sagpgy o o) xvconosr~Soaas & 38
Rt = 1. TV ¢ SPWO W B ACE
e HDWICCOL@®ME Doy £
=% 5 ER ATELIENS p ) .
MU NDEM S ‘ ' B S
anu.SRtLiJ?btn 2 A% Srw®envOW D
e 2 RAINIR e A L0 AT e A DN ™ Db
.n;aucﬁu?uhl el LNV AN WA
Pl i ebe i et bbb R L
B N L TEE I WEMC OBOOVEDS
=n A ol T OV acer o Lkt GBE ok
@ 5 IOHTDKL XUNN® % B 40 8 0 O e <5 4 o B 0 2
e . ARAE T A ~ I BSV TS DB 08
DT © ST e .
1@h s EC—th © S0 Bl o S T DT
x Se=moteae i
. » RGO S D O 3 S-S
: e .
. P 4 —ae -
A “maa ® e
HANNE T S@ET N XM RO
*MODWOC M umE 31— £ Z2TO M o
Ao E 5 20 vt O e e D ot
N B DL 3 I CenkLEX oo o= " . E
f .NM.&: AWMU EL S cm® BT B LT on S
mE@N-D o~ .
L3,l.u@h1mmnm?u3: =
Fin o8 O G RE = g HNNOQY AR gl Al y
g D B B e DD A e B et e SR TNedhinsas s LonE
UOrE  DECA T =~m unl.%?
o~ FReczBong e SLR e A AN Do SN og 3
e 0 W e T D s XESMET DTN S+ OOVENAZ LS
i 10 00 00 o~ <
Sina B ot 2 o
WD S OB ™ B ® 003 0 r‘ﬂvFZIl
i o ANET OiE IR SE o D END D UND BT
- SO XA DA 0D o«
IALOED-® M OIS
Honn Din | Lasl geenan w30
D MDD DO MR L3 T8 e e PR Y 5 £ ) 5 5 B S v
: GO W DTN T i IS NREON BT EEM LS O
EY G LR TR LN T IPPRIEYY oot W e
-3 O G W o G D On VR DN N FORIEC T TOERODE
ROy umozon g M W Bz I |S4UU&” LoD KXo
WENE o EETEET R Gﬂmﬁudm‘uﬂﬂs,z e
NZ 6 DS O D DS M ;i SN | 0
> me - @/ coad AR SO Bt ®
FgFugronzanoans ol nney -
ATmSe= Buv geTeey e Sl
Nt BT 5 E 0= Ao O b —
e = e e
SOOI~ AT O rOETED w0 & o4 B )
B GE [P - LeeET
WEDO B SRR k)d.ﬂ AOTM i m VDU OWNN & 2D X
U e MW XOF w8 5O 5 g 0 e (2Rl e
o4 Sma® X.a=a X Ao ™
el @D A gen A WL SR XeoE
“RENGNEHOESRUNSR 2 AHRMMEDOE 3T ik
et 221 ey € N ] - A t
T TSP B X 50 03 Kk 8 et
- Lo T oLl s e e i
O e DS N B®o xwmm Ao
e SR L BT kL OE D I
B MO B E i SRR
o= DY at - e e
T 5 x - O BT D & on
OO LADE XV BT L 0T M e S0 teemm X Eo o
i~ 8 - e comegaSoTeX We 0l@n. RMANITN-D
—artee N we ¥ DTEV0
s o dnd rma S RS T IR NE e e e
A G E et X | D SMETNON D L OVED D MBI ® €A~
TV s E n e i CovmEm | M ol =
O DM ONND 0 N eMm T e D D ST -ty O
X OB ik B 1
FeRR TP SRS axpaE S @3 NOR ¢ SUES
B S e SE O e B o oo 0 s ™ X X 0 o A4 4 i
WHeNOSF Raoe o rw &
SEroAlu A oSLLEnAD EMT e 90X Slim
e EITD R N IEWS EEE SNMO BOoD
Se 3OE woxEe D hdm 2 5l 8 Do L@
W. 1D E@e-o- XM ku"o dw oA
0l D D QB Se 53¢ (5 51 15 P54l 0 O e
N o IMX T AEmE COAXRT s WSO X W, e NO0
= e 203 W FeEmsmmsnng  XSwuads s S~
ELE=p-3 9= AT -ZXDCID
S BB Omfmme neW Smn £ XD 8 N A TS e Eh
@ w0 OO 30AE T
== 2 B O ASCSREOULLENDY
seveas A 10 P Evene
N fe W min ouaEnis AN MER 8 S HEm SN
LN DN MO TN .ﬂﬁ[i cw N kel $'77
AP DN I O 3D DN ZyxAar
~BEEZST fANDX 02O IM W
54 8 8 e O D 00 Bonie i
XD TR R PRCEAETIEE T F T
A n e X O I il DI i I 00 ORI
X HEA G L HRENS 0z o e rd Sigwe= 4=
Or-SANws us Ewmay 8 <3
e fd, e eNEO - B O
{3 Gl N e 2 et M-8
3 v axxDs " EOC S SN ze3¥ n
3
Zowd XOW~AD 1D ED oW BINA TXO =T
e\ 1oL
& X O
Rime > R
Swo-
¥ o S A %22
aca . T
IS UNOXaEN o B o
Xw NSO S BB SO EALN O ol
oL XSO W00 Ul e e r s D X SO N
" ATGRE U0 N Lot Bd e
Wi -t 0 B TR AN Rt N -3 L
,.E,JG!RO.MJG A>3 sswenE: OB GBSO BEMD -
F AN S O S s wwar s uwe b i e@ons
B0l DM@ S 1000 LRNTOS =i K DD BN O I T D TN
& Nesamas ey & oo CET T
BEYNTC EEISRTFama shn L It MON . CEe e B
@ XNHERS e~ EN oIl g L -0 -3 =\
e flemxe e
e G o 2 2%z
. =22
“ 55 = 4 O W
ta oven ¥
=0 O e W D 20 » - 3 e NI X BT O
&2 | & - ND e S E Rl O
STI oc@eDw - - WUMADN Bl € XM e il =
i M = o o 3¢ 7 S L1 o oy cxse
ko D etk e B 436 e 3 O] -
T B
o ot e B TZ OV L &S
LENS oS P EEOLMK s aw AN wcIAUwWMaNEE
PO B O DI T et =W VT N &~ O B .=
WaD0w e . Gl Nl o Bl T bt Lt el ot =0
3¢ D 3 3 TUWND 2vem S . Sihw e Nl 2 D B et v N e e BB 4
e - Xl C O e O BE S A 20 ) [ X N X e
roew Ao AR D Qe A ARNED A =B Ev B 1D D=
M IS N ICT RS L@ E o A mis| . Emoala
o 0 41 1k T4 £ e (o B D Dk A D T O &
00 oD D ot x ¢ VDS WO O D e N T OV 02
SV NEHD! PED oS XK @ T S
OGwEwE S ax eanBin &
SEN~ XDEM O B R O IS0 0 e U0 8 XK
BT G s . AnmmEshas= e
o ot €2 08 D O 1 (D40 e -
BUR OIS e - -
IS 0= 0BT
S B0 o B "
X O BXY b
QDU TM O w0 D> o -® =
S AN Ao 0 1O DO T O W0 X [ gl
o o
L XN mEUm el ] a
© - TN D AT LN el B2 O O L
080N BAING €D O bt AN LD VD X ) 2 285 Do W
'8l ¢ AT MU 2N S MmO on ovE 38

FeOd o u .

7D

PN SN XTI NIo X

%
D4 h 4C P

I8 BV N OO

) X Wl ® O BN

B O

e 30WHO BieD
DN TN B

DN ITMTLE 0O

T SONTEAE XN

RS eI NN

@

v 0
> o=

2.
sta
PO ST

EW A WMDXXNOM
™
@ eOR - 0m - BB

e ez oe O SWHXW NO~D S LETAE LA SBoa

4 BN BB

o
340 D e O

- B3 DN L) K W
et Ot S 1 S O = XD W e X XD
HODESN WD S

3l

RN | LD B D

- See D=
N CREDETVES I 0vis 0D N END X Un
193 T IDETE N MDE
NOTR O cn I =l
av LA NEN | sXSVEY
A AN 08 B0 ARAZTCWBOXDWME TN DO o by

@

e
-

- tal

97

- 50 oW
nFe

@Yo o 23U
Mmoo NSAEOR
RSHDTME DRI 2 TIKO D

—y -

u b

L UEEEEEEEEEEEEEN



