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Agenda

• Why Do We Hunt
• MITRE ATT&CK and Evolution
• Methods to Conduct Hunts
• What Have We Learned
• Operationalizing Our Hunts

Threat Hunting





What To Hunt For?





• Sadly Over-Commercialized
• Still Great Conceptually
• Purpose Driven

Lockheed Martin Kill Chain



MITRE ATT&CK

• Adversarial Tactics, Techniques, and Common Knowledge
• Builds on Lockheed Martin’s Kill Chain but focuses on tactics and 

techniques that occur during exploit and activity occurring post 
exploit



MITRE PRE-ATT&CK

• Builds on Lockheed Martin’s Kill Chain but focuses on tactics and 
techniques that occur PRIOR to exploit



Tactic, Techniques, Adversaries and Software





• More often used within Threat 
Intelligence, but has a place as part of 
Threat Hunting

• Used for contextualizing threat 
intelligence that is found during 
hunting

• Sergio Caltagirone, Andrew 
Pendergast, Christopher Betz
• http://www.dtic.mil/dtic/tr/fulltext/u2/a5

86960.pdf
• https://threatconnect.com/blog/diamond

-model-threat-intelligence-star-wars/

Diamond Model

http://www.dtic.mil/dtic/tr/fulltext/u2/a586960.pdf
https://threatconnect.com/blog/diamond-model-threat-intelligence-star-wars/


How Are You Going To Hunt?

• Four Vertices to the Diamond Model

• Focus your hunt on any one of them to 
start

• Victim and Capability are generally best 
places to start

http://www.activeresponse.org/building-threat-hunting-strategy-with-the-diamond-model/



Threat 
Intelligence

Threat Hunting

Security 
Operations



• Don’t Get Myopic on 
Your Hunt
• Start broadly and narrow 

so you don’t miss events
• Much of your data is 

time series data

Time Is A Crucial Factor



• Hunting against a hypothesis
• Can take you in many directions
• Note those turns so you can 

retrace your steps
• Start new hunts when you reach a 

dead end

Uncovering Unexpected Things



Hunts Do Not Exist in a Silo

• Techniques will cross paths with other 
techniques
• Use the techniques as guardrails

• Example: Hunting for PowerShell as the 
technique could yield the data encoding 
technique 
• Could we hunt just for data encoding?



Using ATT&CK Techniques To Build Our 
Hypothesis - PowerShell

https://attack.mitre.org/wiki/Technique/T1086

Adversaries will use PowerShell Empire to establish a foothold and 
carry out attacks



How Might We Confirm or 
Refute Our Hypothesis?
• What is PowerShell?
• Where can I learn more about PowerShell Empire?
• Does PowerShell Empire have default settings that I could hunt for?
• What do data flows look like between sources and destinations?
• What user accounts are being used?
• What ports are being used?
• When did events occur?
• Are we able to see the contents of the scripts PowerShell is running to 

gain greater understanding?



Notional Flow of PSE Hunt

Information 
Gathering / 

OSINT

Indicators in SSL

Identify Traffic 
with SSL 

Indicators

Pivot to Find 
Internal/External 

IPs

Observe Network 
Traffic Flows

• Firewall/IDS/
Wire

• User Agent 
Strings

• Domains

Observe Host 
Based Logs

• Network 
Indicators

• Host attributes 
(User, Event 
Descriptions)

Time Based 
Analysis

• Unique 
combinations 
of user/systems

• Pivot into 
specific 
users/systems 
of interest

Digging Into Host

• Map interesting 
processes

• Additional 
attributes: 
Parent 
Processes, 
Encoding, 
accounts used, 
sequencing of 
commands

Google

• Research 
commands 
uncovered

• Compare 
commands 
executed on 
systems

Confirm



Chaining Events Together



Visualizing the Chaining of Events
Parent Process IDs and Process IDs



As We Conclude A Hunt…

• Were we able to confirm or refute our 
hypothesis?
• What have we learned?
• What does our attack picture look like?
• How do our findings map to the diamond 

model?
• What other techniques were referenced?
• What should we operationalize?
• Where are our gaps?



What Have We Learned?
• The default SSL Issuer value?
• Communication using this SSL Certificate exists 

between which systems?
• Is there outbound communication?

• Between what systems?
• Large or small percentage of overall traffic
• What accounts are they associated with?

• Are specific processes running on systems?
• Are they running under specific accounts?
• Are they running in a specific order?
• Are they all running encoded PowerShell?
• Does anyone else see similar behavior by some variance?

• What other commands are being spawned?
• Can any of these nuggets found be found more 

broadly on the internet?



PowerShell Empire

IP: 45.77.65.211

Hostname: wrk-btun

IP: 10.0.2.109

IP: 10.0.2.107

Hostname: Venus

IP: 10.0.1.100

IP: 10.0.1.101

Hostname: wrk-klagerf

Hostname: Mercury

SSL Issuer: C=US

SHA256:
18C13D226F7E39F45F22DA35ACC288A8AF6BFF2

3CA1D85B9A3FD3E36E52397D0 Exes Run:
ftp.exe
whoami.exe
schtasks.exe

Hostname: 
45.77.65.211.vultr.com

User:
frothly\service3

IP: 172.31.4.249

User Agent:
Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 

6.1; Trident/4.0; w3af.org)

Vulnerability Scan

IP: 71.39.18.125
Hostname: gacrux

Future Web App Hunt?

Future Web App Hunt?

User:
frothly\btun



Western innovative Brewers and 
Home Brewing companies

• PowerShell Empire

• Self signed 
SSL/TLS certificates



MITRE ATT&CK

https://mitre.github.io/attack-navigator



MITRE PRE-ATT&CK

https://mitre.github.io/attack-navigator



Operationalize Your Findings

• Create Feedback Loop from 
Hunting to Incident 
Response

• “End goal of hunting should 
be a change in policy or 
procedure -
operationalization, don’t do 
the same thing over and 
over again”
• Threat Hunting Webshells 

with Splunk, James Bower

Develop Hypothesis

Hunt to Validate 
Hypothesis

Document Findings 
from Hunt

Iterate Findings into 
Security Operations 

(Process)

Create Alerts Based 
on Hunt to be More 

Proactive



What Could We Operationalize?

• Alert on encoded Powershell
• Alert when we see specific executables running in sequence
• Alert on SSL Issuer
• Detect new accounts created 
• Have a ticket to reference it being made to validate

• Blacklist IP Address
• Monitor User Agent String Usage
• Monitor for URIs
• Monitor and alert on firewall being disabled



Considerations when 
operationalizing ATT&CK



Example: Scheduled Task (T1053)

“Monitor scheduled task creation 
from common utilities using 
command-line invocation. 
Legitimate scheduled tasks may 
be created during installation of 
new software or through system 
administration functions. Monitor 
process execution from 
the svchost.exe in Windows 10 
and the Windows Task 
Scheduler taskeng.exe for older 
versions of Windows.”

https://attack.mitre.org/techniques/T1053/ https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creati
on/win_susp_schtask_creation.yml

https://www.malwarearchaeology.com/cheat-sheets

https://attack.mitre.org/techniques/T1053/
https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_susp_schtask_creation.yml
https://www.malwarearchaeology.com/cheat-sheets


Operationalizing Technique (Scheduled Tasks)

• Monitor for 
• Schtasks.exe that deviate from an IT baseline

• Need excellent coordination with IT to build lookup of standard tasks to look for outliers
• Could be noisy depending on the frequency

• Scheduled task names that don’t match with the IT standard
• Compromised system could be using an IT standard and this would not be seen

• Scheduled tasks running under unexpected users
• Should tasks run as system or as a named user? 

• Scheduled tasks that have command strings out of the normal
• Should PowerShell scripts be running as scheduled tasks, for some organizations yes, for 

others no





https://github.com/olafhartong/sysmon-modular

















Where Are Our Gaps?

• Credential Access is most glaring
• Do we have logging to provide insight into this?

• Privilege Escalation is light
• Not a lot of Discovery seen to date

• Do we have data to address these gaps?

• These could be additional hunts



https://mitre-attack.github.io/attack-navigator/enterprise/

https://github.com/dstepanic/attck_empire

Purple Teaming It…

https://github.com/dstepanic/attck_empire


Thanks ThreatConnect!

• Nationstate sponsored adversary
• Located (+8.5 timezone)
• Uses Korean encoded language
• Uses Hancom Thinkfree Office

• European VPS servers

Western innovative Brewers and 
Home Brewing companies

• PowerShell Empire
• Spearphishing

• Seeking to obtain high end 
Western Beers for production in 
their breweries

• WMI lateral movement
• Self signed 

SSL/TLS certificates
• FTP/DNS Exfiltration
• Documents with .hwp suffix
• Korean fonts for English
• User svcvnc for Persistence

• Schtasks.exe for reboot 
persistence

• Naenara useragent string
• YMLP
• +8.5 hour time zone
• Korean text google 

translated to English



Additional Resources

• Hunting with Splunk Blog Series
• https://www.splunk.com/blog/2017/07/06/hunting-with-splunk-the-basics.html

• Looking for Data Sets to Practice Against
• Curated

• https://www.splunk.com/blog/2018/05/03/introducing-the-security-datasets-project.html
• http://live.splunk.com/splunk-security-dataset-project

• DIY
• https://www.splunk.com/blog/2018/05/10/boss-of-the-soc-scoring-server-questions-and-

answers-and-dataset-open-sourced-and-ready-for-download.html
• http://explore.splunk.com/BOTS_1_0_datasets
• https://splunkbase.splunk.com/app/3985/

• Version 2 of Our Dataset Will Be Available in April (Hopefully in the next week!)

https://www.splunk.com/blog/2017/07/06/hunting-with-splunk-the-basics.html
https://www.splunk.com/blog/2018/05/10/boss-of-the-soc-scoring-server-questions-and-answers-and-dataset-open-sourced-and-ready-for-download.html
http://explore.splunk.com/BOTS_1_0_datasets
https://splunkbase.splunk.com/app/3985/


More on MITRE ATT&CK

• https://attack.mitre.org/
• https://medium.com/mitre-attack

• https://www.splunk.com/blog/2019/01/15/att-ck-ing-the-adversary-
episode-1-a-new-hope.html
• https://www.splunk.com/blog/2019/02/04/att-ck-ing-the-adversary-
episode-2-hunting-with-att-ck-in-splunk.html
• https://www.splunk.com/blog/2019/02/08/att-ck-ing-the-adversary-
episode-3-operationalizing-att-ck-with-splunk.html

https://attack.mitre.org/
https://medium.com/mitre-attack
https://www.splunk.com/blog/2019/01/15/att-ck-ing-the-adversary-episode-1-a-new-hope.html
https://www.splunk.com/blog/2019/02/04/att-ck-ing-the-adversary-episode-2-hunting-with-att-ck-in-splunk.html
https://www.splunk.com/blog/2019/02/08/att-ck-ing-the-adversary-episode-3-operationalizing-att-ck-with-splunk.html


Thank You!
John Stoner
@stonerpsu


