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Agenda

• Benefits (& Limitations) of the Approach

• Infostealer Threat Landscape

• Practical, Threat-Informed Detection & Validation
• Guidance, Resources, & Workflows for 3 Example Cases:

▪ Emulating & Detecting a Top CTI Technique

▪ Spotting an Outlier

▪ Branching Out: Technique Variations
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whoami

Career intelligence researcher & analyst

• Purple teamer

• OSINT + data viz

Expanding my “technical” skill & understanding 
through practical applications

• MITRE ATT&CK®, Atomics, Sigma, logging

Cyber Threat Intelligence Director @ Tidal Cyber

• Threat-Informed Defense: Systematic application & 
deep understanding of adversary tradecraft and 
technology to assess, organize, and optimize your 
defenses
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Benefits (& Limitations) of the Approach
Threat-Informed Detection & Validation
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Benefits (& Limitations) of the Approach

Provides focus in an extremely wide (and growing) threat landscape

• Prioritize relevant threats, de-escalate would-be fires, alleviate burnout!

Expedites workflows, while retaining relevance

A step towards “proactive”?

Gateway & springboard for further skill development

Not a silver bullet (nothing is)
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Infostealer Threat Landscape
A Serious Threat for Enterprises
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What are Infostealers?
Information- & credential-stealing malware (“infostealers”)

• Usernames, PWs, cookies, tokens, financial details (esp. crypto), user/system info

Most often malware-as-a-service (“MaaS”)

A low-cost & low-skill entry point into profitable cybercrime, driving up adoption

A rich underground ecosystem has developed to support infostealers

• Malware developers, team administrators, traffic generators, log parsers/distributors, automated 
marketplaces for stolen credential resale

TTP Evolution: Regular stealer development & evolution makes 
indicator-based approaches to defense challenging
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Major & Emerging Infostealers
Technique Matrix

app.tidalcyber.com > Community Spotlight

Infostealer Family First Samples Observed
MITRE ATT&CK® 
Technique Count

RisePro Stealer December 2022 18

StrelaStealer November 2022 6

BlueFox Stealer September 2022 17

Aurora Stealer September 2022 17

Rhadamanthys Stealer August 2022 6

Erbium Stealer July 2022 33

DuckTail July 2022 21

Raccoon Stealer v2.0 June 2022 19

RecordBreaker June 2022 14

Prynt Infostealer April 2022 24

BlackGuard Stealer April 2022 16

Mars Stealer February 2022 10

RedLine Stealer March 2020 41

Raccoon Stealer April 2019 41

Vidar December 2018 14

LokiBot* 2015 27

*Only family currently in ATT&CK

https://app.tidalcyber.com/
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Big-Game Stealing: Increasing Infostealer Threat to “High-Value” Targets
Including Small, Medium, & Large Businesses & Organizations

Increased 
Threat

=

Increased Intent

Infostealer-derived 
credentials linked to actors 
who compromised multiple 

major brands in 2022

Underground marketplaces 
catering to high-value log 

sales

Established “big-game” actors
seeking infostealer 

capabilities

Increased Opportunity

X

Increasing impersonation of 
legitimate software for 

infostealer initial infections, 
including popular business 

tools:

Communication/Messaging
Remote Access

Password Management
Programming

Browsers/Updates

Increased Capability

X

Cookie theft capabilities in 
most current strains enable 

session hijacking

Emerging families have new 
abilities to:

Steal MFA tokens

Target email accounts

Increased evasion of 
advanced/enterprise security 

tools
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“But they’re just Techniques”?!?
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Threat-Informed Detection & Validation
A Practical Approach



© 2023 Tidal Security, Inc. All rights reserved. 

Major & Emerging 
Infostealers

Summary of Select TTPs

Technique 
ID Technique Name Tactic

Count 
from CTI

Mapped Data 
Components

# Sigma 
Analytics

# Atomic 
Tests

T1539 Steal Web Session Cookie
Credential 

Access
20 2 2 2

T1555.003
Credentials from Web 

Browsers
Credential 

Access
19 4 3 16

T1082
System Information 

Discovery
Discovery 16 4 14 24

T1027
Obfuscated Files or 

Information
Defense 
Evasion

15 4 84 8

T1113 Screen Capture Collection 14 2 6 6

T1518 Software Discovery Discovery 14 5 2 6

T1041 Exfiltration Over C2 Channel Exfiltration 13 5 3 1

T1083 File and Directory Discovery Discovery 12 3 17 6

T1057 Process Discovery Discovery 11 3 5 5

T1204 User Execution Execution 11 11 8 0

T1528
Steal Application Access 

Token
Credential 

Access
10 1 10 1

T1614 System Location Discovery Discovery 9 4 0 0

T1012 Query Registry Discovery 8 4 10 2

T1218.011 Rundll32
Defense 
Evasion

1 4 32 13

How to prioritize?

Technique “density” is 
a great start, but just 

one approach
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Threat-Informed Detection & Validation: Tools for Getting Started
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Example 1: Emulating & Detecting (Instances of) 
a Top CTI Technique
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MITRE ATT&CK script: csv to Navigator json
https://github.com/mitre-attack/attack-

navigator/blob/master/layers/attack_layers/attack_layers_
simple.py

https://github.com/mitre-attack/attack-navigator/blob/master/layers/attack_layers/attack_layers_simple.py
https://github.com/mitre-attack/attack-navigator/blob/master/layers/attack_layers/attack_layers_simple.py
https://github.com/mitre-attack/attack-navigator/blob/master/layers/attack_layers/attack_layers_simple.py
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Invoke-AtomicRedTeam wiki: 
https://github.com/redcanaryco/invoke-
atomicredteam/wiki

https://github.com/redcanaryco/invoke-atomicredteam/wiki
https://github.com/redcanaryco/invoke-atomicredteam/wiki
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Example 2: Spotting an Outlier Technique
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Widely used, but not by these recent stealers
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Example 3: Technique Variation (Expanding Beyond Emulation)
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Importance of 
Gap Identification
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👏 Mission accomplished!👏
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Thank You!

• Huge thanks to the Atomic Red Team & Sigma repository maintainers, and 
OSS tool (Chainsaw) producers/contributors!

• Tidal Community Edition: app.tidalcyber.com

• Tidal Blog: tidalcyber.com/blog

• Engage with Us!
• Tidal Community Slack

• LinkedIn: Tidal Cyber / Scott Small

• Mastodon: infosec.exchange/@tidalcyber / infosec.exchange/@IntelScott

• Twitter: @TidalCyber / @IntelScott

• Email: contact@tidalcyber.com / scott.small@tidalcyber.com

https://app.tidalcyber.com/
https://www.tidalcyber.com/blog
mailto:infosec.exchange/@tidalcyber
mailto:infosec.exchange/@IntelScott
mailto:contact@tidalcyber.com
mailto:scott.small@tidalcyber.com
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