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Who is this unknown guy?

Committed to help reducing the gap between 

industry and academia in cybersecurity

• Born in Argentina

• Italian passport

• Living in Spain



Disclaimer

This presentation may contain 

excessive amounts of memes in order 

to bypass cultural barriers
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Incident Response 

Tabletop  Exercises



What it seems to be



What customers think it is



What we think our approach is



What usually occurs



Exercise Dynamics

Participants→ Areas

Scenario→ Events

Information→ Decisions

Interaction



Communication Documentation Playbooks Runbooks Procedures

Operations Capabilities Decisions Coordination Escalation

What for?



Types of participants

Player Observer Connector Coordinator



Scenario creation

By threat category

Ransomware
Denial of
Service

Insiders
Data 

Leakeage
Social 

Engineering
Third

parties
Physical

disruption

Banking & 
Insurance

Government
Critical

infrastructure
Manufacture

Software 
Development

Health

By industry



Design Decisions

Mode

Classic

Platform-based

Hybrid

Profiles

Technical

Executive

Hybrid

Interaction

Virtual

In person

Hybrid
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Event 1

Event 2

Event 3

Event N

Scenario

Connectors Observers

Team X
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Team Z

Participants

Debate Debate

Event 1

Classic Mode



Platform-based mode

Coordinator

Event 1

Event 2

Event 3

Event N

Scenario

Connectors

Observers

Team X
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Participants

External
debates

Internal debates

Event 1

Event 2Software

Event N

Software



MSEL (Master Scenario Events List) 



Mode Pros Cons

• Live continuous debate

• Timing according to interaction

• Same info for everyone

• Biased towards the most talkative

• Different info by teams

• More realistic (chat/calls)

• Fixed timing according to design

• No continuous interaction

• Best of both worlds

• Fully realistic

• Higher complexity

• Needs maturity

Classic

Platform-based

Hybrid



• Built by Norwich University Applied Research Institute

• Funding by USA DHS: USD 18.7 million in 12 years

The Big4 have their own platform →

The pioneers: DECIDE



Requirements gathering

Collaborative platform selection

Story and scenario design

Validation & testing

Improvements based on feedback

What about a low-cost version?



Idea validation

Education
• Students in 

university 
courses

Cybersecurity 
community
• Colleagues and 

alumni

Cybersecurity 
industry
• International 

companies



• Pandemic → Virtual classes

• First try with students only

Manual events 
delivery

Education



Full session (in Spanish): www.twitch.tv/videos/1152676115

Cybersecurity Community



Story Scenario Python 
Script

Discord 
Server

BORIS
(Bot para Orquestación de Respuesta a Incidentes de Seguridad)

Automated events delivery



v1.0: multiplatform orchestration

T3SF

Technical
Table
Top
Simulation
Framework



Example: Discord and Slack



Example: Telegram and WhatsApp



#inbox-Cybersecurity #chat-Cybersecurity

Ernesto: this does not seem like a 

normal incident. I suggest we 

investigate further

Federico: I agree, let's see what the 

infrastructure people tell us

.

.

Ernesto: ok, who can ask?

Ana: I’m on it

.

.

.

Joaquin: I think we have a problem

Ana: we must talk to Legal



#inbox-Legal&Compliance #chat-Legal&Compliance

Vanesa: Can this cause a bigger issue?

Carlos: We will be exposed to regulatory 

risk if we don’t act quickly

Cristina: Let’s ask about the technical 

scope to cybersecurity

Carlos: let’s see if PR can make a 

formal communication

Vanesa: yes, that’s the right choice

Cristina: we can’t waste more time

Vanesa: let’s take this to the committee



Open TTX in Hybrid mode

Ekoparty Security Conference 2022



v1.2: GUI + more features



Not so fast…

How to 

convince the 

CEO to make it 

Open Source



https://t3sf.readthedocs.io https://github.com/Base4Security/T3SF

Documentation and Source Code



Methodology

Planning Design Execution Evaluation

Deliverables

• Initial planning

• Welcome Package

• Detailed results report

• Executive summary



The Story: our IR Hero Journey



Upcoming features

• GUI for automated platform channels creation

• Scenarios and injects database (based on OpenAI)

• Full compatibility with the main platforms

• Integration with technical emulation tests



Lessons learned

• TTXs proved to help enhance IR capabilities

• TTXs work for (almost) any kind of organization

• Traditional mode is still the most common choice

• TTXs coordination is a fine art

• The human factor is key: Communication problems

• People fight the scenarios (mostly tech guys)

• Open-Source tools can help democratization



Thanks for your time

Federico Pacheco
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fpacheco@base4sec.com
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