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This talk in a nutshell
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Stephan Berger (Nickname Malmö)

Head of investigations at Infoguard AG

Over 13 years into IT security, various certs, tweets and blogs about IR topics. I love Windows and Linux equally ☺

Blog: dfir.ch

Social: @malmoeb (X, Mastodon, etc.)

I will probably not win the contest for the nicest presentation, but well..

About me
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A (short) history of Linux rootkits

http://localhost:1313/posts/conf_linux_rootkits/
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Symbiote: Instead of being a standalone executable file that is run to infect a machine, it is a shared object (SO) library that is loaded into all running processes using LD_PRELOAD, and parasitically infects 

the machine. [Intezer Blog, 2022]

Orbit: To install the payload and add it to the shared libraries that are being loaded by the dynamic linker, the dropper calls a function called patch_ld. [Intezer Blog, 2022]

Using an open-source rootkit, bedevil (bdvl) to target VMware vCenter servers. [Unit42 Blog, 2024]

Further searching revealed that the threat actor reuses the publicly available beurk rootkit, but with several custom modifications. [TrendMicro Blog, 2020]

The library used to hide Winnti’s system activity is a copy of the open-source userland rootkit Azazel, with minor changes.

[Chronicle Blog, 2019]

HiddenWasp authors have adopted a large amount of code from various publicly available open-source malware, such as Mirai and the Azazel rootkit. [Intezer Blog, 2019]

Azazel rootkit is an open-source rootkit that targets older Linux kernels. Azazel is based on the LD_PRELOAD technique.

[Unit42 Blog, 2023]

Userland Rootkits
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In early March 2024, we found a new Diamorphine variant undetected in-the-wild. [Decoded - Avast, 2024]

The Kiss-a-dog campaign uses the Diamorphine and libprocesshide rootkits to hide the process from the user space, where the typical cloud practitioner will look for malicious activities. Both rootkits are 

known to hide processes from the user. [Crowdstrike, 2022]

To achieve persistent access on the FortiManager device, the threat actor deployed a backdoor with the filename /bin/klogd that Mandiant refers to as REPTILE, a variant of a publicly available Linux 

kernel module (LKM) rootkit. [Mandiant, 2023]

On supported systems, the backdoor downloads, compiles, and installs two open-source rootkits available on GitHub, Diamorphine and Reptile. [Microsoft, 2023]

Mandiant observed the actor use two publicly available rootkits, REPTILE and MEDUSA, on the guest virtual machines to maintain access and evade detection. [Mandiant, 2024]

Command execution and persistence using a combination of rootkits and utilities, including REPTILE and MEDUSA with SEAELF loader, and BUSYBOX. [Mandiant, 2025]

Mandiant has observed evidence that an activity cluster potentially related to APT41 used BPFDOOR to target South Asian government organizations and a Chinese multinational corporation. [Mandiant, 

2022]

Kernelspace Rootkits
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Application-Level 
Rootkits
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The t0rn rookit swaps several key system binaries, amongst them ps, ls, netstat and top

A SANS GCIH Practical Assignment paper from 2002 discussed t0rn

Still a thing today..

“In our attacks the malware dropped crontab, lsof, ldd and top. These tweaked binaries will hide malicious activities, in case 

someone is using them.”

perfctl: A Stealthy Malware Targeting Millions of Linux Servers, Aqua Blog, October 2024

Application-Level rootkits

http://localhost:1313/posts/conf_linux_rootkits/
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I’ve written a blog post about the bedevil rootkit, which patches the dynamic loader from Linux:

Application-Level rootkits

http://localhost:1313/posts/conf_linux_rootkits/
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Userland Rootkits

LD_PRELOAD
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Amateurs tend to use this technique to create little userland rootkits that

hijack glibc functions. 

This is because the preloaded library will take precedence over any of the other shared libraries, so if you 

name your functions the same as a glibc function such as open() or write() (which are wrappers for syscalls), 

then your preloaded libraries' version of the functions will execute and not the real open() and write(). 

This is a cheap and dirty way to hijack glibc functions and 

should not be used if an attacker wishes to remain stealthy.

Learning Linux Binary Analysis, Ryan "elfmaster" O'Neill

LD_PRELOAD
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LD_PRELOAD
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Current landscape

Source: The Hidden Threat: Analysis of Linux Rootkit Techniques and Limitations of Current Detection Tools, Fraunhofer Institute for Communication, Information Processing and Ergonomics 

http://localhost:1313/posts/conf_linux_rootkits/
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Hooking the write function
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LD_PRELOAD in action

root@first:~# cat statement.txt 
DFIR rocks!

root@first:~# LD_PRELOAD=./keyword_swap.so cat statement.txt 
DFIR sucks!

http://localhost:1313/posts/conf_linux_rootkits/
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ldd (List Dynamic Dependencies)

root@first:~# export LD_PRELOAD=/root/keyword_swap.so

root@first:~# ldd /usr/bin/cat

linux-vdso.so.1 (0x00007fff5b50f000)

/root/keyword_swap.so (0x0000790e573dc000)

libc.so.6 => /lib/x86_64-linux-gnu/libc.so.6 (0x0000790e57000000)

/lib64/ld-linux-x86-64.so.2 (0x0000790e573ee000)
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Father Rootkit: Function Hooks

Source: https://github.com/mav8557/Father/blob/4eb2712caf612a7dc55fd4f34ff5c72b74c7c332/src/father.h
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libprocesshider
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Userland Rootkits

Detection
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 Audit 

- /etc/ld.so.preload: 

- /etc/ld.so.conf

- /etc/ld.so.conf.d/*.conf

 Periodically check

/proc/{pid}/environ

 Has anyone tampered with my loader? (blog post 

 on dfir.ch)

 # rpm -V glibc

 # same command available for other distros

Audit
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unhide
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Static binaries
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Kernelspace Rootkits

Loadable Kernel Modules
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Another level of rootkit installations are made through Loadable Kernel Modules (LKM). 

Basically, almost every modern Unix flavour (Linux, Solaris and FreeBSD) allows the system administrators to 

load device drivers on the fly into the kernel, avoiding the necessity of kernel recompilation and reboot of the 

systems.

The t0rn rootkit, SANS Institute, 2002

Loadable Kernel Modules (LKM)

http://localhost:1313/posts/conf_linux_rootkits/
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Kernelspace Rootkits

eBPF
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extended Berkley Packet Filter (eBPF)

Source: https://ebpf.io/what-is-ebpf/

http://localhost:1313/posts/conf_linux_rootkits/
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Kernelspace Rootkits

Hooking Techniques 
(Example)
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Ftrace – Umbra

Source: https://github.com/h3xduck/Umbra/blob/96443367bb35650d8b468a9e14557f01eeb26653/kernel/src/hookers.c
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Ftrace – Umbra

Source: https://github.com/h3xduck/Umbra/blob/96443367bb35650d8b468a9e14557f01eeb26653/kernel/src/hookers.c
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Ftrace – Umbra



32

Kernelspace Rootkits

Detection
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Kernel Tainting

root@first:~# dmesg
[  334.056326] dfir: loading out-of-tree module taints kernel.
[  334.056343] dfir: module verification failed: signature and/or required key 
missing - tainting kernel

root@first:~# cat /proc/modules | grep OE
dfir 12288 0 - Live 0xffffffffc0c52000 (OE)

OE = Out-of-tree & unsigned (blog post on dfir.ch)
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root@first:~# cat /sys/kernel/tracing/available_filter_functions 

| grep diamorphine

is_invisible.part.1 [diamorphine]

hacked_getdents [diamorphine]

hacked_getdents64 [diamorphine]

get_syscall_table_bf [diamorphine]

find_task [diamorphine]

is_invisible [diamorphine]

give_root [diamorphine]

[…]

Diamorphine Rootkit (FTRACE)
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ebpfkit-monitor

Source: https://github.com/Gui774ume/ebpfkit-monitor
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Linux Kernel Runtime Guard (LKRG)

Source: https://www.openwall.com/lists/lkrg-users/2020/06/14/5
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In particular, when LKRG is loaded before the rootkit, it detected 8 out 

of 9 kernel rootkits tested: 

- Diamorphine 

- Honey Pot Bears

- LilyOfTheValley

- Nuk3 Gh0st

- Puszek

- Reptile 

- Rootfoo Linux Rootkit,

- Sutekh. 

There were no false positives.

Linux Kernel Runtime Guard (LKRG)

Source: https://oulurepo.oulu.fi/bitstream/handle/10024/15182/nbnfioulu-202004201485.pdf
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# wget https://lkrg.org/download/lkrg-0.9.5.tar.gz 

# insmod ./lkrg.ko kint_enforce=0

Linux Kernel Runtime Guard (LKRG)
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Using bpf_probe_write_user anything that gets sent or received as a userspace buffer can be altered.

# grep bpf /var/log/messages

[..]

Oct  7 13:05:23 dfir kernel: $programm[6262] is installing a program with bpf_probe_write_user helper that 

may corrupt user memory!

# dmesg

[  440.029740] $programm[6262] is installing a program with bpf_probe_write_user helper that may corrupt 

user memory!

bpf_probe_write_user
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bpf_probe_write_user
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bpf_probe_write_user
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Memory Forensics
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Overview of Tools

rkhunter

chkrootkit

Wazuh

Tracee

http://localhost:1313/posts/conf_linux_rootkits/
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Questions?
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Userland Rootkits

Patched Loader
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ITW: bedevil
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Patched loader

root@first:~# ls -l /lib64/ld-linux-x86-64.so.2
[..] /lib64/ld-linux-x86-64.so.2 -> ../lib/x86_64-linux-gnu/ld-linux-x86-64.so.2

root@first:~# perl -pi -e 's/ld.so.preload/ld.so.malmoeb/g’ 
/root/ld-linux-x86-64.so.2

root@first:~# ls -l /lib64/ld-linux-x86-64.so.2
[..] /lib64/ld-linux-x86-64.so.2 -> 
/root/ld-linux-x86-64.so.2

root@first:~# cat /etc/ld.so.malmoeb 
/root/dfir.so

root@first:~# cat statement.txt 
DFIR sucks!
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Userland Rootkits

More detection strategies
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/proc

root@first_tc:~# ps aux | grep vi

root    45560  0.3  1.3  25528 13312 pts/0   Sl+  09:03  0:00 vi statement.txt

root@first_tc:~# cat /proc/45560/maps | grep swap

72cb0b9fe000-72cb0b9ff000 r--p 00000000 fd:01 1623 /root/keyword_swap.so

72cb0b9ff000-72cb0ba00000 r-xp 00001000 fd:01 1623 /root/keyword_swap.so

72cb0ba00000-72cb0ba01000 r--p 00002000 fd:01 1623 /root/keyword_swap.so

72cb0ba01000-72cb0ba02000 r--p 00002000 fd:01 1623 /root/keyword_swap.so

72cb0ba02000-72cb0ba03000 rw-p 00003000 fd:01 1623 /root/keyword_swap.so

root@first_tc:~# cat /proc/45560/environ

SHELL=/bin/bashPWD=/rootLOGNAME=rootXDG_SESSION_TYPE=ttyLD_PRELOAD=/root/keyword_swap.so
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Father Rootkit – Now you see me

root@first_tc:~/Father# cat src/config.h

[..]

/* name to hide for files */

#define PRELOAD "ld.so.preload" // used for hiding

root@first_tc:~# cat /etc/ld.so.preload

cat: /etc/ld.so.preload: No such file or directory

root@first_tc:~# xxd /etc/ld.so.preload

00000000: 2f6c 6962 3634 2f73 656c 696e 7578 2e73  /lib64/selinux.s

00000010: 6f2e 330a                 o.3
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debugfs

root@first_tc:~# df -h

Filesystem    Size  Used Avail Use% Mounted on

/dev/vda1     24G  2.3G  21G  10% /

[..]

root@first_tc:~# debugfs /dev/vda1

debugfs 1.47.0 (5-Feb-2023)

debugfs:  cat /etc/ld.so.preload

/lib64/selinux.so.3

debugfs: 
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Output Encoding Scheme

root@first:~# LD_PRELOAD=./keyword_swap.so cat statement.txt

DFIR sucks!

root@first:~# LD_PRELOAD=./keyword_swap.so xxd statement.txt

00000000: 4446 4952 2072 6f63 6b73 210a       DFIR rocks!.

root@first:~# strace -s 1000 xxd statement.txt

write(1, "00000000: \33[1;32m44\33[0m\33[1;32m46\33[0m \33[1;32m49\33[0m\33[1;32m52\33[0m 

\33[1;32m20\33[0m\33[1;32m72\33[0m \33[1;32m6f\33[0m\33[1;32m63\33[0m \33[1;32m6b\33[0m\33[1;32m73\33[0m 

\33[1;32m21\33[0m\33[1;33m0a\33[0m    \33[1;31m \33[0m\33[1;31m \33[0m\33[1;31m \33[0m\33[1;31m \33[0m 

\33[1;32mD\33[0m\33[1;32mF\33[0m\33[1;32mI\33[0m\33[1;32mR\33[0m\33[1;32m 

\33[0m\33[1;32mr\33[0m\33[1;32mo\33[0m\33[1;32mc\33[0m\33[1;32mk\33[0m\33[1;32ms\33[0m\33[1;32m!\33[0m\33[1;33m.\33[0

m\n", 37200000000: 4446 4952 2072 6f63 6b73 210a       DFIR rocks!.
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Kernelspace Rootkits

Hooking Techniques 
(Example)
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Syscall Table Modification

Source: https://www.wiz.io/blog/linux-rootkits-explained-part-2-loadable-kernel-modules
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Ftrace

ftrace = function tracer: trace and record the execution of functions 

within the Linux kernel

ftrace hooks into the kernel at various trace points 

You can enable and disable these 

trace points dynamically, without 

the need to reboot or recompile 

the kernel

Source: https://www.apriorit.com/dev-blog/546-hooking-linux-functions-2
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Ftrace – Umbra

Source: https://github.com/h3xduck/Umbra/blob/96443367bb35650d8b468a9e14557f01eeb26653/kernel/src/hookers.c
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KHOOK - Linux Kernel hooking engine

KHOOK_EXT(long, __x64_sys_kill, const struct pt_regs *);
static long khook___x64_sys_kill(const struct pt_regs *regs) {
    if (regs->si == 0) {
  if (is_proc_invisible(regs->di)) {
   return -ESRCH;
  }
 }
    
 return KHOOK_ORIGIN(__x64_sys_kill, regs);
}

return –ESRCH => No process or process group can be found 
corresponding to that specified by pid.

Source: https://github.com/f0rb1dd3n/Reptile/blob/1e17bc82ea8e4f9b4eaf15619ed6bcd283ad0e17/kernel/main.c#L87
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eBPF

Source: https://www.youtube.com/watch?v=g6SKWT7sROQ
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eBPF

// trace the entry to the openat syscall
SEC("tp/syscalls/sys_enter_openat")
int handle_read_enter(struct trace_event_raw_sys_enter *ctx)
{
 const int test_len = 5;
   const char test[test_len] = "test";
    char comm[test_len];

    // Use helper to get executable name:
    bpf_get_current_comm(&comm, sizeof(comm));

    // check to see if name matches
    if (int i = 0; i < test_len; i++) {
        if (test[i] != comm[i]) {
 return 0;
        }
    }
    // executable name is 'test', log event,
    // perform additional checks, to do anything else

    return 0;
Source: https://blog.tofile.dev/2021/08/01/bad-bpf.html
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Hardening

http://localhost:1313/posts/conf_linux_rootkits/
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modules_disabled

# echo 1 > /proc/sys/kernel/modules_disabled

# insmod dfir.ko
insmod: ERROR: could not insert module dfir.ko: 
Operation not permitted

All subsequent attempts to load or unload kernel modules will fail. 

Switching the flag back is not possible too, only after a reboot of the machine.

The unloading of already loaded modules is also not possible
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The Kernel Lockdown feature is designed to prevent direct and indirect access to a running kernel 

image, attempting to protect against unauthorized kernel modification.

When lockdown is in effect, several features are disabled or restricted.

This includes: 

- /dev/mem 

- /dev/kmem 

- /dev/kcore 

- /dev/ioports 

- BPF 

- kprobes

kernel_lockdown
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Unprivileged eBP

Nowadays, to install an eBPF program, you typically need root — or at least CAP_SYS_ADMIN and/or 

CAP_BPF (this was not always the case).

Unprivileged eBPF was introduced around kernel 4.4. 

Be sure to check this config option by running: 

# sysctl kernel.unprivileged_bpf_disabled
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Unprivileged eBP

Source: https://lolcads.github.io/posts/2023/12/bpf_memory_forensics_with_volatility3/
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