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1. Organization of KISC

* KISC (Korea Internet Security Center) is a Part of KISA (Korea Internet & Security Agency)
* Mission : Rapid Detection / Response for Cyber Incidents in Private sector

KISC / KrCERT
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2. Monitoring

Monitor internet network in Korea

* Traffic : local Internet Service Provider Traffic, Ports, Protocols, Attacks

* Web Servers : 900+ Major Domestic Web servers

* DNS : 13 Root DNS, 6 KR DNS, 12 Major Domestic ISP DNS

* Security Information : Major Anti-Virus, System/Software/Security Company sites
* Monitor web-embedded malicious code

G
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Security Operation Center
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3. Blocking

Block access to malicious sites

* Collaboration with ISPs to prevent damage by blocking malicious sites

v Domain : DNS sinkhole
v IP: ACLinrouter

KI SA Request fo Block w

N

Malicious site

malicious sites

v Madlicious sites(Domain or IP address)
- Malicious code/app, phishing, pharming etc. Connecttoa

website
v KISA canrequest to block a madlicious site at ISP

: base on Information Network Act in Korea
-
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3. Blocking(cont.)

Statistics on 2015

Phishing, 32% Pharming, 34%

M Phishing

B Pharming

m Malicious code

H Information leakage
B C&C

BETC

.

Information leakage, 10% Malicious code, 20%
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4. DDoS Shelter System

* DDoS defense service at the government level for SMEs
. It's blocking DDoS attack and supporting normal web service of SMEs

v System s failed by DDoS Attack

: Normal web server is failed

am  Affock CoArli\I:sﬁon by DDoS Attack
- v Applying DDoS Shelter
m 5 : Replace the Web Server IP in DNS
ACCEss - with IP provided by the DDoS Shelter
a VB

After applying DDoS Shelter

; v DDoS Traffic detoured from Web
%‘%Co‘g Server to DDoS Shelter
DDoS \ : Normal & DDoS traffic flows to the
Affack KI S A DDoS Shelter

DDoS Shelter E v DDoS fraffic blocked and Normal

C onr\eChO“ !ralﬁc dllowed _
Enabled Web Server : The DDoS Shelter filters DDoS traffic
Access and normal traffic flows into the web

% WEB server
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5. Cyber Curing System

* Provide a notification of malware infection and removal method using

popup window
» Effective measure against large-scale DDoS attack

DDoS
Aftack %
<

X KISA
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Case 1 : Personal Information leakage

* Data breach(2015.9)

- Hacked a famous community site and a demand for an apology

- Threats to disclose around 1.9 million sets information

- Disclosed some customer’s information(ID, Password, e-mail, etc.)
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Case 1 : Personal Information leakage

* Analysis & Response
- Korea IP(X.X.161.67) in web log.

[y webadminGwes ! homescol

[Hf:mp.f?li'.: :23: Ll ) -php HTTP/1.1" 200 758
[::;‘;rw?n!‘.f 3 «090m) I php HTTP/1.1% 200 9010
[11/Sep/2015:01:12:53 +0000] P sisZ.php NTTP/1.17" 208 15165
L1 Sep/2MS:01:20:; +@900] “ros sisZ.php HTTP/1.1" 200 IPEIﬁ?

::::‘mii:;::l: = +0v0a) sis2.php HTTP/1.1" 200 Bé3mM1
SEPSIMN5I01:21:82 +0900] PO sis2.php HTTP/1.1" 200 BE9E71

19/ 5ep/2015: 01221215 “p "
IH-'!-'.npr:*nn.- el oond (T 152.pBp NTTP/1.1" 208 875867

- SQL-injection attack and 1920,000 information leakage

PET Timestamp144190M04):
L} . n ] - .
select * from where nuso=667 union select no,concat(user._{d, 0x9, password) , nase, esai Jusin, concat(po

intl,0x9, point?, 09, a2 ecret, reg.d e
i " ‘ " el CCPEL, FEQ f-ll!‘.'!'(ld'.&n!jrlilf'li{h{l_m'{_cu'.:,n(g arel,0x9.5 : :
xmenber_table 1imit]19200001100000 and rum<sbb6 order by nus desc lmlit 0 }a_. pare2,0x9,spare3) 0 from zety

- Additional attack using CMS vulnerability
- Noticed a guideline for prevention of further hacking
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Case 1 : Personal Information leakage

* Violation(According to Information Network Act in Korea)
- §28-(1-2(Access Control) : must have access control devices.
- §28-1-3(Access Log) : must have a web log over 6 months
- §28--4(Encryption) : must use a proper encryption algorithm

* Fine(According to Information Network Act in Korea)

- Below 3% of the total sales & Below 30 Million won
- 120 Million won(= 110 thousand dollars)

X KISA
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Case 1 : Personal Information leakage

* Data spoofing(2015.12)
- Customers accumulated money is being paid without approval
- Targeted users who used the same account information for both sites T and P

Social Commerce

N

-

Web server Web server

Data sp|||
aDo’ro spoofing

2 KISA 13



Case 2 : Update Server Hacking

* Summary
- Developing a fake update server and sending malicious update file
- Hacking a server for spread of malware

Update server(A compan

T

Normal ——

|
@ Hacking ARp Switch
\
. E
- (\O““

v Hack update server
v Web shell, Backdoor server

@ Hacking

@ Update request

download a malware

X KISA
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Case 2 : Update Server Hacking

* Analysis(A company)
- Upload a webshell on web server
- Acquisition of ROOT using the local privilege escalation vulnerability

n elSPAE #1 SMP Fri Feb 20 14:49:44 K5T 2009 i686 [Google] [mifwOrm]
54 9 '8

Ph 5.2. ode: [ phpinfo ] Datetime: 2015-11-02 21:33:34

Hdd: 7450.45 7 7.78 GB (38%)

Cwd: Jfhom drwxr-xr-x [ home ]

{ Sec. Info ] [ Files ] [ Console ] [5ql] { Php ] [ Safe mode ]

it:l:tllfiﬂ]ﬂ [ Bruteforce 1 [ Network ] [ Logout ]

ISewer security information

63 (Unix) mod_ssl/2.0.63 OpensSL/0.9.8e-fips-rhel5 PHP/5.2.10

.el5PAE (root@sul2-build) (gce version 4.1.2 20071124 (Red Hat 4.1.2-42)) #1 SMP Fn Feb 20 14:49:44 KST 2009

- Rerouting of the request traffic to the fake update server via ARP spoofing
- Transmission of malicious update file containing falsified field to user

X KISA 15



Case 2 : Update Server Hacking

* Analysis(B company)
- Hijacking of user account through brute-force attack
- Pharming type malware that leaks certificate and financial data
- KISA, Blocking of information-leaking site, pharming and C&C IP access
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Case 3 : Anonymous

* Entertainment agency DDoS attack(2016. 1)
- Cyber attack as the result of an international and political issue
- Server hacking, Defacement, Information leakage, DDoS

v Admin accounttakeover(1.13)  Defacement(1.14) v DDoS Attack(1.18)

| : Personal information leakage | |

v Webshell upload(1.14) v DDoS Attack(1.16) v DDoS$ Attack(1.30)
: Database name leakage
: Webshell execution
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Case 3 : Anonymous

* Analysis & Response(DDoS)
- DNS DrDoS(Distributed Reflect Denial of Service)
- Defense against DDoS attack by using the DDoS Shelter system

Jan 16 14:12 - 14:19.(0:05)

DoS Alert 1926232 Classification; |Possiblo attack v/
!

1'.|Hm!-
¥

illil-lil:lﬂil

$00 Kppe

Jiags 14 faag

14.3i 18 prR IS

0 s
laihay RS LR TR

Sevarity Level Saverity Parcent [ impact @ Type Affeciad Direction Mitigations
High ses 975.1% of 80 Kpps 13.9 Gbps UDP Misuse SKB IDC3 Incoming None
1.8 Mpps 139
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Case 3 : Anonymous

* Analysis & Response(Hacking)

- (Account takeover) SQL-Injection automation tool

- (Information leakage) Database structure & Personal Infomation leakage

X KISA
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Thank you

Iswl@kisa.or.kr



