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Central Research Question 1

What will happen with Ransomware Business 
models in 

- the near future
- the far future
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Central Research Question 2

What will trigger Ransomware Business models to 
change?
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Impact sanctions?

Source: https://www.zdnet.com/article/ransomware-has-gone-down-because-sanctions-against-russia-are-making-life-harder-for-attackers/
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Crypto Winter
or Ice Age

Source: CNN
https://edition.cnn.com/business/live-news/ftx-
sam-bankman-fried/index.html
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Reported Victim Losses
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Kill chain typical ransomware attack

Initial Access Lateral 
Movement 

Data 
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Laundering



© 2022 Trend Micro Inc.10

Ransomware payload can be replaced
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Extra Payload on top of ransomware
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Types of Ransomware Actors

Netwalker affiliate 
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Types of Ransomware Actors

Netwalker affiliate 
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Types of Ransomware Actors

Netwalker affiliate 

Source: CBCNews https://www.cbc.ca/newsinteractives/features/takedown-homegrown-ransomware-hacker
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Types of Ransomware Actors

Netwalker affiliate 

Source: CBCNews https://www.cbc.ca/newsinteractives/features/takedown-homegrown-ransomware-hacker
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Types of Ransomware Actors

Big Game Hunters

Nation state actors 

Traditional Cybercriminals
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Triggers leading to Ransomware Evolution

- Arrests
- Sanctions
- Improved Actors’ OpSec
- Automation of ransomware attacks
- Cloud adoption
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Triggers leading to Ransomware Revolution

- Cryptocurrency Regulations
- Geopolitical events
- More profitable cybercrime



© 2022 Trend Micro Inc.19

Impact of Arrests

• Impact of arrests has been limited so far
• Some arrests of affiliates
• Investigations seem to take forever
• Some new arrests to be expected

• But with all the focus on ransomware: is that all there is? 
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Evolution Trigger: Sanctions
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Source: https://blog.chainalysis.com/reports/how-2022-crypto-sanction-designations-affected-crypto-crime/
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Impact of Sanctions

• Sanctions are usually used as a political tool

• Impact will be limited [anybody remembers take down of Liberty Reserve –
2013?]

• Sanctions probably only increase costs for cyber 
criminals somewhat
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Remarks on OpSec

While RaaS actors are giving interviews to the 
journalists and brag about their crimes, their RaaS 
had been compromised for months…. 

-> RaaS are not immune to breaches
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Tor hidden servers exposing clear web IP
Nefilim

AtomSilo

Arvin Club
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RaaS with Server Status exposed
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Same SSH key…. for Nefilim
hxt254aygrsziejn.onion:22

78.128.x.y:22
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Serious breaches RaaS
REvil - undisclosed LE agency
Hive - FBI
LockBit - ProDaft
Conti - UA researcher, ProDaft, others
Karakurt - Infinitum 
PYSA - ProDaft
[….] - [….]
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Takedown
No arrests

Source: https://therecord.media/we-hacked-the-hackers-doj-fbi-take-down-hive-ransomware-after-spending-months-inside-gang-systems/
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More automation

2017

Cerber already 
used Blockchain 
for C&C
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Less interaction
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Cloud Adoption
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Impact of Cloud Adoption

• Cloud adoption will raise the bar for ransomware 

BUT: 

- Misconfigurations 
- Theft of admin keys
- Vulnerabilities in Cloud (like no proper tenant separation) 
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Critical Cloud vulnerabilities

Source: https://www.wiz.io/blog/chaosdb-explained-azures-cosmos-db-vulnerability-walkthrough/

Source: https://orca.security/resources/blog/synlapse-critical-
azure-synapse-analytics-service-vulnerability/

https://www.wiz.io/blog/chaosdb-explained-azures-cosmos-db-vulnerability-walkthrough/
https://orca.security/resources/blog/synlapse-critical-
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Expected evolutions in ransomware

- Better OpSec
- More automation
- Less interaction with victims
- Move to targeting Cloud and Linux servers
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Triggers leading to Ransomware Revolution

- Cryptocurrency Regulations
- Geopolitical events
- More profitable cybercrime
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Cryptocurrency Regulations

Image: Trend Micro
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Crypto Winter
or Ice Age

Source: CNN
https://edition.cnn.com/business/live-news/ftx-
sam-bankman-fried/index.html
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Crypto Regulation

Reasons for crypto regulation

• Protect investors and consumers
• Avoid ripple effects on financial markets
• Capital flight

• Money laundering
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FATF recommended Crypto regulations
Recommendation #15
- VASPs*) need to be regulated for anti-

money laundering
- VASPs need to be licensed

Recommendation #16 (Crypto Travel Rule)
- Info on payer and payee for transactions to 

be shared among CASPs**)

*) VASP: Virtual Asset Service Provider
**) CASP: Crypto Asset Service Provider
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Crypto regulations – EU version

- MiCA legislation in EU
- Stricter security rules on CASPs *)
- CASPs need authorization to operate in EU

- Crypto Travel Rule
- Info on payer and payee for transactions
- no threshold for payment 
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Issues with regulations – worldwide

- low implementation of FATF recommendations
- different implementations between countries

- threshold of travel rule differs
- 0 in EU, 3000 USD in US

- transfers to non-compliant  CASPs: allowed / 
disallowed?

- how about “unhosted” wallets?
- some countries are likely not to follow the  FATF 

recommendations anytime soon
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Crypto regulations: impact on ransomware

- Potentially a huge impact
- But limited for the time being

- EU regulations expected to have the biggest 
impact (not before 2025).  



© 2022 Trend Micro Inc.43

Geopolitical Events
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Geopolitical events

- Some RaaS might fall apart
- Some affiliates start to work for governments 
- Initial access used for espionage / wiper attacks
- Usage of Ransomware as smokescreen
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Geopolitical events

Google TAG about Conti affiliate 

Microsoft MSTIC about Sandworm

SecureWorks: CN espionage smokescreen
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More Profitable Cybercrime
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Reported Victim Losses
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Remove ransomware, extortion

Initial Access Lateral 
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Kill chain BEC attack 
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Data 
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Kill chain BEC attack 



© 2022 Trend Micro Inc.51

Kill chain typical ransomware attack 
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Kill chain typical ransomware attack 
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Kill chain typical ransomware attack 
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Kill chain ransomware + short and distort

Initial Access Lateral 
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Short and Distort
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Example: Insulet Corporation

Source: Joshua Mitts. (2020). University of Chicago Press. “Short and Distort.” The Journal of 
Legal Studies, Vol. 49, Issue no. 2, p. 287–334. 
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Canon (Maze attack: Jul/Aug 2020)

Source: macrotrends.net

• Initial drop 18%
• V-shape
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Nvidia (Lapsu$ attack: Feb 2022)

Source: macrotrends.net

• Drop 4%
• V-shape
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Payloads that might replace ransomware

• Theft of intellectual property and other 
sensitive data

• Business Email Compromise
• Stocks manipulation schemes like short and 

distort
• Theft of cryptocurrencies at scale
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Advice 1

XDR solutions will be increasingly important in 
the near and far future. 

Near Future: Ransomware will be optimized 

Far Future: Ransomware will be replaced by other 
other profitable payloads. Emphasis on the left 
and middle of the kill chain is critical.
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Advice 2

Advanced protection against Linux based 
cybercrime (server, cloud and IOT) will continue 
to rise in importance during the next 2 years and 
beyond.



© 2022 Trend Micro Inc.62

Advice 3

Tracking campaigns and actors is key for 
understanding how future threats will look like 
and see the way criminal business models, and 
the top tier groups themselves, are evolving. 
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Advice 4

Collaboration between 

LE
Certs
Governments
Law Makers
Private Industry
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Further reading
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Recommended reading
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Contact details

Twitter: @FeikeHacquebord

FeikeHacquebord@infosec.exchange



Threat detection and response across multiple 
attack vectors by Trend Micro. Created with 
real data by artist Brendan Dawes. 
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