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Antecedentes:

- Por el Covid, se incremento el uso de conexiones remotas seguras VPN
SSL/TLS y VPN IPsec para la realizacion del Teletrabajo.

- Los atacantes de Ransomware se aprovechan de vulnerabilidades de los
servicios publicos como RDP, SMB, VPN Server, etc.

- Los atacantes de Ransomware realizan constantes scannings y _
explotacion para ingresar a los servicios publicos luego internamente realizar
movimientos laterales para hackear el Active Directory y asi apoderarse de

toda la red.

- Las empresas en general no tienen segmentacion de la red, procesos de
actualizacion de parches de sistema operativo, procesos de gestion de
vulnerabilidades, proceso de Backup/Restore y tampoco usan MFA para
prevenir el robo y uso de una credencial valida.
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Ransomware Banjo

)

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail: furas@airmail.cc

Write this ID in the title of your message ANNIEGNG 1

In case of no answer in 24 hours write us to this e-mail: krasume@tutanota.com

Our online operator is available in the messenger Telegram: @krasume

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we will send you the tool that will decrypt all your files.

Free decryption as guarantee

Ileforepaylngyoumsmdusmtosﬂlsforfreedeaypﬂm.'lhemlslzeofﬂlsmbelasmmb(mnardllved),am‘ﬂlaslmldnotmlnvaluablelnfotnaﬁon. (databases, backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy bitcoins', and select the seller by payment method and price.
https:/ /localbitcoins.com bitcoi

Attention!

¢ Do not rename encrypted files.
¢ Do not try to decrypt your data using third party software, it may cause permanent data loss.
¢ Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.
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Ransomware Netwalker

r

Archvo  Edicien  Formato Ver Ayuds

Hi!
your files are emrygted by Netnlker.@
All encrypted files for this computer has e fon: . abcdef

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn ft off,

then we recommend that you move away from the computer and accept that you
Rebooting/shutdown will cause you to lose files without the possibility of

our encryption algorithms are ver{ strong and your files are very well pro
the only way to get your files back is to cooperate with us and get the dec
Do not try to recover your files without a decrypter program, you may damag

For us this s just business and to prove to our seriousness, we will d
Just open our website, upload the encrypted file and get the decrypted file

Steps to get access on our website:

1.00wnload and install tor-browser: https://torproject.org,
3.Put your personal code in the fnput form:

{code_abcdef :

Pay - Tor Browser

Free decryp i

Choose a file or drag it here
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Ransomware Prometeus:

Afectacion: Unidades de disco en grupos de servidores Microsoft Windows:

e Grupo 1: Los atacantes
bitlocker, la cual pedia

¢ Grupo 2: Los atacantes
instalaron diskeryptor y
contacto: jason.door99

Contact jason.door998protonnail.con and workworkhard®cock. | i

for unlock your wetwork.
enter password: _
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Ransomware lockbit 2.0:
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4 E0B»+IEEY { 5% —S=4P c RSN E + 2 I8 vOME% -<K4%6 2 EA,, A cilek
© 2V lockbil J.onion
N o decryption service. Write to support if you want to buy decryptor.
ombre -
- LockBit Ransomware uses AES and ECC cryptography
|| S| ockbit algorithms.
|| . |0 Ckbit

TRIAL DECRYPT CHAT WITH SUPPORT

| J Restare-My-Files-2.txt: Bloc de notas

} s What is the cost of the data? ™ A
Archivo Edicidn Formato Ver Ayuda

LockBit 2.0 Ransomware You can decrypt a single file for warranty - 2022-02-20 15:05:20 readed ﬁ.k
we can do it. 4

Your data are stolen and encryp

The data will be published on T

You can contact us and decrypt

the price was 350k but we can lower to 150k .
you already contacted us on different id .

http://lockbitsupartrtyezcdsenk S i

http://lockbitsap2orgyydaghcun3

OR Decryption is available It is a lot of money ﬂ
https://decodinggfthdfdhhdgdfd. once for you

2022-02-2103:23:33 readed /i V ;.
R B
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https://www.cert.govt.nz/assets/ransomware/cert-lifecycle-of-a-ransomware-incident-with-controls-business-version.pdf

Vectores de Infeccion:

- Servicios Vulnerables:

- Servicios publicos:

- Remote Desktop Protocol RDP 3389/tcp, Microsoft DS/SMB 445/tcp.
Mysql 3306/tcp, Microsoft SQL Server 1433/tcp

- Vulnerabilidades TODO:
- US Cert Vulnerabilidades + Exploited ++Usadas

- VPN Server:
- VPN IPsec, IKE,500/udp, 4500/udp, https 443/tcp

- Credenciales:
- Compra o Robo de credenciales de acceso remoto.

- Ingenieria Social:
- Através de correo electronico.
- Enlaces dentro del correo.
- Archivos adjuntos con malware.
- Navegacion a enlaces con malware.
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Eventos: Brute Force RDP, MS-SQL Server, SMB:

27/04/2018 21:34 Intrusion Low 1000127 RDP Local Account Brute-force Attem

27/04/2018 21:40 Intrusion Low 1000127 RDP Local Account Brute-force Attemi |185 156.177 4

27/04/2018 21:46 Intrusion Low 1000127 RDP Local Account Brute-force Attempt 1185.156.177.4  200. ’RussnanFederatloPZOO P Peru TCP Alert ips_default  default
27/04/2018 21:51 Intrusion Low 1000127 RDP Local Account Brute-force Attempt 1185.156.1774  200.*»RussianFederatio® 200 #Peru RDP TCP Alert ips_default  |default
27/04/2018 21:57 Intrusion Low 1000127 RDP Local Account Brute-force Attempt 1185.156.177.4  200.*RussianFederatio*200. #Peru  RDP TCP Alert ips_default  default
27/04/2018 22:03 Intrusion Low 1000127 RDP Local Account Brute-force Attempt 1185.156.1774 200 *RussianFederatio* 200 #Peru  RDP 1CP Alert ips_default  default
27/04/2018 22:09 Intrusion Low 1000127 RDP Local Account Brute-force Attempt 1185.156.177.4  200.*»RussianFederatio*200. #Peru  RDP TCP Alert ips_default  default
27/04/2018 22:14 Intrusion Low 1000127 RDP Local Account Brute-force Attemot 1185.156.1774  200.*»RussianFederatio*200. #Peru  RDP TCP Alert ios default Idefault

|185 156.1774  200.*RussianFederatio*200. #Peru  RDP TCP Alert |ps default  default

200_*RussianFederatio* 200. ?Peru RDP default  default
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28/04/2018 18:13 Intrusion Low 370090Microsd IS WebDAV ScStoragePathFromUrl Buffer Ove194.72.112.130  200.»UnitedKingdom  200.#Peru  HTTP TCP Alert ips_default default
28/04/2018 18:13 Intrusion Low 370091 Microsoft IS WebDAV ScStoragePathFromUrl Buffer Ove{194.72.112.130  200.*UnitedKingdom  200.#Peru  HTTP TCcP Alert ips_default  default
28/04/2018 18:13 Intrusion  Low 403702 Oracle WebLogic Server WorkContextXmliinputAdapter In¥194.72.112.130 200 *UnitedKingdom  200.#Peru  HTTP TcP Alert ips_default  default



Vulnerabilidades:

@ cisa.gov/known-exploited-vulnerabilities-catalog

An official website of the United States government
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Download CSV version
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Date

. Vulnerabili Added - - Due
CVE Vendor/Project Product Yo Short Description Action Notes
Name to Date
Catalog
"BlueKeep" oa ol

CVE-2021-44228

CVE-2021-40539

CVE-2021-34523

CVE-2021-34473

* CVE-2021-22893
* CVE-2020-8260
* CVE-2020-8243

e CVE-2019-11539
* CVE-2019-11510
Pulse =

SecureVPN

Table 1: Ton 15 Routinelv Fxnloited Villnerabilities in 2021
* CVE-2020-8196
* CVE-2020-8195
* CVE-2019-19781
* CVE-2019-11634

¢ CVE-2021-34523
¢ CVE-2021-34473
¢ CVE-2021-31207
* CVE-2021-26855

¢ CVE-2020-12812
* CVE-2019-5591
* CVE-2018-13379

CVE-2021-31207

CVE-2021-27065

CVE-2021-26858

CVE-2021-26857

CVE-2021-26855

* CVE-2021-22986
* CVE-2020-5902

* CVE-2020-2021
* CVE-2019-1579

* CVE-2021-28799
* CVE-2020-36198

 CVE-2020-12271

CVE-2021-26084

CVE-2021-21972

CVE-2020-1472

CVE-2020-0688

CVE-2019-11510

CVE-2018-13379

* CVE-2019-0708
* CVE-2020-1472
* CVE-2021-31166
* CVE-2021-36942

Microsoft
Windows

* CVE-2017-0199
* CVE-2017-11882
* CVE-2021-40444

* CVE-2021-21985

¢ CVE-2021-27101
¢ CVE-2021-27104
* CVE-2021-27102
¢ CVE-2021-27103

* CVE-2021-26084

Atlassian

* CVE-2021-40539

‘ Fortinet FortiOS and FortiProxy

| Path traversal

'» CVE-2021-20016
* CVE-2020-5135
* CVE-2019-7481

ST

'« CVE-2019-0604

'» CVE-2021-20655 |



https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/uscert/ncas/alerts/aa22-117a

Puertos y Vulnerabilidades, candidatos

€
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- Peru 3.2 Millones de Hosts:

RDP: Vulnerabilidad RDP: CVE-2019-0708 (1)
- 5,369 hosts, port 3389/tcp open, Remote Desktop Protocol - 5,369 hosts, port 3389/tcp open

SMB: _ - 247/243 hosts vulnerable

- 3,022 hosts, port 445/tcp open, Microsoft-ds Data - 2,966/2914 hosts safe

- 606/874 hosts unkonwn

Base de datos:
- 3,386 hosts, port 3306/tcp open, MySQL

- 4,206 hosts, port 1433/tcp open, Microsoft SQL Server Vulnerabilidad CVE-2018-13379 (2):
L DAP: -9,822 hosts, port 10443/tcp open, 26abr22
: -8,308 hosts, port 10443/tcp open, 28nov20

- 2,051 hosts, port 389/tcp open, LDAP

- 2,255 hosts, port 88/tcp open, Kerberos. - 115 hosts vulnerable, 27abr20

VMware:
- 1,902 hosts, port 903/tcp open, Remote Access to VM

Console (TCP)

Notas: Notas:
-Scanning realizados entre ell 19 y 26 de abril 2022 (1) CVE-2019-0708, realizado el 26 de abril 2020,
-Fuente:Lacnic (1) RDPscan, https://github.com/robertdavidgraham/rdpscan

-Fuente:masscan (2) CVE-2018-13379.
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https://ftp.lacnic.net/pub/stats/lacnic/delegated-lacnic-extended-lates
https://github.com/robertdavidgraham/masscan

Puertos y Vulnerabilidades, candidatos

- Colombia 17.3 Millones de Hosts:

RDP:

- 12,948/13,194 hosts, port 3389/tcp open, Remote Desktop
Protocol

SMB:

- 5,957 hosts, port 445/tcp open, Microsoft-ds Data

Base de datos:
- 5,543 hosts, port 3306/tcp open, MySQL
- 3,882 hosts, port 1433/tcp open, Microsoft SQL Server

LDAP:
- 2147 hosts, port 389/tcp open, LDAP
- 3036 hosts, port 88/tcp open, Kerberos.

VMware:
- 1329 hosts, port 903/tcp open, Remote Access to VM
Console (TCP)

Notas:
-Scanning realizados entre ell 19 y 26 de abril 2022

-Fuente:Lacnic
-Fuente:masscan

s0e L.
¢ Telefénica Tech

Vulnerabilidad RDP: CVE-2019-0708
- 13k hosts, port 3389/tcp open

- 697/616 hosts vulnerable

- 10k/9.2k hosts safe

- 2k/2.6k hosts unkonwn

- Fuente: rdpcan, manual 26abr22

Vulnerabilidad CVE-2018-13379:

-8,614 hosts, port 10443/tcp open,26abr22
-7,863 hosts, port 10443/tcp open,28nov20
- 120 hosts vulnerables

Notas:

(1) CVE-2019-0708, realizado el 26 de abril 2020,

(1) RDPscan, https://github.com/robertdavidgraham/rdpscan
(2) CVE-2018-13379.


https://ftp.lacnic.net/pub/stats/lacnic/delegated-lacnic-extended-lates
https://github.com/robertdavidgraham/masscan

Robo o Compra de Credenciale
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Vodafone source code - around 5000 github repos. 200gb or so compressed

Impresa source code and databases.

MercadoLibre and MercadoPago source code - 24000 repos

U ’ 1 077 Comments

The above poll will end 03/13/2200:00 ..., &

bi?a»’ 993 Comments

We recruit employees/insider at the following!!!!

- Any company providing Telecommunications (Claro, Telefonica, ATT, and other
similar)

- Large software/gaming corporations (Microsoft, Apple, EA, IBM, and other
similar)

- Calicenter/BPM (Atento, Teleperformance, and other similar)

- Server hosts (OVH, Locaweb, and other similar)

TO NOTE: WE ARE NOT LOOKING FOR DATA, WE ARE LOOKING FOR THE
EMPLOYEE TO PROVIDE US A VPN OR CITRIX TO THE NETWORK, or some
anydesk

If you are not sure if you are needed then send a DM and we will respond!!!!
If you are not a employee here but have access such as VPN or VDI then we are
still interested!!
You will be paid if you would like. Contact us to discuss that

@lapsusjobs
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https://web.telegram.org/z/#-1609311947

Vulnerabilidad CVE-2018-13379:
cC a rfmirror,corn;’T-wrea-:i_s—wsio-1-6—?(‘:8-('VF-?C-‘8-1-‘,3?_

~vebsession 6.7GB [CVE-2018-13379]

by arendee2018 - November 24, 2020 at 09:00 PM

Pages (7): 1

@ arendee2018 _ - T :
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AN
AN \ - i not available anywhere else
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https://rfmirror.com/Thread-Fortinet-SSL-VPN-sslvpn-websession-6-7GB-CVE-2018-13379?highlight=fortinet

Vulnerabilidad CVE-2018-13379:

- Desde un browser: "|IP-FW-VPNServer”

< c egu s IP Address of the connection
User 01

Password

Group S5L

seooeeeneeesezesose; ani i coc s s e e ne SO L OC 00

0162 DU BB B R B B 0 D B Rp R DR B E U6 5 D DU D UL B G § DU NRE LR B U L SRR s R YR B b

EES3EEE0EEEE CEC'”-OZ‘P 61 0 1) 2 2 3. 6 2 0 1 2 1,0 0 0 20 2 3 5, DG BB ) B2 3

A1 BRARAARRARRARRARRARAANE 11 1 - ac cassD

IP address of the connection
User 02

Password

Group SSL

el | Soceeeresseessecesses

LI e O B O R N C e D N S S e B S B e S N e B N E e N RS IR EE
IP address of the connection

-32” DEERRERBRHEE Ok BRR BRI BE R LGB S O R R EOLE BB LR BRR B ERE B BER BEL B O RRRRRLE BRI B B8 Bl 0
Y User 03

3G mwfull accessZZEEaCECICIISET' User02-SSL 11 12000 2 G0 030 1 0 G G a0 B ) Password
Group SSL

nett 1333 CCEEECEEEEEEEERREEERRECERE! BCEREEE

ka3 1302105 31 G R I R G U

DI D R £ B I B B2 6 B Bl

01533503ECCEEEEEEE
acces sEOOREEREEEEEERENREGER i it = GO GGG BN Gk 6 U
oEEEs B It 6 BN BRI B0 BB BISD
ULBE G B BE LB BB REE B b IP address of the connection
User 04

Password

Group SSL

RREG BB 05 B

e B3 15 3 a0 A3 B 3 .10, 03 0 3 D0 03 2 0 e a3 B3 3,13 13 3 )

e B EBIREE BB S RRIR DR

EEIEEEr 00

User(04-SSlL

IP address of the connection

B8 o B &
3 = 3

3

BEBEEES U EE U uREEREEy BuE BE E

COEEEEEEEEEE

£

Password

B B BIR B BB 6 B B 8 66 Bl ey B3 B 3 3 B3 3 ) s ol B3 ) LB 3, B )

DD EEEERE

GG e ) 30212 3 3 U R a0 3 o

User(05-5Sl : IP address of the connection
BEEEEE z 00t BE0EEEIEEEEEREOEEEERE S User 05

oLt G U G B DECO0R Password

CEEEEA PEEEEEE Group SSL

ERkRRRkE et

BB R IR BI0 6 DI

SRR

CEEEEEEEEIEECEEN

I R 0 0 G e O G L

0 . 40BERCRCERRCERREEEEBEERBEHE

Password > BRI O D DL e D 66 B0 8L LG UL L E

DU RINLE B BB 0 R R R b R b5 D0 Rk b B B 2 66 B et ke £ b 3 B

BB BRI 55 Bl R n bR b B R B R )

EBVPN_SS L BEECErenEEee!

- _

e D e e e e e B e R B EEEeE nnEnnREn kel RRnn RS R 6 BRRRE LRGNtttk ok RiRitRiREN R

LR 0 0 e B o e et Do T YD et T it U U1 00 2 a0 0.0 02 0 3 0 001 0200 0 0 02 2 00002 0000 2 ] e 0000 1 2. 003 25000 0 a0 00 1 10 G2 G0 0 020 0 0 a0 O 2 40 1 0304 12 12 3 0 Gt D0 0 v G 1 )

000 I000000000000OIOOTOOOITONI In!
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https:///
https://ip-fw-vpnserver:10443/remote/fgt_lang?lang=/../../../..//////////dev/cmdb/sslvpn_websession
https://rfmirror.com/Thread-Fortinet-SSL-VPN-sslvpn-websession-6-7GB-CVE-2018-13379?highlight=fortinet

Vulnerabilidad ;

tzn_ D108 12290 2 7ahr?2?2_1701ld _lc cclioan oo o1 A

tldeatiirnae

o000 L.
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Fuente: Propia



Parte 3:
Deteccion y Respuesta:
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Mimikatz:

R

Behavioral Threat' al

42 Alorts ce—

Overview # Ke

TIMEST
- P
. Apr 159
2 Aoc 100
. Apr 159
. Apr 15t
. Apr 159
. Apr 15
. Apr 15¢
. Apr 15¢
. Apr 150
- Anc 184
. Agr 15¢
. Apr 154
- Apr 15¢
. Apr 158
. Apr 159
. Apr 15¢
. Apr 15¢
. Apr 150
' fos 158
. Apr 150
. Apr 159
. Apr 150
. Agr 158
. Apr 15¢
. v Apr15d

View children

Chi,dren Found 34 resuits

PROCESS START T

Apr 15th 202

Apr 15th 202

NAME

Taskmgr.exe

fsquirt.exe

cCMD

‘C:\Windows\system32\taskmgr.exe” /4

P

‘C:\Windows\System32\fsquirt. exe” -Register

USERNAME

\admi

\admi

Apr 15th 2022

notepad.exe

"C:\Windows\system32\NOTEPAD . EXE™ C:\Users\admins\Desktop\automim 1 \automim 1 \Vlogs\ Passwords. txt

\admi

Apr 15th 202:

notepad. exe

"C\Windows\system32\NOTEPAD.EXE”™ C:\Users\admins\Desktop\ ArestorenNew\cepoass.tat

\admi

Apr 15th 2024

notepad.exe

‘C:\Windows\system32\NOTEPAD EXE" C:\Users\admins\Desktop\automim 1 \automim 1 \mimikatz\x64 \mimik

\admi

Apr 15th 202

Apr 15th 2022

runonce.exc

cluinit.exe

C:\Windows\SysWOW&4 \runonce.exe /Runé432

“‘C:\Windows\System32\ieduinit.exe” -UserConfig

\odmi

\admi

Apr 15th 202:

rundi32 exe

"C:\Windows' System32\rundii 32 exe” “C.\Windows\System3 2 \iesetup dii’. | EHardenAdmin

\admi

Apr 15th 202:

Apr 15th 202:

Apr 15th 202:

L}
® Teleiviuva iswir

rundi32.exe

unregmp2.exe

unresmp2.exe

"C:\Windows\System32\rundii 32 exe” "C:\Windows\System32\iesetup.dii’ IEHardenUser
>

‘C:\Windows\System32\unregmp2.exe” /FirstLogon

"C:\Windows\System32\unvegmp2.exe” /FirstLogon

\admi

\admi

\admi




nmap, zenmap, ip_scanner:

A NTAUTHORITY\NETWORK

-Eih

S

Console.exe nmg

p.exe

f=i=0N
\J )
\__/
10.0.0.0- 10.255.255.255
Private Network

RUNNID ME

gementSuite. 3 Apr 18th 2022 11:50:01 - Apr 18th 2022 12-.

advanced_ip_scanner.exe

D ff5bc2d67¢7493033aea3030cadb9ed

Process Network

§2 Resuit 7 Results temp\zenmap-vuodbs.xmi 172

esult

v EILE NANE ¥ FILE PREVIOUS NAME Y FILE P Network Module System Calls Network Connections
1,089 Results 1 51 Results 12 Resuits 1,089 Results
File Write 4xvizsbd xml C:\Use
File Read nmap-payloads D:\ProRC_HOST _IP Y SRC_PROCESS_USER_NAME Y SRC_HOST_OS Y ACTION_TYPE Y SRC_IP Y SRC_PORT
File Read hosts C:\Wir - - =
Windows Network Outgoing 172] 5126
File Read script.db O:\Pro =
Windows Network Outgoing 172] 5124
ile nmap-services D:\Pro
Windows Network Outgoing 172 5123
00 .
: Telefénica Tech Windows Network Outgoing 172 5122




LockBiIt:

1 -'-,Administrator

L T e © - -

I C:\Windows\explorer.exe 3 Apr 15th 2022 10:27:45 - Apr 20th 2022 05:. = (> Benign 3 70506db080603a6a035004e92edb2ed5bfas.

IGNATUS M

\Administrator ® dfb52454da750523d816ce1373534378 = Signed by Microsoft Corporation 2 C:\Windows\Explorer.EXE

CGO

All Actions Alert Process Network File Registry Module Injection System
. 1 t 1 t t 1 t 630 Results esult Result t
explorer.exe window:
Y « CESS _USER ) Y B T 3 Y T ¥ I N . ¢ F R
Window File i humbcache 2 d
Windo File Write aautomancDestnabons
Window File Write automaticDestinations
Winc File Create ¢ 474ef2adc83 automaticDestinat
Windows f D.reg
Windo File Write D.reg
SEVERITY Winc File Create D.r
.\’\ -
el ngh Window File Rename windows. exe LockBit_DB85COFODDACS4072 exe I
MODULE Windows File Write LockBit_D85COFODDACSB4072 exe
= - -
& Anti-Ransomware Protection File Write LockBit_D85COFODDACS4072 exe
Windows File Create LockBit_D85COFODDACS4072 exe

Telefénica Tech Fuente:



https://www.virustotal.com/gui/file/630e24cc1c4c95321965ad967e77e1888c48c4b1f653d800c7df08e879814787

Parte 4: Recomendaciones
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& INFRASTRUCTURE RANSOM

é@ CYBERSECURITY % STQP
Buenas Practicas, Brief: K7, SECURITY AGENCY ¢ WARE

- Actualizacion y parchado sistemas pperativos frecuentemente.
- Backup y Restore on premise, offsite and offline

- Implementar un proceso de Gestion de vulnerabilidades, Incidentes y
Hardening.

- Hardening de S.0O.: Desactivar PowerShell, quitar programas innecesarios,
desactivar usuarios “admin”, Revisa GPOs and shared folders.

- Activar MFA.

- Realizar pruebas de hacking periédicas.

- Revisar las politicas de publicacion en los firewalls, eventos, logs, alertas.
- Instalar agentes de seguridad en los servidores tipo EDR/XDR.

- Monitorear conexiones outbound

: Ccclqncientizar a los usuarios de la organizacion en correos falsos, archivos
adjuntos.

Fuente: https://www.cisa.gov/stopransomware/ransomware-guide
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Contramedidas rapidas: Scanning Vulnerabilidades

Vi T .

9. : :
| k’ 1]

Client-010 Client-019
SSéIiHLtS l;;F;N :_: SSLTLS WP :‘:‘: %
i Zlient- 020 1L | [ [ :'E §
External Storage SSLITLS VPN _ ST SInEnE SSTMES LN ] —— = o Hea Wb
Client- 030 {liert- 030 oo prpache IS E0tep
h 0z Y 80itcp
v B Firewall —— v 0
Firewall I emiTa—— SSL VPN e e =T i == I
53L VPN Y | — Ir I Sener » ! Server % Server g
senver
_CVE-ZD1-133?9 _—:I{.h':"r'z'z':“B'”3 ?9 =T T e ' /
i T [ 1] |
0z

3
I [ CVE-2013-0703
-

CVE-2020-1472 |
Zerologon
= —_— L I
E |_. rrzes ok ega.cf' ystem
: - File Servar
Filz Server - SMEICIFS Wirtual Servers
SMB/CIFS L 245icp Legacy Systems
145 cp e OB Servers
_"\":"'E'E - Userl00-001 | Userl00-001
| =T
. [
l Fat = Legzr.+ System
T
ﬁ\ l I- ( : D
Active Directol Ezhh E:'
Server Y File server Tape Storage
Backup Server Trre FEre User200-001 User200-001

/

&° Telefonica Tech ~ Fuente: Nmap, Nmap/NSE-Scrips, Masscan, Nessus/Tenable. 26



Contramedidas rapidas: Deshabilitar Powershell

Enable the item named Don't run specified Windows applications.

Tutorial GPO - Pre

On the domain controllel

Start

=)
=3

Server Manager

Enter a name for the new group policy.

Create a new group policy.

& File Action
e« nm O g

"z Group Policy Management

4 £\ Forest: TECH.LOCAL
4 (35 Domains

4 F3 TECH.LOCAL

=/ Default Domain Policy
p 2! Domain Controllers

4| Group Policy Objects

=/ Default Domain C

| Default Domain P

View Window Help
o

MNewy
Back Ln All...

MY-GPO

Source

Starter GPO:

[hone)

In our example, the new GPO was named: MY-GPO.

.E. Telefénica Tech

Fuente: https://techexpert.tips/powershell/gpo-prevent-a

& Don't run specified Windows applications

E] Don't run specified Windows applications

Previous Setting

Next Setting

Click on the Show button and enter a list of commands that ‘start Powerst

1 Show Contents O X
{
List of disallowed applications
Value Y
C
3 powershell exe
powershell_ise exe
pwsh exe

oK

Cancel

o

certification are required to comply

wtth ‘tvﬁis policy setting.

Note: To create a list of allowed applications, click Show. In the

oK

éamd

Ap

ply

v



https://techexpert.tips/powershell/gpo-prevent-access-to-powershell/

Contramedidas rapidas: MFA

View: Sign-m allowed wsers

(L]
wew
sew

mU|ti_fE O b MAME ~+

R .!D Multi-Factor Auth statuws: -'-.n:: LT

MULT-FACTOR
- - UISER MAME
Microsoft 365 admin center AUTHENTICATION STATUS
users | se
Rob Weoodgate rab [z abled
Home > Services & add-ins ' app passwi
—+ Deploy Add-In View | All < @ Allow users to create app passwords to sign in to non-browser apps ‘

O Do not allow users to

Home > Contoso > Users | Sign-ins

_3 Users | Sign-ins

Contoso - Azure Active Directory

«
& Al users (Preview)

& Deleted users Date : Last 1 month

Password reset

¥ Download ¢} Export Data Settings

Show dates as: Local

XK Troubleshoot

I verification options D i l"\ \Aln % f‘l . :+o

O Refresh == Columns

Conditional access : Success @

Date L RequestID User Ty Application Ty
hriire mUloFactor sUthantication orovides 2 sacond laver of securit & User settings
Azure mult-factor authentication provides a second layer of security ? 5/15/2020, 10:44:55 AM  7172730c-ccfb-4576-8... Bala Sandhu Azure Portal
Jsers to sign in with more than just their username and password. X Diagnose and solve problems
: = r 5/14/2020, 1:15:57 PM  57675637-14d5-4a03-a... Bala Sandhu Azure Portal
[‘-J.ar‘age mulb-factor authentication I:.J
- - N . Activity 5/14/2020, 11:07:45 AM  dcfd691d-7475-4005-9... Alain Charon Azure Portal
Learn more about Azure multi-factor authentication
D sign-ins 5/13/2020, 3:38:56 PM  0109afbc-2b48-4f8d-8¢... Bala Sandhu Azure Portal
@ Auditlogs 5/13/2020, 3:23:25PM  bb641f5b-5559-4€91-9... Tommy Weber Azure P
&+ Bulk operation results Details
'E' Telefénica Tech Fuente: https://www.thefastcode.com/article/how-to-enforce-multi-factor-authentication-for-all-users-of-your-office-365-subscription 28

Fuente: https://docs.microsoft.com/es-es/azure/active-directory/authentication/howto-mfa-reporting



https://www.thefastcode.com/article/how-to-enforce-multi-factor-authentication-for-all-users-of-your-office-365-subscription
https://docs.microsoft.com/es-es/azure/active-directory/authentication/howto-mfa-reporting

Metodos de Recuperacion: (No recomendable!!)

Backup!! offline y Restore validado -> “Es tu Deber”

- Archivos que no han sido cifrados por tamano, falta de tiempo del atacante,
etc -> “Busca, copia y pega”

- Archivos que se podrian reconstruir -> “Evaluar c/archivo estructura y
contenido” con herramientas de analisis forense.

- Buscar publicacion del Decryptor “nomoreransomware.org”, “fabricantes” ->
Esperar 2 a 6 meses

<=)/> NOMORERANSOM

Fuente: https://www.nomoreransom.org/es/index.html
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Recomendaciones Finales:

Establecer una estrategia de seguridad
en profundidad “Defense in Depth”
generando grupos técnicos, personal
calificado, herramientas y procedimientos
de acuerdo a los ultimos ciberataques.

No depender 100% de los fabricantes de
seguridad.

Crear entidades nacionales e
internacionales con el objetivo de
proteger y defender frente a filtraciones
de datos personales.

Considerar la importancia del perfil del
profesional de ciberseguridad en el
asesoramiento independiente y el
conocimiento de “hacking”.

Desde el comitée de LACNIC, Seguir
difundiendo la importancia de Ia

experiencias entre el sector pulblico y Ciberseguridad en nuestros paises a
privado con centros especialistas locales través de Capacitacion, Labs e intercambio

e internacionales. de experiencias.

Para prevenir y responder es necesario la
cooperacion técnica e intercambio de
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